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1.
Discussion
The P-CR addresses the following editor's note:
	Clause 5.2.5.2: Figure 5.2.5.2-1 (C2 at PDU session modification)

	Editor's note:
How the UAV indicates that the modification request is for C2 communication is FFS.

	Editor's note:
How the SMF determines re-authorization is required at PDU session modification is FFS.

	Clause 5.2.5.2: Figure 5.2.5.2-2 (C2 at PDU session establishment)

	Editor's note:
How the UAV indicates that the PDU session is for C2 communication is FFS.

	Editor's note:
How the SMF determines pairing authorization is required is FFS.


Depending on deployment a UAV may have a common or separate PDU session for connectivity to a USS and UAV-C. 

When the UAV needs to establish C2 communication the UAV determines if an existing PDU session or a separated PDU session is required for connectivity to a UAV-C.
-
If a new PDU session is required; The UAV includes C2 related information in a transparent container and the SMF identifies based on the DNN/S-NSSAI requested using subscription information (provided by the UDM) whether the PDU session is subject to authorization with a USS via a USS NF (either UUAA or C2 authorization). 
-
If an existing PDU session can be used; The UAV initiates a PDU session modification and includes C2 related information in a transparent container. It is proposed to follow the same principle during PDU session modification, i.e., the SMF determines at PDU session modification request that, based on DNN and/or S-NSSAI, the request requires re-authorization from a USS (via a UAS NF). In such a case the SMF forwards any information provided by the UAV (in a transparent container) to the USS via the UAS NF. The USS follows the same procedure as with the PDU session establishment request case and provides C2 authorization information to the SMF. The SMF then interacts with the PCF to receive corresponding PCC rules for the C2 session. 
It is proposed that the UAV includes C2 related information (i.e. pairing and/or flight authorization information) within a specific payload, a "C2 aviation payload". 

Presence of a C2 aviation payload and the UAV aerial subscription information is a trigger for the SMF to request authorization from a USS (via a UAS NF) for C2 communication. During a PDU session establishment for a PDU session dedicated for C2 traffic (i.e. in case of separate PDU sessions for USS traffic and for C2 traffic), absence of the C2 aviation payload results in the SMF rejecting the establishment of the PDU session.
A similar procedure is followed when a UAV needs to establish C2 communication when in EPS.
The following clarifications are provided:

-
Clarify that when a UAV requests C2 communication the UAV includes in a C2 aviation payload C2 and/or flight related information in a PDU session used for C2 communication (i.e. specific DNN/S-NSSAI).
-
Clarify that when the UAV has aerial subscription, the SMF determines that (re-)authorization is required from a USS, based on the DNN/S-NSSAI requested and the presence of a C2 aviation payload included in a PDU session request.
2. Proposed Changes
The following clarifications are proposed for TS 23.256 v0.2.0.

***************************************FIRST CHANGE  *************************************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1] or TS 23.501 [2].

3GPP UAV ID: Identifier assigned by the 3GPP system and used by external AF (e.g. USS) to identify the UAV. GPSI is used as the 3GPP UAV ID. 

Broadcast Remote ID: The capability of providing Remote Identification and Tracking over broadcast radio links.

NOTE:
In the scope of this release, the radio link for Broadcast Remote ID is assumed to utilize radio technologies outside the scope of 3GPP.

CAA (Civil Aviation Administration)-Level UAV Identity: a UAV identity assigned by USS/UTM, and uniquely identifies a UAV at least within the scope of a USS.

Command and Control (C2) Communication: the user plane link to deliver messages with information of command and control for UAV operation from a UAV controller or a UTM to a UAV or to report telemetry data from a UAV to its UAV controller or a UTM.

C2 Aviation Payload: Contains application layer information exchanged between the UAS and the USS containing UAV pairing and/or flight authorization information that is transparent to the 3GPP System 

Networked UAV Controller: a UAV Controller connected to the 3GPP network and connected to the UAV via a 3GPP network.

Non-Networked UAV Controller: a UAV Controller not connected to the 3GPP network and connected to UAV via a transport outside the scope of 3GPP, e.g. internet connectivity or direct wireless communication over a technology outside the scope of 3GPP.

Networked Remote ID: The capability of providing Remote Identification and Tracking to a USS over 3GPP network.

Remote Identification (Remote ID) of UAS: The ability of a UAS in flight to provide identification and tracking information that can be received by other parties, to facilitate advanced operations for the UAS (such as Beyond Visual Line of Sight operations as well as operations over people), assist regulatory agencies, air traffic management agencies, law enforcement, and security agencies when a UAS appears to be flying in an unsafe manner or where the UAS is not allowed to fly. The Remote ID information payload may include Serial Number or Session ID assigned to the UAV, location of the ground-station controller, emergency status indication, etc.

Third Party Authorized Entity: is either a privileged Networked UAV Controller, or a privileged Non-Networked UAV Controller, or another entity which gets information on sets of UAV controllers and UAVs from the 3GPP network, and may be connected to the UAV via the Internet; it may be authorized by the UTM to interface with sets of UAV(s).

UAS NF: a 3GPP UAS Network Function for support of aerial functionality related to UAV identification, authentication/authorization and tracking, and to support Remote Identification.

UAS Service Supplier (USS): An entity that provides services to support the safe and efficient use of airspace by providing services to the operator / pilot of a UAS in meeting UTM operational requirements. A USS can provide any subset of functionality to meet the provider's business objectives (e.g. UTM, Remote Identification). In the scope of this specification, the term USS refers to both USS and USS/UTM.

UAS Traffic Management (UTM): a system that can safely and efficiently integrate the flying UAV along with other airspace users. It provides a set of functions and services for managing a range of autonomous vehicle operations (e.g. authenticating UAV, authorizing UAS services, managing UAS policies, and controlling UAV traffics in the airspace).

UAV controller: The UAV controller of a UAS enables a drone pilot to control an UAV.

UAV operator: the entity owning and operating a UAV.

UAS Container: A transparent container to the 3GPP system that includes UUAA Aviation and/or C2 Aviation Payloads
UAS Services: refers to establishment of connectivity for a UAS for communication with USS, for C2, for remote identification, and for UAV location and tracking.

UUAA Autorization Payload: Contains application layer information exchanged between the UAS and the USS and that is transparent to the 3GPP System.
UUAA Aviation Payload: Contains application layer information exchanged between the UAS and the USS and that is transparent to the 3GPP System 

Uncrewed Aerial System (UAS): Composed of Uncrewed Aerial Vehicle (UAV) and related functionality, including command and control (C2) links between the UAV and the control station, the UAV and the network, and for remote identification. An UAS may comprise of a UAV and a UAV controller.

Unknown UAVs: A list of the UAVs to be identified in the target area and served by the PLMN as the result of the UAV tracking requested by USS/UTM.
UUAA: UAV USS authentication and authorization procedure of the UAV to ensure that the UAV has successfully registered with a USS and has therefore been authorized for operations by the USS. An UAV is authenticated and authorized by USS via a UUAA procedure with the support of the 3GPP system before connectivity for UAS services (e.g. UAS-USS connectivity) is enabled.

UUAA-MM: the UUAA procedure optionally performed during registration to a 5GS.

UUAA-SM: the UUAA procedure optionally performed (when UUAA-MM is not performed) during the establishment of a PDU session, and performed during the establishment of a PDN connection.

***************************************SECOND CHANGE  *************************************
5.2.5.2
Procedure for C2 authorization in 5GS

If C2 authorization is requested during the UUAA-SM procedure the procedure described in clause 5.2.3.2 takes place with the following additions:

-
In Step 0, the UAV includes a within a UAS container, pairing information (if available) 

-
In step 5, the SMF may receive authorization information for C2 from the USS. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.

C2 authorization is requested at PDU session Modification:

-
After UUAA-SM is performed and a common PDU session is used for connectivity to USS and C2 communication to a UAV-C or

-
If the UAV has already established a PDU session for C2 communication to a UAV-C
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1. PDU Session establishment per clause 5.2.3

2. PDU Session Modification request

3. Step 1 –�ϯ�of Figure 5.2.3.2-1 for authorization with USS

4. PDU Session Modification command


Figure 5.2.5.2-1: PDU Session modification for C2 communication (common PDU session for UAV communication)

1.
The UAV establishes a PDU Session for connectivity to USS as described in clause 5.2.3.

2.
When the UAV needs to establish C2 communication the UAV determines that an existing PDU session can be used and initiates a PDU Session Modification procedure.  The UAV shall include in the request a CAA-Level UAV ID and a C2 Aviation Payload within a UAS container that includes C2 authorization information (i.e. pairing and/or flight authorization information). The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization which takes precedence over UAV provided pairing information. The pairing information includes the CAA-level UAV ID of the requesting UAV and also includes identification information of UAV-C to pair if available. The UAV may also include in the C2 Aviation Payload other information such as Flight Authorization information.
NOTE:
How the pairing information is configured in the UAV is outside the scope of 3GPP specifications.

3. 
For a UAV with aerial subscription the SMF determines based on the DNN/S-NSSAI of the PDU session and presence of the C2 aviation payload and CAA-Level UAV ID that re-authorization is required. The SMF invokes the authorization procedure with the USS (via UAS-NF) as described in clause 5.2.3. The SMF also includes the UAS container provided by the UAV in step 2. The USS shall inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response implicitly or explicitly indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 from the USS and continues the PDU session modification procedure. The authorization information includes UAV-C IP address.


4.
The SMF informs the UAV the C2 pairing authorization result in the PDU Session Modification Command message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.

If C2 authorization is requested during PDU session establishment to a PDU session used specifically for C2 communication to UAV-C the UAV requests C2 authorization as follows.
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1. PDU Session Establishment request for C2 communication

2. Step 1 –�ϯ�of Figure 5.2.3.2-1 for authorization with USS

3. PDU Session Establishment accept


Figure 5.2.5.2-2: PDU Session establishment for C2 communication (separate PDU Sessions for UAV communication)

1.
When the UAV needs to establish C2 communication the UAV determines that a new dedicated PDU session is required for connectivity to UAV-C. The UAV initiates PDU Session establishment procedure for a DNN/S-NSSAI dedicated for connectivity to UAV-C. The UAV shall include a CAA-Level UAV ID and C2 aviation payload in the PDU session establishment request, that includes information for C2 authorization (i.e. pairing information and/or flight authorization information). The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization which takes precedence over UAV provided pairing information. The pairing information includes the CAA-level UAV IDs of the requesting UAV and also includes identification information of UAV-C to pair if available. The UAV may also include in the C2 Aviation Payload other information such as Flight Authorization information.

2.
For a UAV with aerial subscription the SMF determines based on the DNN/S-NSSAI of the PDU session and the presence of the C2 aviation payload and CAA-Level UAV ID that re-authorization is required. The SMF invokes the authorization procedure with the USS (via UAS-NF) as described in clause 5.2.3. The USS shall inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response implicitly or explicitly indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 from the USS and continues the PDU session establishment procedure. The authorization information includes UAV-C IP address.

For a UAV with aerial subscription, if the SMF determines based on the requested DNN/S-NSSAI that the authorization procedure with the USS is required, but the UAV has not provided the C2 Aviation Payload and CAA-Level UAV ID, the SMF rejects the PDU session establishment with a cause indicating that USS authorization is required.

3.
The SMF informs the UAV about the C2 authorization result in the PDU Session Accept or Reject message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
The C2 authorization can be revoked by the USS at any time, as described in clause 5.2.9. The paired UAV-C can be replaced by a new UAV-C as described in clause 5.2.8.
5.2.5.3
Procedure for C2 authorization in EPS

5.2.5.3.1
C2 authorization at UE requested PDN connectivity

When the UAV requests to establish connectivity to an additional PDN over E-UTRAN for C2, the procedure described in clause 5.10.2 of 3GPP TS 23.401 [6] takes place with the following modifications:
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1. [OPTION 1]  Steps 1 –�6 in TS23.256 figure 5.2.3.x-1 . USS/UTM 

determines RITI and Authorization Data

3. [OPTION 2]  Steps 1 –�6 in TS23.256 figure 5.2.3.x-1. USS/UTM 

determines RITI and Authorization Data. 

4. PDN connectivity request steps 1��–�14 in 

3GPP TS 23.401 figure 5.10.2-1 

RAN

0. PDN connectivity request procedure steps 1-4 In 3GPP TS 23.401 Figure 5.10.2-1 and Steps 1-2 in 3GPP TS 23.502 

Figure 4.11.1.5.4.1-1

2.  PDN connectivity request procedure steps 5-16 3GPP TS 23.401 Figure 5.10.2-1 and Steps 3-6 in 3GPP TS 23.502 

Figure 4.11.1.5.4.1-1

5. Steps 5a-5f as per Figure 5.2.3.a-1


Figure 5.2.5.3.1-1: C2 authorization at PDN Connectivity Request

0.
Steps 1 - 4 performed as in Figure 5.10.2-1 of 3GPP TS 23.401 [6] and steps 1 - 2 in Figure 4.11.1.5.4.1-1 of 3GPP TS 23.502 [3]. When the UAV requests C2 communication, the UAV shall include in the PCO of the PDN Connectivity Request the following payloads:

-
CAA-Level Identity payload containing the CAA-Level UAV ID assigned by the USS provider

-
UAS container including UAV UAV-C pairing information, flight authorization information, if available within a C2 Aviation Payload.
NOTE:
How the UAV/UE is configured with pairing information is out of scope of 3GPP.

1.
If authorization with USS is carried out during the PDN connectivity request (Option 1) steps 1, 6 as per Figure 5.2.3.x-1 takes place. The USS determines Remote Identification and Tracking Information (RITI) and Authorization Data for the UAV. The RITI and Authorization data are provided to the SMF+PGW-C.

2.
Steps 5 -16 performed as in Figure 5.10.2-1 of 3GPP TS 23.401 [6] and Steps 3-6 as in Figure 4.11.1.5.4.1-1 of 3GPP TS 23.502 [3]. SMF+PGW-C includes the RITI within the PCO of the Create Session Response. The UAV/UE receives the PCO within a Downlink NAS transport message.

3.
If authorization with USS is carried out after the PDN connectivity request (Option 2) steps 1, 6 as per Figure 5.2.3.x-1 takes place. The USS determines Remote Identification and Tracking Information (RITI) and Authorization Data for the UAV. The RITI and Authorization data are provided to the SMF+PGW-C.

4.
Steps 13-14 performed as in Figure 5.10.2-1 of 3GPP TS 23.401 [6]

5.
Steps 5a-5f as in Figure 5.2.3.a-1 is performed. The RITI is provided to the UAV/UE within the PCO.
For a UAV with aerial subscription, if the SMF+PGW-C determines that the S-NSSAI is subject to C2 authorization and the UAV has not provided a C2 aviation payload and CAA-Level UAV ID then the SMF+PGW-C rejects the PDN connectivity request and provides in PCO an indication that USS authorization is required.
5.2.5.3.2
C2 authorization at UE requested bearer resource modification for an existing PDN connection
If the UAV uses the existing PDN connection for C2, the UAV/UE uses the UE requested bearer resource modification as described in clause 5.4.5 of 3GPP TS 23.401 [6] to request C2 communication as follows.
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0. UE requested bearer resource modification steps 1-3 In 3GPP TS 23.401 Figure 5.4.5-1

2.  UE requested bearer resource modification steps 4-6 in 3GPP S 23.401 Figure 5.4.5.1


Figure 5.2.5.3.2-1: C2 authorization at UE requested bearer resource modification for an existing PDN
0.
Steps 1 - 2 performed as in Figure 5.4.5-1 of 3GPP TS 23.401 [6]. When the UAV requests C2 communication, the UAV/UE additionally includes in the PCO the following payloads.

-
CAA-Level Identity payload containing the CAA-Level UAV ID assigned by the USS provider

-
UAS container including UAV UAV-C pairing information, flight authorization information, if available within a C2 Aviation Payload.
NOTE:
How the UAV/UE is configured with pairing information is out of scope of 3GPP.

1.
Authorization with USS is carried out as in steps 1, 6 as per Figure 5.2.3.x-1. The SMF+PGW-C includes in the authorization request, the CAA-Level Identity payload and UAS container provided in step 1

2.
After the authorization result is received steps 4-6 are carried out as per Figure 5.4.5-1 of 3GPP TS 23.401 [6]. The RITI is provided to the UAV/UE within the PCO. 

***************************************END OF CHANGES **************************************
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