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Abstract of the contribution: Issue that we cannot guarantee that the UE uses the EASDF's IP address for its subsequent DNS Query
1 Discussion


2 Proposal
[bookmark: _Hlk513714389]It is proposed to update TS 23.548 as follows
FIRST CHANGE only the part of the clause 6.2.3.2.2 that is modified by the PCR is shown, the rest of the clause is unchanged by the PCR
2.	During the PDU Session Establishment procedure, the SMF selects EASDF as described clause 6.3 of TS 23.501 [2]. 
[bookmark: _Hlk69230529]NOTE: 	It is not possible to guarantee that (e.g. in step 7) all UE(s) use the EASDF's IP address provided by the SMF for their DNS Queries; some network-based mechanisms are described in step 7 in order to deal with UE that do not use for their DNS Queries the EASDF's IP address provided by the SMF;
The SMF may, based on local policies, thus carry out following action before sending the IP address of the EASDF as DNS server to the UE:
-	The SMF configures the UPF to detect DNS traffic sent by the UE to a different DNS server than the EASDF; this corresponds to a PDR referring to the ports used by DNS protocols (53, 853) and to the EASDF's IP address (that the SMF will send to the UE) and with a corresponding FAR allowing to carry out the corrective actions described in step 7.
NOTE: 	This mechanism can’t deal with DNS requests not sent by the UE over well known port;
The SMF includes the IP address of the EASDF as DNS server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502 [3]. The UE configures the EASDF as DNS server for that PDU Session.	Comment by LTHBM0: It is suggested not to update this text as part of this PCR unless the change is related with the EN above
3	The SMF invokes Neasdf_DNSContext_Create Request (UE IP address, DNN, callback URI, DNS message handling rules) to the selected EASDF.
	This step is performed before step 11 of PDU Session Establishment procedure in clause 4.3.2.2.1 of TS 23.502 [3].
	The EASDF creates a DNS context for the PDU Session, and stores the UE IP address, the callback URI and DNS message handling rule(s) into the context.
	The EASDF is provisioned with the DNS message handling rule(s), before the DNS Query message is received at the EASDF or as a consequence of the DNS Query reporting.
4.	The EASDF invokes the service operation Neasdf_DNSContext_Create Response.

Editor's note:	How to guarantee that the UE uses the EASDF's IP address for the subsequent DSN Query in step 8 is FFS.	Comment by LTHBM2: Removed due to the addition of this PCR

65.	The SMF may invoke Neasdf_DNSContext_Update Request (EASDF Context ID, DNS message handling rules) to EASDF. The update may be triggered by UE mobility, e.g. when UE moves to a new location, or by a reporting by EASDF of a DNS Query with certain FQDN, or, the update may be triggered by insertion/removal of Local PSA, e.g. to update rules to handle DNS messages from the UE or by new PCC rule information.
6.	The EASDF responds with Neasdf_DNSContext_Update Response.
7.	The UE sends DNS Query message to the EASDF. 
[bookmark: _Hlk69229371]To handle the case where the UE would not send the DNS Query message to the EASDF, the SMF may, based on local policies, have instructed an UPF to detect (UL) DNS traffic from the UE that is not targeting the EASDF's IP address as described in step 2; 
The SMF may, based on local policies, further request the UPF to forward such non-ciphered (i.e. on port 53) DNS traffic from the UE that is not targeting the EASDF's IP address on a tunnel to the EASDF where the source address of the tunnel is that of the UE and the destination address that of the EASDF; The EASDF may be instructed via DNS handling rules to add an EDNS ECS option received on such a tunnel and to forward the DNS request without changing the target DNS address.
The local policies mentioned above may be based on the (DNN, S-NSSAI). 
[bookmark: _Hlk69230767]




[bookmark: _GoBack]NOTE: 	Other policies are possible but not specified.
The rest of the procedure assumes the UE has indeed used the EASDF as its network DNS resolver.


NEXT CHANGE (2)


End of changes
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