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Abstract of the contribution:  This contribution discusses the use and needed updates to the PDU Session Establishment/Modifications procedures as they are proposed to be used for UUAA and C2 Authorization.
Discussion
In 3GPP TS23.256 existing PDU Session Establishment and PDU Session Modification procedures are used for performing UUAA SM, C2 Authorization, Flight Authorization, etc. There is no "in depth" analyzes done regarding the effects support of those UAS specific functions will have on the existing procedures and what updates and additions it will require.
Below such an analyze is done for the UE (UAV) initiated PDU Session Establishment and PDU Session Modification procedures together with an analysis of the network (USS) initiated PDU Session Modification.
No network (USS) initiated procedure is yet introduced in the TS23.256 but a proposal for such a C2 Authorization procedure is submitted in S2-210868.
For the purpose of this discussion it is assumed that the existing procedures for “Interworking with DN-AAA using RADIUS/Diameter” (as defined in 3GPP TS 29.561) are used as a baseline for the UE (UAV) initiated session management procedures which requires USS interaction. The USS would act as the DN-AAA with an important difference that the interface towards the USS is based on a network API exposed by the NEF/UAS-NF (and not via RADIUS/Diameter via the UPF).
Please also note that any service/flow based policies applicable to a PDU session/PDN connection shall be under the control of the PCF and that it needs to be the locus for control of any corresponding updates/changes needed. There is though no current procedures defined where the PCF enables authorization by an AF of UE requested service/flow policies requested during session establishment or modification.

UE (UAV) initiated PDU Session Establishment
The UE initiated PDU Session Establishment procedure is used for e.g. UUAA SM (figure 5.2.3.2-1) and C2 Authorization of a separate PDU session (figure 5.2.5.2-2). To perform the authorization with an external AF it reuses principles from 3GPP TS29.561 clause 11.2.1 currently defining the signaling flows to an external AAA-server over RADIUS and DIAMETER, see figure 1.
During PDU Session Establishment it is possible for the AAA-server to return a policy-reference to the SMF which the SMF forwards to the PCF (as DN Policy Profile Index in the Npcf_SMPolicyControl_Create request). This makes it possible for the PCF to activate PCC-rules as defined in correspondingly pre-defined policies. Currently it is not possible to provide dynamically assigned filter information with this request. 
For C2 Authorization "paring information" is provided which must be handled as dynamic policy information since it cannot be expected that the 3GPP System shall be pre-configured with all possible UAV-UAVC paring information combinations. This means that C2 Authorization using PDU Session Establishment is not possible as the procedures and APIs are specified today.
A possibility would be to add an extension to the current functionality (i.e. Npcf_SMPolicyControl_Create request) and assumingly then together with adding support for this procedure via the new API-based architecture USS – NEF – SMF.
Another issue related to the use of the UE initiated PDU Session Establishment procedure for C2 Authorization is that it cannot be guaranteed that the UAV IP address is available until after the Auth_Request/Auth_Response signalling to the USS, see steps 1 - 5 in clause 5.2.3.2. This implies that the USS cannot perform a C2 authorization or supply a "pairing information" in the N33_Auth_Response message. The UAV IP Address is sent to the USS first in step 8 N33_Session_Notification_Start, see clause 5.2.3.2 in S2-2104110r02. 
To resolve this problem in the C2 Authorization using UE initiated PDU Session Establishment is to let the USS trigger a USS initiated PDU Session Modification when it receives the UAV IP Address in step 8 N33_Session_Notification_Start, see clause 5.2.3.2 in S2-2104110r02. The USS_initiated_PDU_Session_Modification can be seen in S2-2103868 but please note that in the below proposal this procedure has been updated such that the USS makes use of two separate interactions with the NEF/UAS-NF in accordance with:  
Enforcement of  the C2 authorization decision made by the USS can be divided into separate actions: 
1. To  activate the policies needed in the 3GPP Network to allow forwarding of the authorized C2 traffic flows which optionally may be handled with a dedicated (non-default) QoS.
2. To send the relevant C2 authorization result information to the UAV. This includes e.g. authorized pairing information, optionally a new CAA Level ID and security information etc. 
The existing 3GPP AFSessionWithQoS procedures supports action 1) above are proposed to be used as is for that purpose. Those procedures are however defined in order to manage policies for individual application data flows transferred using a specific PDU session and not to manage the actual PDU session in itself. NAS signalling will only be triggered in case it is needed to enforce the requested policy. For example authorization of an application session on the default QoS-flow will typically not induce any NAS signalling with the UE. This means that the AFSessionWithQoS procedures are not well suited for handling action 2). 
23.256 defines in chapter 5.2.4 the “UUAA Re-authentication by  USS/UTM” which enables “a UUAA authorization payload to be transparently delivered to the UAV” (5.2.4 step 1). This procedure can be extended to transfer any  potential additional information needed for provisioning of a  C2 authorization result to the UAV and it is proposed to be used to action 2) above. In this case only a re-authorization is needed and the re-authentication parts would be optional.

 
       


[bookmark: _Hlk502758207]Figure 1: RADIUS Authentication and Accounting example (successful case) (3GPP TS23.561 figure 11.2.1-1)

UE (UAV) initiated PDU Session Modification
The UE initiated PDU Session Modification procedure is used e.g. for C2 Authorization when a common PDU session is used (figure 5.2.5.2-1).
Compared to the UE initiated PDU Session Establishment procedure this procedure does not allow for authorization of the request by the DN-AAA. It allows for a notification to be sent to DN-AAA but the SMF will not wait for a corresponding response before finalizing the modification procedure, see figure 2.
If reusing this principle, it may by use of an UE initiated PDU session Establishment procedure and given that needed  attributes are correspondingly added, be possible to inform the USS about UAV specific conditions. It will though not as part of the procedure be possible to provide an authorization result back neither to the UAV nor the 3GPP system.    
I.e. it is currently not possible to perform a C2 Authorization in the modification procedure using exiting principle since the external AF cannot authorize or impact the policy modification as part of the UE initiated PDU Session Modification procedure.
Compared to the changes needed in the UE initiated PDU Session Establishment procedure the changes needed for the modification procedure is more comprehensive since it will incur a change to the existing signaling flow that will impact existing procedures in the SMF and the interaction with the PCF.
A possibility, which reduces the impact on existing 5GC, would be to use the UE initiated PDU session Modification procedure with the needed UAV specific attribute added, as a trigger for C2 authorization only and then let the USS initiate the Network (USS) initiated modification procedure described below to provide the corresponding authorization result to the UAV and 3GPP system.
Conclusion: Compared to the existing support in 5GC for authorization with an external AF in the PDU Session Establishment procedure this support is not existing in the PDU Session Modification procedure. Two alternatives exists to resolve the non-existing support for authorization with an external AF in the PDU Session Modification procedure. One alternative is to investigate the possibility to modify the PDU Session Modification procedure to include the same support for as authorization with an external AF as exists in the PDU Session Establishment procedure. A second alternative would be to use the UE initiated PDU Session Modification procedure to trigger a Network (USS) initiated PDU Session Modification procedure as described above.
Proposal: Two alternatives exists to resolve the non-existing support for authorization with an external AF in the PDU Session Modification procedure. One alternative is to investigate the possibility to modify the PDU Session Modification procedure to include the same support for as authorization with an external AF as exists in the PDU Session Establishment procedure. ATo reduce the effects on existing procedures it is proposed to  second alternative would be to use the UE initiated PDU Session Modification procedure to trigger a Network (USS) initiated PDU Session Modification procedure as described above.


Figure 2: RADIUS accounting update (3GPP TS25.561 figure 11.2.2-1)

Network (USS) initiated PDU Session Modification
In the study phase it was concluded that network (USS) initiated procedures could also be used as an alternative to UE (UAV) initiated procedures. Network (USS) initiated PDU Session Modification procedure can e.g. be used for C2 authorization when using common PDU Session. The USS can e.g. initiate such a procedure based on request from the UAS operator to establish C2 communication between UAV and UAVC (out of 3GPP scope) or it can be on request from the UAV on application level over the UP  (out of 3GPP scope). It could also, as discussed above,  be used in a case when a UE initiated PDU Session Modification procedure is used to request a C2 Authorization but cannot be used to provide the corresponding authorization result to be sent back to the UAV and 3GPP system. In this case the USS can use the information in the USS request to trigger the network triggered PDU Session Modification procedures as seen below. 
Any USS initiated procedure is not yet implemented in TS23.256 but a proposal is given in the pCR in S2-2103868 USS initiated PDU Session modification for C2 communication. This procedure reuses existing 3GPP functionality as specified in TS23.502 for 5GC and 23.402 for LTE. Below figures are copied taken from the pCR in S2-2103868.    



Figure 5.2.5.2-X: USS initiated PDU Session modification for C2 communication (common PDU session for UAV communication)



Figure 5.2.5.3.3-1: USS initiated bearer modification for C2 communication for existing PDN Connection


Summary
Based on the above proposed solutions and below proposed revisions it will give a consistent handling of the C2 Authorization in the 5GC and in the interaction with the USS.



Proposal
It is proposed to add the following to TS 23.256.
[bookmark: _Hlk71525931]* * * First Change * * * *
[bookmark: _Toc70925233]5.2.5.2	Procedure for C2 authorization in 5GS
If C2 authorization is requested during the UUAA-SM procedure the procedure described in clause 5.2.3.2 takes place with the following additions:
-	In Step 0, the UAV includes a within a UAS containerUUAA Aviation Payload, pairing information (if available);
-	In step 8, the USS will receive the UAV IP Address and trigger the USS_Initiated_PDU_Session_Modification (see figure 5.2.5.2-x) which will set-up the requested policy rules for UAV - UAVC pairing in UPF.
-	In step 5, the SMF may receive authorization information for C2 from the USS. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
If C2 authorization is requested:
-	After UUAA-SM is performed and a common PDU session is used for connectivity to USS and UAV-C; or
-	If the UAV has already established a PDU session for connectivity to a UAV-C.
The UAV requests C2 authorization at PDU session modification as follows:




Figure 5.2.5.2-1: PDU Session modification for C2 communication (common PDU session for UAV communication)

1.	The UAV establishes a PDU Session for connectivity to USS as described in clause 5.2.3.
2-3.	The UAV requests C2 authorization by initiating PDU Session Modification procedure.  The UAV includes the pairing information as part of UAS container in the PDU Session modification request. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization. The pairing information includes the CAA-level UAV ID of the requesting UAV and also includes identification information of UAV-C to pair if available. The UAS container may include other information such as Flight Authorization information.
NOTE:	How the pairing information is configured in the UAV is outside the scope of 3GPP specifications.
4-53.	The SMF invokes the authorization procedure with the USS (via UAS-NF) by sending Nnef_Session_Notification_Updateas described in clause 5.2.3. The SMF also includes the UAS container provided by the UAV in step 2. The authorization request also includes a UAV address, i.e.PDU-session  IP address 
6.	PDU Session Modification procedure  completes as in TS23.502 [3] figure 4.3.3.2-1.
7.	Step 3 triggers the USS initiated PDU Session Modification, see figure 5.2.5.2-X: USS initiated PDU Session modification for C2 communication by invoking the Nnef_AFSessionWithQoS_Create request including USS Identity/AF Identifier, Transaction Reference ID, UAV-UAVC Pairing info/Flow description(s), QoS reference.
In step 7e siganlling to (R)AN and UE is only performed if specific QoS is requested for the C2 Communication i.e. steps 4, 5, 6, 9 and 10 in TS23.502 [3] figure 4.3.3.2-1.The USS shall inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response implicitly or explicitly indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 from the USS and continues the PDU session modification procedure. The authorization information includes UAV-C IP address.
Editor's note:	How the UAV indicates that the modification request is for C2 communication is FFS.
Editor's note:	How the SMF determines re-authorization is required at PDU session modification is FFS.
4.	The SMF informs the UAV the C2 pairing authorization result in the PDU Session Modification Command message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
8.	After step 6 is performed the USS triggers the UUAA Re-Authentication (see clause 5.2.4). In the UAS_ReAuth_Request (step 1) the USS includes the 3GPP UAV ID, the C2 authorization result and optionally a new CAA-Level UAV ID and security information which will be further forwarded to the UE.
If C2 authorization is requested during PDU session establishment to a PDU session used specifically for connectivity to UAV-C the UAV requests C2 authorization as follows.




Figure 5.2.5.2-2: PDU Session establishment for C2 communication (separate PDU Sessions for UAV communication)
1.	The UAV initiates PDU Session establishment procedure for a DNN/S-NSSAI dedicated for connectivity to UAV-C. The UAV includes the pairing information as part of UAS container in the PDU Session establishment request. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization. The pairing information includes the CAA-level UAV IDs of the requesting UAV and also includes identification information of UAV-C to pair if available. The UAS container may include other information such as Flight Authorization information.
This step is the same as step 0 to 6 in figure 5.2.3.2-1 UUAA during PDU Session Establishment. 
Editor's note:	How the UAV indicates that the PDU session is for C2 communication is FFS.
2-3.	These steps are the same as steps 7 and 8 in figure 5.2.3.2-1 UUAA during PDU Session Establishment. The SMF invokes the authorization procedure with the USS (via UAS-NF) as described in clause 5.2.3. The Session_Notification_Startauthorization request also includes a UAV address, i.e. the PDU session IP address. The USS shall inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response implicitly or explicitly indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 from the USS and continues the PDU session establishment procedure. The authorization information includes UAV-C IP address.
Editor's note:	How the SMF determines pairing authorization is required is FFS.
34.	The PDU Session Establishment procedure completes.
5.	Step 3 triggers the USS initiated PDU Session Modification, see figure 5.2.5.2-X, USS initiated PDU Session modification for C2 communication by invoking the Nnef_AFSessionWithQoS_Create request including USS Identity/AF Identifier, Transaction Reference ID, UAV-UAVC Pairing info/Flow description(s), QoS reference. In step 5e siganlling to (R)AN and UE is only performed if specific QoS is requested for the C2 Communication i.e. steps 4, 5, 6, 9 and 10 in TS23.502 [3] figure 4.3.3.2-1.	
The SMF informs the UAV about the C2 authorization result in the PDU Session Accept or Reject message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
6.	After step 5 is performed the USS triggers the UUAA Re-Authentication (see clause 5.2.4).  In the UAS_ReAuth_Request (step 1) the USS includes the 3GPP UAV ID, the C2 authorization result and optionally a new CAA-level UAV ID and security information which is further forwarded to the UE.
The C2 authorization can be revoked by the USS at any time, as described in clause 5.2.9. The paired UAV-C can be replaced by a new UAV-C as described in clause 5.2.8.

* * * End of First Change * * * *
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