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[bookmark: _Toc462478989]Abstract of the contribution: This contribution introduces considerations on OS/user for EAS (re-)discovery.
1	Discussion
The case that OS/user overrides operator DNS setting is part of the considerations in TR clause 9.1.1. The new text proposed below captures the recommendations and limitations in Annex X.

2	Proposal
It is proposed to adopt the following changes into TS23.548.

[bookmark: _Toc510607461]		* * * * 1st Change * * * *
Annex X: UE considerations for EAS (re)discovery
[bookmark: _Toc20149641][bookmark: _Toc27846432][bookmark: _Toc36187556][bookmark: _Toc45183460][bookmark: _Toc47342302][bookmark: _Toc51769000][bookmark: _Toc59095350]X.1	General
DNS records obtained from a network resolver contains a time-to-live (TTL) value. This is a hint provided by the network resolver and maybe used to determine the length of time that the record is cached. DNS records maybe be cached in the UE by a system wide stub resolver and by application layer name resolution caches. The application (L7) cache is managed on a per application basis while the OS/system DNS cache is common to applications of a UE network interface. Name resolution caches in various applications also have different policies and behaviour. Some applications cache the name records for the length of the application session while others have a time limit. The network change indication from the OS/ system to the application can be used to clear the application layer name cache for the distributed and multiple anchor modes. Coordination across the 5GC and application domain for name resolver caching behaviour is required to support some of the solutions in this TS. 
The following clauses describe the appropriate DNS configuration for the EAS (re)-discovery to work in the UE.
X.2	UE requirements for EAS re-discovery
An application that complies with EAS (re-)discovery in the UE shall not override operator-provided DNS settings. 
NOTE 1:	If the OS, user or applications override the operator-provided DNS settings, the DNS resolvers or servers in the third party may take the source IP address of the DNS request as the location information of UE, which may correspond to the local/remote PSA UPF or other entities (e.g., a NAT server) on the N6 interface.
The OS DNS server configuration shall not be allowed to override the operator provided DNS in a UE compliant to the EAS (re-)discovery procedure. This is necessary for the “closest” EAS server to be selected. 

NOTE 1:	If a non-compliant OS, user or non-compliant applications override the operator-provided DNS settings, the DNS resolvers or servers in the third party may take the source IP address of the DNS request as the location information of UE, which may correspond to the local/remote PSA UPF or other entities (e.g., a NAT server) on the N6 interface.

NOTE 2: If the DNS server configuration in a non-compliantthe OS overrides the operator provided DNS, the DNS queries continue to be sent over the correct PDU session  for the application.
NOTE 3:  The UE modem acts as a DNS server/proxy or transparently forwards DNS messages for tethered devices that are loosely coupled.

X.3	UE procedures for session breakout
In the session breakout connectivity model, the selection of a new session breakout path does not result in a new network interface indication at the UE.
NOTE 1:	In case of multiple sessions or distributed anchor point connectivity models, when there is a change of network interface, the UE operating systems can provide an indication to notify the application that subscribes to it. This indication of network interface change may be used to flush the application name cache. 
Session breakout results in a NAS SM message indicating the need to redo DNS lookup sent by the SMF to the UE modem. Thus, in order to support some solutions of this TS, it is necessary for the operating system to receive information of EAS rediscovery from the modem and use it to inform the application when a new session breakout path is selected and clear the application name cache. 
Editor’s Note: Procedures to support EAS (re)discovery with encrypted DNS (DoH, DoT) are FFS. Mechanisms to selectively clear DNS cache entries in tethered device or corresponding to PDU session receiving NAS SM (EAS rediscovery) message are FFS.
	Comment by Dario Serafino Tonesi: Out of scope of our specification	Comment by FW: it is in TR conclusions and related to sol 22. So it should be in scope.

NOTE 2 would have addressed encrypted DNS & cache flush aspects but are gaps now. Added as EN.
 


* * * * End of Changes * * * *
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