

SA WG2 Temporary Document
Page 11

3GPP TSG-SA/WG2 Meeting #141E	S2-2007856
12 -23 October 2020, Electronic meeting 
Source:	Ericsson
Title:	KI #1, Sol #12: Updates to the solution 
Document for:	Agreement
Agenda Item: 	8.3
Work Item / Release:	FS_enh_EC / Rel-17
[bookmark: _Toc462478989]Abstract of the contribution: This contribution updates Solution #12: DNS-triggered re-anchoring, addressing the EN. 
1	Introduction
This contribution provides updates to Solution #12: DNS-triggered re-anchoring proposed for Key Issue #1: Discovery of Edge Application Server, Key Issue #2: Edge Relocation and Key Issue #5: Activating the traffic routing towards Local Data Network per AF request. The main changes include updating the solution to support external LDNSR and by this to answer the relevant editor notes in the evaluations and conclusions related to solutions for KI#1 and distributed anchor connectivity model. 
This tdoc revision does not deal with § 6.12.2.2 whose revisions are handled in Tdoc 7770

2	Proposal
[bookmark: _Toc43317313][bookmark: _Toc43374785][bookmark: _Toc43375246]It is proposed to have the following changes in TR 23.748:
* * * * 1st Change * * * *
[bookmark: _Toc23255035][bookmark: _Toc26346407][bookmark: _Toc26346620][bookmark: _Toc26773890][bookmark: _Toc31192327][bookmark: _Toc31192487][bookmark: _Toc31192978][bookmark: _Toc31616157][bookmark: _Toc31616219][bookmark: _Toc31616295][bookmark: _Toc31616371][bookmark: _Toc43317242][bookmark: _Toc43374714][bookmark: _Toc43375175][bookmark: _Toc43801699][bookmark: _Toc43805965][bookmark: _Toc43806272][bookmark: _Toc50466801][bookmark: _Toc50468145][bookmark: _Toc50468415][bookmark: _Toc50468686][bookmark: _Toc50630567][bookmark: _Toc50631069][bookmark: _Toc22897107]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issues

	
	1
	2
	3
	5

	#1: Provisioning URSP configuration to the UE to establish PDU Sessions for edge applications
	X
	
	
	

	#2: Local DNS based edge server address discovery
	X
	
	
	

	#3: DNS AF
	X
	
	
	

	#4: Providing the DNS authoritative server with IP addressing information about where the UE is located
	X
	
	
	

	#5: Server Discovery using DNS, IP Routing and URSP
	X
	
	
	

	#6: Discovery of EAS based on DNS
	X
	
	
	

	#7: SMF/I-SMF selection based on DNAI
	X
	
	
	

	#8: Edge Application Server discovery using anycast DNS
	X
	
	
	

	#9: Assist DNS resolution without connectivity between local and central data network
	X
	
	
	

	#10: DNS for Distributed Anchor
	X
	
	
	

	#11: DNS over HTTP
	X
	
	
	

	#12: PDU session triggered re-anchoring
	X
	X
	
	X

	#13: 5GC support for UE selection of the DNS to use
	X
	
	
	

	#14: IP address discovery for the Service Switch mechanism- DNS handling in both UPF and EC
	X
	
	
	

	#15: IP address discovery for the Service Switch mechanism-DNS handling in UPF
	X
	
	
	

	#16: Edge Configuration Server Based Discovery
	X
	
	
	

	#17: Provisioning EC Parameters including EAS information to the UE
	X
	
	
	

	#18: Mapping the AS IP address to Edge Server IP address
	X
	
	
	

	#19: Edge Application Server discovery using an Address Resolution Function
	X
	
	
	

	#20: DNS Inspector based EAS Discovery
	X
	
	
	

	#21: Provisioning URSP configuration to the UE to establish PDU Sessions for edge applications based on Provisioning Domains
	X
	X
	
	

	#22: DNS based EAS discovery supporting session breakout.
	X
	
	
	

	#23: DNS for AS Discovery at Edge Relocation
	
	X
	
	

	#24: Support of edge relocation, triggering of new DNS query by the UE
	
	X
	
	

	#25: Seamless Change of Edge for Stateful Applications
	
	X
	
	

	#26: Persistent address allocation for mobile UEs that need MEC access
	
	X
	
	

	#27: Reducing packet loss during EAS relocation
	
	X
	
	

	#28: Supporting application server change based on AF notification
	X
	X
	
	

	#29: CN-based edge relocation
	
	X
	
	

	#30: UE Agnostic EAS IP address replacement for traffic subject to edge computing
	
	X
	
	

	#31: Application Relocation with UE assistance
	
	X
	
	

	#32: UE DNS cache flush
	X
	X
	
	

	#33: IP preserving PSA relocation
	
	X
	
	

	#34: Local DN notification to the UE during ULCL operations
	
	X
	
	

	#35: Edge relocation considering with user plane latency requirement (SMF decision)
	
	X
	
	

	#36: Edge relocation considering with user plane latency requirement (AF decision)
	
	X
	
	

	#37: AF-based EAS End-Point-Address update via External Parameter Provisioning
	
	X
	
	

	#38: EAS change with reducing packet loss in uplink
	
	X
	
	

	#39: EAS relocation coordinated with PSA change
	
	X
	
	

	#40: Seamless change of Edge Application Sever for stateful applications by caching application status information in NEF
	
	X
	
	

	#41: Network Information Provisioning using the IP path
	
	
	X
	

	#42: Providing selected radio information to an App requiring it
	
	
	X
	

	#43: Low Latency exposure API by using the distributed CAPIF framework feature
	
	
	X
	

	#44: Network Information Exposure to Local AF with Low Latency
	
	
	X
	

	#45: Using AS or NAS message notify UE's application layer
	
	
	X
	

	#46: Local NEF Deployment for network information exposure to Local AF with Low Latency
	
	
	X
	

	#47: User Plane based Network Information Provisioning
	
	
	X
	

	#48: QoS monitoring information exposure based on unstructured data transmission mechanism
	
	
	X
	

	#49: Network Information Provisioning to EAS with low latency based on User Plane
	
	
	X
	

	#50: Activating the traffic routing towards Local Data Network per AF request
	
	
	
	X

	#51: Edge Relocation for all connectivity models
	
	X
	
	

	#52: Service Continuity at EAS relocation with PSA coexistence in session break-out scenarios
	
	X
	
	

	#53: Service Continuity at Edge Relocation with DNS triggered insertion of BP/ULCL and Edge PSA
	
	X
	
	

	#54: EAS relocation for SSC mode 3 PDU Session
	
	X
	
	

	#55: Multiple AFs
	
	X
	
	

	#56: Edge NEF based Network Information Provisioning
	
	
	X
	



* * * * 2nd Change  * * * *
6.12	Solution #12: PDU session triggered re-anchoring
[bookmark: _Toc43317314][bookmark: _Toc43374786][bookmark: _Toc43375247][bookmark: _Toc43801771][bookmark: _Toc43806037][bookmark: _Toc43806344][bookmark: _Toc50466849][bookmark: _Toc50468193][bookmark: _Toc50468463][bookmark: _Toc50468734][bookmark: _Toc50630640][bookmark: _Toc50631142]6.12.1	Solution description
[bookmark: _Toc43317315][bookmark: _Toc43374787][bookmark: _Toc43375248][bookmark: _Toc43801772][bookmark: _Toc43806038][bookmark: _Toc43806345]This solution addresses the Key Issue #1: Discovery of Edge Application Server (EAS), Key Issue #2: Edge Relocation and Key Issue #5: Activating the traffic routing towards Local Data Network per AF request. The UE is Edge Computing Service agnostic.
The proposed solution supports the "Distributed Anchor Point" connectivity model. It is assumed that at PDU session establishment the SMF selects a central PSA, but local PSA is available to the SMF, and re-anchoring is used to transition to the "Distributed Anchor Point" model.
The proposed solution also supports the "Session breakout" connectivity model. In this case, re-anchoring involves moving the anchor(s) to the control of another SMF if the PDU session is SSC mode 2 or 3.
Re-anchoring could happen based on different triggers, e.g.:
1.	The UE issues a DNS query related to an EC service. The SMF will get information from LDNSR that a local PSA is needed.
NOTE:	The placement of LDNSR will decide the exact procedure.
2.	Application AF initiates a traffic influence request to PCF (through the NEF in the case of external AF), upon which the PCF initiates a routing request for the PDU session to the SMF. Based on the requested target DNAI the SMF initiates re-anchoring.
3.	UE mobility cases which imply re-anchoring.
1. and 2. above are is related to KI#1 and 3,2. is related to KI#52.
The following re-anchoring scenarios can be differentiated:
a	Support of KI#1, Re-anchoring without change of SMF where the SMF has full control over the re-anchoring. This is the case when the re-anchoring can be done using one of the following existing 5GC procedures for PSA change:
-	SSC mode 3 with IPv6 Multi-homed PDU Session (clause 4.3.5.3 of TS 23.502 [3]).
-	SSC mode 3 with multiple PDU Sessions (clause 4.3.5.2 of TS 23.502 [3]), without SMF Reallocation.
b	Support of KI#1 and KI#5, rRe-anchoring with re-selection of SMF where the SMF may have or may not have full control over the selected re-anchored DNAI.
In b, old SMF sends "use SMF (set) for next PDU session" or "use DNAI for next PDU session" indication to the AMF in the Nsmf_PDUSession_SMContextStatusNotify Namf_Communication_N1N2MessageTransfer message. The AMF uses this information when selecting an SMF for the new PDU session.
Example use cases of re-anchoring where AMF does re-selection of SMF (the existing or new SMF) that could use the described functionality is listed below.
1.	KI#1, The selected DNAI is supported by SMF but only SSC mode 2 is supported.
2.	KI#2, there is a better DNAI because the UE has moved and DNAI is supported by SMF, a new DNAI is selected by SMF.
32.	KI#5, Selected Requested DNAI is outside the SMF service area. PDU session is SSC#2 or SSC#3.
4.	KI#2 and KI#5, due to mobility, the current DNAI is not valid and a new DNAI is needed and the new UE location is outside the SMF service area. PDU session is SSC#2 or SSC#3.
[bookmark: _Toc50466850][bookmark: _Toc50468194][bookmark: _Toc50468464][bookmark: _Toc50468735][bookmark: _Toc50630641][bookmark: _Toc50631143]6.12.2	Procedures
[bookmark: _Toc50630642][bookmark: _Toc50631144]6.12.2.1	EAS Discovery triggered re-anchoring without change of SMF, KI#1
Procedure for KI#1. The trigger for re-anchoring is uses the discovery (DNS) for EC server by UE. The PDU Session is SSC#3 or SCC#2. The SMF supports Edge PSAs. The solution for Edge AS Discovery using DNS requires a new functionality, an enhanced DNS Forwarder here referred to as "LDNSR". LDNSR isshown as part of SMF a stand-alone NF (e.g., an internal AF). EC AS-FQDN is known by the system and a DNS Query is what will trigger a re-anchoring.
This is shown in Figure 6.12.2.2.1-1 below.




Figure 6.12.2..1-1 Re-anchoring without change of SMF during Edge Application Server Discovery using DNS component in SMFLDNSR
Editor’s note: this call flow shall be aligned with the final version of the call flow of solution 22.
0.	PDU Session establishment. The UE PDU session is established by SMF with UPF1 (central PSA). 5G Core existing mechanisms are used to guarantee that, if for that user PDU session Edge Computing can be applied, the UE DNS queries to EC AS-FQDN are sent to the LDNSR. One such method is e.g., sending to the UE at PDU session setup, the LDNSR address as DNS server in the PCO field.EC AS-FQDN is known by the system and when in a DNS Query is what will trigger a re-anchoring
1.	The EC service is identified by a FQDN, the AS-FQDN. The application in the UE does a DNS discovery request to discover the EAS. The DNS request is (at least for EC AS- FQDNsS) forwarded byhandled via central PSA (UPF1) to by the SMFLDNSR..
2a.	The SMF LDNSR checks whether the received FQDN is an EC AS-FQDN, based on local configuration and/or any instructions it may have received from SMF. If early DNS handling applies, LDNSR forwards the DNS discovery request to C-DNS that responds with a central AS IP address. The UE connects to the AS via the existing PSA (later and once new PDU session is established with an Edge PSA, the UE should trigger a new DNS query and an EAS will be selected, see solution #234, or other solution for KI#2, and executed in steps 7 and 8).
2b.	If late DNS handling appliesIf yes, then it LDNSR buffers the DNS request. That decision could either be based on SLA information locally configured in SMF, or on the PCCs received from PCF for the PDU Session.
NOTE 1:	Steps 1 and 2 assume DNS query triggering the procedure. DNS query may reach SMF as in Step 1, but it can also reach an external LDNSR that notifies in turn the SMF about the DNAI to use. Other alternatives are also possible, e.g., the MNO uses a DPI engine (e.g., at the UPF) to differentiate traffic of specific applications. Discovery of certain applications for certain users will then trigger procedure. Such traffic differentiation can be based in DPI as an example on the TLS client hello Server Name Indication (SNI), on destination IP ranges published or provided by the Application provider, etc.
3.	LDNSR notifies the SMF with the AS-FQDN for the given PDU session. This depends on the LDNSR placement. For LDNSR in the UPF, the notification is sent over N4. If LDNSR is in a separate NF, it performs as an AF and initiates a routing influence request for the PDU session (identified e.g., by the UE IP address)
43.	SMF decides on re-anchoring. This is similar to the decision taken by SMF to insert an UL CL/BP in solution. SMF shall select a UPF/PSA closest to the user. If latest UE Location is not available and needed by the SMF, SMF can gets UE location from AMF by invoking Namf_EventExposure service with OneTime Report type (as in TS 29.518, ch 5.3.1).
4.	If early DNS handling, DNS respond with the AS address, which will cause the UE to connect to the AS via the existing PSA (and once new PDU session is established, the UE should trigger a new DNS query, see solution #24, or other solution for KI#2, and executed in steps 7 and 8)
5.	SMF initiates Change of PDU Session Anchor to the PSA selected in step 3 using one of the following methods:
-	SSC mode 3 with IPv6 Multi-homed PDU Session (clause 4.3.5.3 of TS 23.502 [3]).
-	SSC mode 3 with multiple PDU Sessions (clause 4.3.5.2 of TS 23.502 [3])
-	SSC mode 2, clause 4.3.5.1 of TS 23.502 [3] where step 2 and step 3 are modified in the following waywith the following modifications.
-	Step 2:Before starting the SSC mode procedure, the The SMF may indicates to AMF "use SMF (set) for next PDU session" to the same (DNN, S-NSSAI)" in a Nsmf_PDUSession_SMContextStatusNotify message to enforce that the new PDU Session will use the same SMF (set)
-	In Step 3: , AMF uses the indication in step 2if received earlier in the Nsmf_PDUSession_SMContextStatusNotify to select the SMF for the new PDU session
	For the new PDU session, the UE may be configured with either the Local DNS or the C-DNS server address, see Solution #10.Usage reporting for the relevant EC flows is activated to track activity.
[bookmark: _Toc43317316][bookmark: _Toc43374788][bookmark: _Toc43375249][bookmark: _Toc43801773][bookmark: _Toc43806039][bookmark: _Toc43806346]NOTE 2:	Further re-anchoring (to a central UPF) may be triggered if EC application terminates.
NOTE 3:	As for all use of SSC modes 2 and 3, all IP traffic on the PDU session is affected since UE IP address is changed from an UE IP address corresponding to the old PSA (in this case central PSA) to an UE IP address corresponding to the new PSA (in this case local PSA).
[bookmark: _Hlk53849655]6.	If late DNS handling, when the new PDU Session has been established, the SMF may indicate to LDNSR that DNS processing can resume (e.g., in the late DNS handling case)(when SMF has inserted an UL CL/BP the SMF and indicates whether LDNSR drops or Rere-directs the DNS query to thea local MNO DNS Server configured for the new PDU session, e.g., by referral to this DNS server.
NOTE 4:	Other solutions to trigger new DNS query by the UE are possible, e.g., multiple DNS servers are provided to the UE in the PCO message in Step 0; then LDNSR can respond with a ServFail code based on which the Client sends the query to the other DNS server.
NOTE 5:	 In case of SSC Mode 2 Change of PDU Session Anchor, the LDNSR cannot answer to the UE so dropping the DNS query is the only choice. 
Editor's Note: In the SSC mode 3 case, whether the LDNSR can resume the DNS message received from the old PDU session to another DNS server of the new PDU session needs further study.
7.	The UE sends again the DNS query (after expiration timer at the UE the establishment of the new PDU session or after receiving the redirect message). The DNS query goes through the Local PSA to the DNS resolver provided at the session establishment of the new session, and it is resolved to an Edge AS as described in Solution 6.10.
8.	DNS response includes an EAS that is closest to PSA (with DNS state of the art many Authoritative (DNS) Name servers already today return different responses based on the perceived topological location of the user (see e.g. solution #10 for DNS based EAS discovery with distributed anchor).
9.	The Application Traffic then starts towards the selected Edge AS.

* * * * 2nd Change  * * * *
[bookmark: _Toc50466851][bookmark: _Toc50468195][bookmark: _Toc50468465][bookmark: _Toc50468736][bookmark: _Toc50630644][bookmark: _Toc50631146]6.12.3	Impacts on services, entities and interfaces
-	SMF:
-	KI#1, The additional logic needed to support DNS triggered re-anchoring according to the descriptions in clause 6.12.2.1.Ensure UE DNS requests for EC AS-FQDN reach LDNSR, e.g., configure UE with the address of LDNSR as the DNS server during PDU session establishment via PCO.
-	KI#1, Provide LDNSR with
-	In the case of late DNS handling support: whether to drop or redirect the DNS query and for the latter the DNS server address to redirect the UE DNS query
-	The list of AS-FQDN for which to notify the SMF (if not locally configured in LDNSR or received by other means)
-	KI #1, The re-anchoring decision and procedures in and providing the "SMF (set) for next PDU session" indication to AMF.
-	KI #5 and KI#2, The re-anchoring decision and procedures including conveying the "DNAI for next PDU session"to AMF as described in clause 6.12.2.2.
NOTE:	the coordination of DNS and the PSA of the PDU Session is performed by a new function LDNSR in other solutions for KI#1. This solution impacts that function and the impact on the 5GC NFs is conditioned by the decisions taken for all solutions in relation to LDNSR.
-	AMF:
-	KI#1, using SMF (set) information received from former SMF in the selection of the new SMF.
-	KI#5 & KI#2, using DNAI information received from former SMF in the selection of the new SMF and conveying the DNAI.
	LDNSR:
[bookmark: _GoBack]-	KI#1, processing UE DNS queries and notifying SMF of specific AS-FQDN in the UE DNS.  
-	KI#1, in the case of late DNS handling support: buffering the UE DNS query, getting indication from SMF about dropping a DNS request or re-directing the DNS query to a local DNS Server by referral to this DNS server. 



* * * * 3rd Change  * * * *
7.1.5	Evaluation for Key Issue #1: Solutions for Distributed Anchors
Many solutions propose using DNS for EAS discovery for distributed anchor connectivity model.
A DNS based mechanism for EAS discovery supports the different EAS deployments described in KI#1. It has no impact on the Application itself and keeps UE unaware of the application deployment (at edge or at central DN) and application ownership (e.g. the EAS is owned by the MNO or by a third party) aspects. The TR includes DNS based solutions for the other connectivity models as well, and so, selecting DNS, applications can be developed to rely on DNS for EAS discovery and be agnostic of the operator connectivity model chosen.
Distributed anchor part of Solutions #2, #4, #5 and #10 describe DNS based working solutions for EAS discovery for distributed anchor connectivity model. These solutions are using DNS state of the art: many Authoritative (DNS) Name servers already today return different responses based on the perceived topological location of the user, either using the source IP address of the DNS query or ECS when received according to RFC 7871 [7].
[bookmark: _Hlk49336079]A pre-requisite for solutions in the distributed anchor point scenario is to anchor the UE according to subscription policies.
The goal is to provide to DNS addressing information related to the UE topological location. These solutions show that in 5GC that can be achieved by:
A.) Providing a DNS for the PDU Session that is near the PSA, the DNS request can be solved to an Application server which is closest to that PSA. Solution alternatives:
-	The 5GC(SMF) provides a DNS that is closest to the PSA
-	The 5GC(SMF) provides an Anycast DNS address
B.) Including in the DNS Query an ECS that is representative of the UE location /N6 interface, DNS can provide an EAS that is closest to the PSA. Solution alternatives:
-	The 5GC(SMF) provides a DNS that supports RFC 7871 [7] and adds an ECS that is representative of the UE location /N6 interface, e.g. based on the user IP address after (an optional) NAT.
The above summary plus a selection of procedures from solutions #2, #4, #5 and #10 are to be promoted into normative phase. Procedures from these solutions that illustrate recommended solution versions are: 6.2.3.1, 6.5.2.6, 6.5.2.7, 6.10.2.1 and 6.10.2.2.
These solutions solve KI#1 under certain conditions that are to be documented together with the solutions in normative phase:
-	These solutions require the corresponding geographical resolution support by the Authoritative (DNS) nameserver.
-	These solutions are guaranteed to work if the operator provided DNS settings are used by the UE for the DNS Query. Guidelines should be captured to cover scenarios where the OS, user or applications may override the operator-provided DNS settings.
-	When UE DNS Queries are sent to another DNS Resolver instead (that depends on the UE Application client, Browser and/or OS configuration) if that is centrally deployed and it does not support RFC 7871 [7], the selected AS might not be closest to the User PSA. Complementary application layer mechanisms may be needed to reselect AS based on the source IP address of the user application traffic.
-	UE IP address is subject to privacy restrictions and shall not be sent to authoritative DNS resolvers outside the network operator
[bookmark: _Hlk53848032][bookmark: _Hlk53847941]Solution #12 enhances 5GC to dynamically re-anchor a PDU session at the Edge (e.g. re-anchoring the PDU Session from central to distributed anchor connectivity model triggered by the user DNS for the Application name resolution). Once the session has a distributed anchor, Solution #10 could be used for EAS discovery. Solution #12 thus provides an alternative to DNS triggered dynamic establishment of UL CL/BP and local PSA for Session breakout connectivity model described in Solution #22, by leveraging on SSC mode 2 and SSC mode 3 enablers. The two solutions, Solution #12 and Solution #22 should be aligned as much as possible. When trigger a new PDU sesison, the old PDU session will be released immediately or later, which means other services on the old PDU sessions need to be either migrated or released together. Further, dropping the DNS message from the UE will lead to long delay on application client before UE decide to set up a new DNS query.
Solution #12 has the DNS (LDNSR) in the SMF but also mentions other possibilities such as an external LDNSR.
NOTE 1: The solution can be adopted to support external LDNSR or LDNSR in UPF whereby the principle of the solution can be maintained.
NOTE 2: this solution could make sense to be defined as a variant for this connectivity model of LDNSR functionality, and if so, that may imply standardisation in normative phase.
Solution #14 is an application layer solution to discover an Edge AS with no impact on 5GC when used with distributed anchor connectivity model. It is up to the application provider to adopt or not this mechanism if desired. 5GC does not preclude this option. This solution may be mentioned during normative phase as a complement to DNS based discovery for distributed anchor connectivity. The solution assumes the Service Switch is pre-configured the mapping information between the IP address range supported by PSA and EAS information based on the agreement between the MNO and service provider. The solution does not provide a description of the procedure for this connectivity model, so no procedure of this solution is recommended into normative. Then, regarding the rest of the solutions for KI#1 and Distributed Connectivity model:
Solutions #6 should not be promoted into normative for this scenario, but it should be evaluated with the rest of solutions for session breakout connectivity model.
Solution #18 addresses the scenario where DNS might not be able to return an AS that is closest to the user location. Unless EC App flows can be differentiated on L3 level, the proposal implies buffering, mapping and remapping and resolving in UPF all first packet of flows showing a new destination IP, which will impact latency and throughput. It is also unclear how it coexists with application layer solutions for service continuity: UPF may overwrites any new target EAS selected at App layer for that app client, which could break procedures for seamless AS relocation for load balancing, resilience or to adapt to edge relocation. This solution relies on IETF standards, but reverse DNS lookup is not critical to the normal function of the internet, and so, it is not universally adopted, which questions the effectiveness of the solution. Rapid mapping/remapping of PTR, SRV and A/AAAA is not well-suited to DNS, and will also require cache flushing throughout the DNS hierarchy. This solution is not recommended into normative.



*************** End Changes ***************
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