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1	Discussion
The pCR focuses on evaluation of the solutions addressing component 1 of KI#4 i.e., UE onboarding. Based on the interim conclusion agreed in SA2#140e meeting, the evaluation table presented here highlights the solutions addressing the principles for UE onboarding and the key distinguishing factors such as assumptions and the approach specific to each solution.
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It is proposed to update TR 23.700-07 as indicated below.
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7.X.1	Evaluation for SNPN case
	Principles UE onboarding
	Solutions addressing the principles for UE onboarding

	It should be possible to support a registration procedure that enables support for UE onboarding using Default UE credentials and with an O-SNPN as the Onboarding Network (ON).
	Solution 5: Supports both options i.e., 
a) as part of the registration procedure the ON together with the DCS authenticates the UE , 
b) ON does not perform primary authentication as part of the registration procedure, but during the configured PDU session establishment performs secondary authentication procedure.
 
Solution 27: As part of the registration procedure the ON authenticates the UE with the help of a DCS. The assumption in the solution is that the , the DCS should be provisioned with an identity of the SNPN owning the subscription.

Solution 31 clause 6.31.2.3:  UE is assumed to provisioned with default configuration i.e., PLMN ID+NID, priority, optionally Subscribed SO ID. The AMF in the onboarding network decides to trigger authentication/security between UE and DCS based on UE request and local policy. AMF performs the authentication between UE and DCS using the default UE credentials provided by the UE.

Solution 35: Supports scenarios with DCS and without DCS delpoyed. For the case where the device vendor maintains DCS, it is assumed that SO's network has an agreement with the DCS, the solution involves DCS connecting SO's network to perform authentication.  For the case where the device vendor does not maintain a DCS, the solution assumes that SO holds both UDM and PS. Since the SO has ownership of on-boarding UE, the solution assumes that the SO could get the UE's default UE credential and configures it in the UDM. The UDM may reuse a primary authentication based default UE credential to authorize the UE for on-boarding.

Solution 37: Solution introduces a new network function ONF (Onboarding and Provisioning Function) which stores both the default configuration and provisioning data for the UE. The UE is preconfigured with the default OPF address which is used by the onboarding network to discover the OPF which can provide O&P service to the UE. The OPF can provide onboarding authentication and authorization between UE and OPF.

Solution 40: The solution requires the UE to register with an onboarding network to obtain limited connectivity PDU session allowing the UEs to access the PS. DCS is in charge of primary authentication. 



	It should be possible that one SNPN can take the role of both Onboarding Network (ON) and SO (Subscription Owner), and it should be possible that the ON and SO are different SNPNs i.e. O-SNPN and SO-SNPN.
	Solution 5: The ON may be the same as SO-SNPN or not.
 
Solution 27: The ON may be the same as SO-SNPN or not.

Solution 31: Though not explicitly stated in the solution, the solution principles supports the ON may be the same as SO-SNPN or not.

Solution 35: The ON may be the same as SO-SNPN or not.

Solution 37: The ON may be the same as SO-SNPN or not.

Solution 40: Not stated in the solution, but based on the architecture described in the solution the ON may be the same as SO-SNPN or not. As for the UE onboarding architecture, this can be categorizd as the 2nd kind of potential mechanism for DCS to authenticate the UE. PS may play the role of SO-SNPN. UE can connect to PS through a limited PDU session without 3GPP credentials. PS can forward the attestation token to DCS for authentication. This can allow the UE, with no pre-configured credentials, to get access to the PS and DCS for authentication and credential acquisition.



	The SNPN, which directly interacts with DCS, determines the corresponding DCS identity or address/domain based on the input from the UE.
	Solution 5: The onboarding network discovers and connects the DCS for the UE by checking the realm part of the unique UE identifier. 
 
Solution 27: The ON is selects the DCS based on the Onboarding SUPI presented by the UE.

Solution 31: The solution states that the AMF decides to trigger authentication/security between UE and DCS based on UE request and local policy, the AMF may ask the UE to start EAA procedure. However, it is not clear how the AMF of the Onboarding network determines the DCS identity.

Solution 35: The SUCI is constructed by the UE based on the onboarding information broadcast by the onboarding network i.e., includes PLMN ID, NID of SO's network.
(When DCS is deployed) The AUSF in the onboarding network AUSF finds DCS via AAA-P (Solution#4) according to domain part of device vendor in SUCI.
(When DCS is not deployed) The AUSF finds a default UDM for on-boarding if the UE does not include domain part of device vendor in SUCI or the AUSF cannot find DCS according to the domain part. 

Solution 37: The solution does not support DCS and PS. OPF is in the role of DCS plus PS, and the default OPF address is configured in the UE. The solution requires two new interfaces to be defined between AMF of ON and OPF and also between two OPFs.

Solution 40: After a configured PDU session is established to the PS, UE sends attestation token to the provisioning server by application layer protocol. The PS functions as a relay (IETF Remote Attestation Procedures Architecture), and forwards the attestation token to the DCS. The DCS verifies the attestation token's signing using the attestation key material.



	The NG-RAN of the Onboarding network includes information in the SIB so that the UE can discover and select an appropriate O-SNPN.
	Solution 5: The NGRAN indicates 'support for onboarding' indicator in the SIB. The UE either manually or automatically discovers and selects the O-SNPN network based on the broadcasted information. If multiple networks are broadcasting the "Support for onboarding" indication, then the UE will select a network at random. 
 
Solution 29: The NG-RAN is configured and enabled to broadcasts temporary Network Identifier/Network readable name for Onboarding in a given time window and location within the network.
 
Solution 27: NG-RAN broadcasts an indication of support for Onboarding UE. 

Solution 31 clause 6.31.2.3: NG-RAN of the Onboarding network broadcasts PLMN ID + NID, an indication of support for Onboarding UE and optionally supported SO-ID list.

Solution 35: NG-RAN broadcasts onboarding information i.e., PLMN ID, NID of SO's network.

Solution 37: UE either manually or automatically discovers and selects the O-SNPN network by some means, for example based on the list of onboarding SNPNs if available in the default configuration.

Solution 40: The network supports a UE to onboard without a 3GPP credential, with the addition of a SIB indication meaning that "access with no credentials for a limited PDU session".




	Using PLMN credentials for UE onboarding and PLMN as Onboarding Network (ON) is already possible and does not require any further standardisation work.
	Solution 31 (clause 6.31.2.2 case), Solution 33, Solution 34 and Solution 39 propose using PLMN as an onboarding network and using default operator profile for the UE onboarding and remote provisioning purpose. 



	Onboarding network should support functionality to restrict usage to only on-boarding service.
	Solution 5: During registration, the UE provides an RRC indication that is used by the NGRAN to select an AMF for onboarding and an indication in the Registration Request indicating that the registration is for restricted onboarding service only.
 
Solution 27: During the initial registration for Onboarding, the registration type is set to 'Onboarding'.

Solution 31: The onboarding 5G network allows the UE to temporarily register for limited service and setup a restricted PDU Session for the purpose of performing remote provisioning based on local configuration or received default operator profile in the onboarding network. 

Solution 35: After successful authentication, the UE establishes a configured PDU session either to a well-known or pre-configured S-NSSAI or DNN, or the UE receives the URSP including the S-NSSAI or DNN for on-boarding, or the UE receives the S-NSSAI by using the indication that this is registration for UE onboarding provided by the UE, which is used just for provisioning purposes and has limited connectivity capabilities.

Solution 37: OPF in the role of DCS plus PS. O-SNPN discovers the default OPF that stores UE's provisioning data, based on the information provided by UE, e.g. default OPF address. O-SNPN discovers the target OPF that stores UE's provisioning data, based on the information (e.g. target OPF address) feedbacked from default OPF when the O-SNPN queries the default OPF.

Solution 39: UE can attach to the onboarding PLMN using the default operator profile that is used only for UE onboarding e.g., contain a default Subscribed S-NSSAI and a default DNN that are appropriate to reach the PS.

Solution 40: During the Onboarding – attestation step, the registration type is set to 'Onboarding'.

	The UE shall initiate de-registration from the on-boarding network after finishing the remote provisioning or the on-boarding network shall initiate the de-registration after successful completion of onboarding or based on timer configured for on-boarding registration.
	Solution 5: Upon successful provisioning, the UE releases the Configuration PDU Session and deregisters from the O-SNPN. The UE will then perform SNPN selection and register to the SO-SNPN as per received configuration during remote provisioning and general SNPN selection procedures. 
The O-SNPN can monitor the time duration of the Configuration PDU Session or Onboarding Registration in order to prevent misuse. 

Solution 27: Once the UE has been provisioned with NPN credentials and additional data, it deregisters from the network, and it may perform a PLMN selection and registration with the new provisioned data.
 
Solution 31: Once the UE has been provisioned with the SNPN credentials, UE triggers the UE-initiated de-registration or when the temporary registration is invalid, i.e. the valid period expires, the AMF triggers the network-initiated de-registration.

Solution 35: Upon successful provisioning, the UE releases the configuration PDU session and deregisters from the O-SNPN.
Solution 37: The solution allows for the UE to perform re-registration or network re-selection to access the desired network service by using the provisioned subscription data.
Solution 39: Upon a successful provisioning, the UE releases the PDU Session and deregisters from the ON.
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