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1. Discussion
In TR23.752 v0.5.0 there is a total of 10 solutions that address KI #4, support of UE-to-UE Relay.
Table 1 below provides high-level summaries of these solutions, and evaluations based on the agreed requirements, i.e. whether they fulfil the UE-to-UE Relay (re)-selection, path changing, privacy, end-to-end security, end-to-end QoS, charging and non-IP traffic support requirements and the impacts on the existing system/procedures.
Based on Table 6.0-1, key issue #4 "Support of UE-to-UE Relay" has the following solution proposals: Sol #8, Sol #9, Sol #10, Sol #11, Sol #31, Sol #32, Sol #33, Sol #49, and Sol #50. 

Table 1: Evaluation of KI #4
	Sol #
	Summary of the solution
	Evaluation/Impacts

	8
	Applies to Layer-2 and Layer-3 based solutions. It is re-using V2X-based discovery (i.e. using DCR message). The source UE adds a relay indication to the DCR message to indicate whether a UE-to-UE Relay may be used. The target UE may establish a relayed and a direct communication with the source UE. The source UE in that case selects which path to use.
	High-level solution applicable to Layer-2 and Layer-3. Adds new field in the DCR message authorizing a Relay to forward the message. 
Not clear how the target UE may determine if the DCR message is received from a Relay or directly from the source UE. 
Relay re-reselection and path changing is not defined.
How the target UE may verify if the Relay is authorized to behave as a relay is to be defined by SA3.

	9
	Layer-2 based solution. The PC5 unicast link is established between the two peer UEs. The Relay forwards the messages without consuming them. Security is established end-to-end. Privacy is supported. PC5 signaling messages (i.e. link identifier update, link modification, keepalive and link release) are exchanged between the 2 peer UEs. Network provisions the Relay with the allowed services to be relayed. UE is provisioned with services allowed to be relayed. QoS handling is supported. QoS flow may be re-used and the Relay may perform the necessary adaptation between the two PC5 interfaces. Known discovery mechanisms may be used, i.e. Direct Discovery or V2X-based discovery (i.e. DCR message).
	Solution covering most of the requirements, i.e. privacy, end-to-end security, end-to-end QoS, charging and non-IP traffic support.
Relay adds a Relay ID to the DCR message that is used by the target UE to determine that the message is sent by a Relay.
End-to-end QoS flow is setup between the Source UE and the Target UE. 
Supports non-IP traffic since forwarding based on L2 IDs.
Relay re-reselection and path changing may re-use solution #50.
Charging may re-use solutions #13, #14 and #15.How the target UE may verify if the Relay is authorized to behave as a relay is to be defined by SA3.

	10
	Layer-3 based solution based on IP routing. Two PC5 unicast links are used for the communication between the source UE and the target UE, i.e. Source UE/Relay and Target UE/Relay. The Relay assigns the IP address to the UEs. A source UE obtains the target UE’s IP address using DNS. Relay replies to DNS with target UE’s IP address. Authorization to act as a relay is obtained via provisioning. Relay forwards messages based on the destination IP address. End-to-end security is obtained using mechanisms outside the scope of 3GPP (e.g. IPSec). QoS handling is based on PC5 QoS flows as defined in 23.287. Charging is supported via the Relay which reports source/target UEs traffic. Relay Discovery messages sent periodically by the Relay. Query and response mode are also supported.
	Based on IP routing thus is specific to IP traffic (non-IP traffic not supported or requires IP encapsulation).
Independent PC5 unicast links (i.e. from source/target UEs to Relay) thus end-to-end security is not supported. Proposing IPSec.
PC5 unicast links established with all Relays.
DNS request messages sent to all RelaysRelay re-reselection and path changing is not defined.
Privacy with IP address change is not defined.
How the target UE may verify if the Relay is authorized to behave as a relay is to be defined by SA3.

	11
	Introduces a stateful Relay. A new frame format is proposed with a Frame Type field. With Layer-3 based solution, the target UE is addressed using the IP address and the Relay acts as an IP router. With Layer-2 based solution, new fields are added to the frame format, i.e. Relay Layer-2 ID and Direction. Relay sends announcement messages with a list of “target user info” that it has learned during the group member discovery process. Group member Discovery supporting Models A/B.
	Uses a new frame format thus has important impacts on UEs/Relay.


	31
	Applies to Layer-2 and Layer-3 based solutions and describes how the Relay controls the QoS on the end-to-end PC5 link between the source UE and target UE. End-to-end QoS is determined by source UE.
	Relay splits the end-to-end QoS parameters between the link between source UE/Relay and Relay target UE.
The solution seems to be applicable to Layer-3 based solution only. Not clear how this may be applicable to Layer-2 based solution since the link establishment and link modification messages are not handled at the Relay. Moreover, the Relay cannot see the PC5 signalling messages if encrypted.

	32
	Applies to Layer-3 Relay solution based on IP routing. Source and Target UEs use their IPv6 link-local address with the Relay instead of having the Relay assigning the IP address to the UEs. Editor’s note to be resolved on privacy handling.
	Not clear what is the benefit of using the link-local IP address since the IP address change needs to be supported anyway for privacy support.

	33
	Network-assisted Relay discovery and selection. 5G network tracks UEs location and determines that UEs will get out-of-coverage. Before that, network selects and sends relay information to the UEs. 5G network obtains UEs specific information and relay authorization from the ProSe application server. UEs establish PC5 communication with the Relay once relay information is received from the network.
	This solution does not work for out-of-coverage UEs.
UEs need to support a mechanism for Relay (re-)selection in the case of UEs being out of network coverage thus the benefits of this solution are not obvious.
Impacts on UEs to support network-assistance.
-

	49
	Layer-3 based solution which supports non-IP traffic. The source UE establishes one PC5 unicast link with the Relay per target UE. The Relay uses a L2_ID_R per forwarding PC5 link and maintains the mapping with the source/target L2 IDs pair. The Relay does the forwarding based on the L2_ID-R set as the destination and the mapping table to find the source/target L2 ID. Uses sol #31 for end-to-end QoS handling. End-to-end security is left to application layer. Privacy is handled using Link Identifier Update procedure.
	End-to-end security is not supported, left to the application layer.
Not clear what is the benefit of this solution compared to Layer-2 based solution which is also doing the forwarding using the L2 ID but is supporting end-to-end security and other requirements by default since the PC5 signalling messages are exchanged over the end-to-end PC5 unicast link.

	50
	Defines Relay re-selection mechanism. Applies to Layer-2 and Layer-3 solutions. Source UE sends a list of candidate relays to target UE over the existing PC5 unicast link. Target UE selects a new relay from the candidate list. A new PC5 unicast link is established between the peer UEs via the new relay.
	Works for Layer-2 and Layer-3 solutions.
Focusing on Relay re-selection. New Relay negotiated between source/target UEs, so no extra traffic generated with broadcast DCR messages. 
To be combined with (an)other solution(s).



Observation #1: Main solutions (more complete)
· Sol #9 is Layer-2 based 
· Sol #10 is Layer-3 based. It is based on IP routing and supports IP traffic only. UE must establish a PC5 unicast connection with all Relays, which may create a power consumption problem. UE must send a DNS request message to all relays for peer discovery, which may result in massive PC5 signalling traffic 
· Sol #49 is Layer-3 based, forwarding based on L2 IDs and supports non-IP traffic
· Sol #11 (Layer-2 or Layer-3 based) introduces a new frame format that is introducing a major change on the UE thus it is not retained as a preferred solution
Observation #2: End-to-end security
· The Layer-3 based solutions (sol #10, #32, #49) all have the same drawback of not directly supporting end-to-end security requirement (i.e. IPSec which is not supported with Non-IP traffic, or security handling left to application layer)
· The Layer-2 based solution (sol #9) supports end-to-end security since the PC5 unicast link is established end-to-end
Observation #3: Privacy
· Sol #9 supports privacy re-using the Link Identifier Update procedure
· Sol #10 does not have privacy handling defined for now
Observation #4: Relay re-selection 
· Sol #50 is applicable to Layer-2 based solution and Layer-3 based solution thus may be merged with both sol #9 and sol #10 
· Sol #32 using link-local IP address is defined to support Relay change however it does not seem to support privacy
· Sol #33 provides a network-assisted solution that requires the UEs to be in the network coverage. Relay re-selection may be needed when out-of-coverage
Observation #5 : Non-IP traffic support
· Non-IP traffic support is supported using sol #9 and sol #49
· Layer-3 based solution specific to non-IP traffic handling, i.e. sol #49 does not seem to have clear benefits over Layer-2 based sol #9 and does not support end-to-end security (left to application layer)
Observation #6: End-to-end QoS support
· Both Layer-2 based sol #9 and Layer-3 based sol #10 support end-to-end QoS
· Sol #31 seem to be applicable to Layer-3 based solution only. 
Observation #7: Charging
· Both Layer-2 based sol #9 and Layer-3 based sol #10 support charging
Observation #8: Discovery using DCR message
· Sol #8 proposes to add a “relay indication” on the DCR sent by the source UE to indicate if relays are allowed to forward the DCR message. The indication is set to 0 when the relay forwards the DCR message. It is not clear on the target UE side how to determine if the DCR message is sent by a Relay or not
· Sol #9 proposes to add a “relay identifier” in the forwarded DCR messages so that target UEs know if a received DCR message is direct or relayed
Observation #9: Authorization to act as a UE-to-UE Relay
· For sol #8, sol #9, sol #10, how the target UE may verify if the Relay is authorized to behave as a relay is to be defined by SA3.
Observation #10: Discovery mechanisms
· The Direct Discovery and V2X-based (using DCR message) mechanisms both allow a discovery message to be sent periodically 
· Both mechanisms support Models A/B

[bookmark: _Hlk51685975][bookmark: _Hlk47039607]Considering the above observations, and the requirements defined for KI #4, it is proposed to conclude the following:
· Sol #9 is selected as the main solution for normative work, together with sol #50, due to the support of all KI#4 requirements, PC5 signaling re-use and relatively low impacts on UE
· Sol #8 is selected for normative work together with sol#9 for Relay discovery and selection
· Sol #10 is selected as an optional solution for normative work, together with sol #31, sol #49 and sol #50. Sol #10 supports most of the KI#4 requirements and may be deployed in e.g. private networks and public safety scenarios where relays may be considered as trusted. Relays may be allowed to access the messages content (e.g. for statistics collection) and/or add information to the relayed messages


2. Proposal
It is proposed to document the evaluation and interim conclusions for Key Issue #4 in TR 23.752. 

* * * * First Change * * * *
[bookmark: _Toc50557378]7.4	Key Issue #4: Support of UE-to-UE Relay
[bookmark: _GoBack]Table 1 below provides high-level summaries of solutions addressing KI #4, support of UE-to-UE Relay, and evaluations based on the agreed requirements, i.e. whether they fulfil the UE-to-UE Relay (re)-selection, path changing, privacy, end-to-end security, end-to-end QoS, charging and non-IP traffic support requirements and the impacts on the existing system/procedures.
Based on Table 6.0-1, key issue #4 "Support of UE-to-UE Relay" has the following solution proposals: Sol #8, Sol #9, Sol #10, Sol #11, Sol #31, Sol #32, Sol #33, Sol #49, and Sol #50. 

Table 1: Evaluation of KI #4
	Sol #
	Summary of the solution
	Evaluation/Impacts

	8
	Applies to Layer-2 and Layer-3 based solutions. It is re-using V2X-based discovery (i.e. using DCR message). The source UE adds a relay indication to the DCR message to indicate whether a UE-to-UE Relay may be used. The target UE may establish a relayed and a direct communication with the source UE. The source UE in that case selects which path to use.
	High-level solution applicable to Layer-2 and Layer-3. Adds new field in the DCR message authorizing a Relay to forward the message. 
Not clear how the target UE may determine if the DCR message is received from a Relay or directly from the source UE. 
Relay re-reselection and path changing is not defined.
How the target UE may verify if the Relay is authorized to behave as a relay is to be defined by SA3.

	9
	Layer-2 based solution. The PC5 unicast link is established between the two peer UEs. The Relay forwards the messages without consuming them. Security is established end-to-end. Privacy is supported. PC5 signaling messages (i.e. link identifier update, link modification, keepalive and link release) are exchanged between the 2 peer UEs. Network provisions the Relay with the allowed services to be relayed. UE is provisioned with services allowed to be relayed. QoS handling is supported. QoS flow may be re-used and the Relay may perform the necessary adaptation between the two PC5 interfaces. Known discovery mechanisms may be used, i.e. Direct Discovery or V2X-based discovery (i.e. DCR message).
	Solution covering most of the requirements, i.e. privacy, end-to-end security, end-to-end QoS, charging and non-IP traffic support.
Relay adds a Relay ID to the DCR message that is used by the target UE to determine that the message is sent by a Relay.
End-to-end QoS flow is setup between the Source UE and the Target UE. 
Supports non-IP traffic since forwarding based on L2 IDs.
Relay re-reselection and path changing may re-use solution #50.
Charging may re-use solutions #13, #14 and #15.How the target UE may verify if the Relay is authorized to behave as a relay is to be defined by SA3.

	10
	Layer-3 based solution based on IP routing. Two PC5 unicast links are used for the communication between the source UE and the target UE, i.e. Source UE/Relay and Target UE/Relay. The Relay assigns the IP address to the UEs. A source UE obtains the target UE’s IP address using DNS. Relay replies to DNS with target UE’s IP address. Authorization to act as a relay is obtained via provisioning. Relay forwards messages based on the destination IP address. End-to-end security is obtained using mechanisms outside the scope of 3GPP (e.g. IPSec). QoS handling is based on PC5 QoS flows as defined in 23.287. Charging is supported via the Relay which reports source/target UEs traffic. Relay Discovery messages sent periodically by the Relay. Query and response mode are also supported.
	Based on IP routing thus is specific to IP traffic (non-IP traffic not supported or requires IP encapsulation).
Independent PC5 unicast links (i.e. from source/target UEs to Relay) thus end-to-end security is not supported. Proposing IPSec.
PC5 unicast links established with all Relays.
DNS request messages sent to all Relays
Relay re-reselection and path changing is not defined.
Privacy with IP address change is not defined.
How the target UE may verify if the Relay is authorized to behave as a relay is to be defined by SA3.

	11
	Introduces a stateful Relay. A new frame format is proposed with a Frame Type field. With Layer-3 based solution, the target UE is addressed using the IP address and the Relay acts as an IP router. With Layer-2 based solution, new fields are added to the frame format, i.e. Relay Layer-2 ID and Direction. Relay sends announcement messages with a list of “target user info” that it has learned during the group member discovery process. Group member Discovery supporting Models A/B.
	Uses a new frame format thus has important impacts on UEs/Relay.


	31
	Applies to Layer-2 and Layer-3 based solutions and describes how the Relay controls the QoS on the end-to-end PC5 link between the source UE and target UE. End-to-end QoS is determined by source UE.
	Relay splits the end-to-end QoS parameters between the link between source UE/Relay and Relay target UE.
The solution seems to be applicable to Layer-3 based solution only. Not clear how this may be applicable to Layer-2 based solution since the link establishment and link modification messages are not handled at the Relay. Moreover, the Relay cannot see the PC5 signalling messages if encrypted.

	32
	Applies to Layer-3 Relay solution based on IP routing. Source and Target UEs use their IPv6 link-local address with the Relay instead of having the Relay assigning the IP address to the UEs. Editor’s note to be resolved on privacy handling.
	Not clear what is the benefit of using the link-local IP address since the IP address change needs to be supported anyway for privacy support.

	33
	Network-assisted Relay discovery and selection. 5G network tracks UEs location and determines that UEs will get out-of-coverage. Before that, network selects and sends relay information to the UEs. 5G network obtains UEs specific information and relay authorization from the ProSe application server. UEs establish PC5 communication with the Relay once relay information is received from the network.
	This solution does not work for out-of-coverage UEs.
UEs need to support a mechanism for Relay (re-)selection in the case of UEs being out of network coverage thus the benefits of this solution are not obvious.
Impacts on UEs to support network-assistance.

	49
	Layer-3 based solution which supports non-IP traffic. The source UE establishes one PC5 unicast link with the Relay per target UE. The Relay uses a L2_ID_R per forwarding PC5 link and maintains the mapping with the source/target L2 IDs pair. The Relay does the forwarding based on the L2_ID-R set as the destination and the mapping table to find the source/target L2 ID. Uses sol #31 for end-to-end QoS handling. End-to-end security is left to application layer. Privacy is handled using Link Identifier Update procedure.
	End-to-end security is not supported, left to the application layer.
Not clear what is the benefit of this solution compared to Layer-2 based solution which is also doing the forwarding using the L2 ID but is supporting end-to-end security and other requirements by default since the PC5 signalling messages are exchanged over the end-to-end PC5 unicast link.

	50
	Defines Relay re-selection mechanism. Applies to Layer-2 and Layer-3 solutions. Source UE sends a list of candidate relays to target UE over the existing PC5 unicast link. Target UE selects a new relay from the candidate list. A new PC5 unicast link is established between the peer UEs via the new relay.
	Works for Layer-2 and Layer-3 solutions.
Focusing on Relay re-selection. New Relay negotiated between source/target UEs, so no extra traffic generated with broadcast DCR messages. 
To be combined with (an)other solution(s).



Observation #1: Main solutions (more complete)
· Sol #9 is Layer-2 based 
· Sol #10 is Layer-3 based, based on IP routing and supports IP traffic only. UE must establish a PC5 unicast connection with all Relays, which may create a power consumption problem. UE must send a DNS request message to all relays for peer discovery which may result in massive PC5 signalling traffic
· Sol #49 is Layer-3 based, forwarding based on L2 IDs and supports non-IP traffic
· Sol #11 (Layer-2 or Layer-3 based) introduces a new frame format that is introducing a major change on the UE thus it is not retained as a preferred solution
Observation #2: End-to-end security
· The Layer-3 based solutions (sol #10, #32, #49) all have the same drawback of not directly supporting end-to-end security requirement (i.e. IPSec which is not supported with Non-IP traffic, or security handling left to application layer)
· The Layer-2 based solution (sol #9) supports end-to-end security since the PC5 unicast link is established end-to-end
Observation #3: Privacy
· Sol #9 supports privacy re-using the Link Identifier Update procedure
· Sol #10 does not have privacy handling defined for now
Observation #4: Relay re-selection 
· Sol #50 is applicable to Layer-2 based solution and Layer-3 based solution thus may be merged with both sol #9 and sol #10 
· Sol #32 using link-local IP address is defined to support Relay change however it does not seem to support privacy
· Sol #33 provides a network-assisted solution that requires the UEs to be in the network coverage. Relay re-selection may be needed when out-of-coverage
Observation #5 : Non-IP traffic support
· Non-IP traffic support is supported using sol #9 and sol #49
· Layer-3 based solution specific to non-IP traffic handling, i.e. sol #49 does not seem to have clear benefits over Layer-2 based sol #9 and does not support end-to-end security (left to application layer)
Observation #6: End-to-end QoS support
· Both Layer-2 based sol #9 and Layer-3 based sol #10 support end-to-end QoS
· Sol #31 seem to be applicable to Layer-3 based solution only. 
Observation #7: Charging
· Both Layer-2 based sol #9 and Layer-3 based sol #10 support charging
Observation #8: Discovery using DCR message
· Sol #8 proposes to add a “relay indication” to the DCR message sent by the source UE to indicate if relays are allowed to forward the DCR message. The indication is set to 0 when the relay forwards the DCR message. It is not clear on the target UE side how to determine if the DCR message is sent by a Relay or not
· Sol #9 proposes to add a “relay identifier” in the forwarded DCR messages so that target UEs know if a received DCR message is direct or relayed
Observation #9: Authorization to act as a UE-to-UE Relay
· For sol #8, sol #9, sol #10, how the target UE may verify if the Relay is authorized to behave as a relay is to be defined by SA3.
Observation #10: Discovery mechanisms
· The Direct Discovery and V2X-based (using DCR message) mechanisms both allow a discovery message to be sent periodically 
· Both mechanisms support Models A/B



* * * * Second Change * * * *

[bookmark: _Toc50557387]8.4	Key Issue #4: Support of UE-to-UE Relay
Considering the above observations, and the requirements defined for KI #4, it is proposed to conclude the following:
· Sol #9 is selected as the main solution for normative work, together with sol #50, due to the support of all KI#4 requirements, PC5 signaling re-use and relatively low impacts on UE
· Sol #8 is selected for normative work together with sol#9 for Relay discovery and selection
· Sol #10 is selected as an optional solution for normative work, together with sol #31, sol #49 and sol #50. Although sol #10 has some drawbacks, it supports most of the KI#4 requirements and may be deployed in e.g. private networks and public safety scenarios where Relays may be considered as trusted.  Relays may be allowed to access the messages content (e.g. for statistics collection) and/or add information to the relayed messages


* * * * End of Changes * * * *
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