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Abstract of the contribution: Proposes to close certain Editor’s Notes in key issue #4 interim conclusions.
1. Discussion
Several Editor’s Notes in clause 8.4 depend on decisions of other groups (SA3, CT1). Some Editor’s Notes though can be closed by SA2 discussion. This paper proposes close or modify ENs accordingly.
EN1: Editor's note:
It is FFS whether some alternative way to identify the DCS is to be added.

As part of the registration procedure the UE will provide SUPI or SUCI and this can be used in order to identify the DCS.

EN2: Editor's note:
whether an explicit indication towards the network from the UE is used indicating that the registration is for onboarding is FFS.

For accessing SNPN for onboarding and authentication using default credentials, UE needs to indicate to AMF that the Registration request is for onboarding in order for AMF to trigger procedure for UE onboarding and omit certain unecessary steps from the Initial Registration procedure. The AMF needs to at least perform discovery of the DCS by checking the realm part of the SUPI or the Routing ID of SUCI. The AMF of the O-SNPN authenticates the UE with the DCS and verifies whether the UE is allowed to access the O-SNPN for onboarding purposes. 
EN3: Editor's note:
Whether new RRC information is needed or existing RRC information can be used (e.g. NSSAI information) for an AMF selection during Registration procedure is FFS.
When accessing SNPN for onboarding and authentication using default credentials RRC indicator for onboarding is needed for the following purposes: 1) select the right AMF that supports onboarding, this will allow only subset of the available to used and need to be upgraded, 2) provides ability for NG-RAN to reject RRC establishment requests for onboarding e.g. in case of congestion. If 2) is a requirement is preferable that this RRC indicator is in RRC msg.3 and as such cannot be fulfilled by using a new standardised S-NSSAI/SST. If 2) is not a requirement then either a new indicator or new standardised S-NSSAI/SST can be used. A potential benefit of using S-NSSAI is that as discussed for EN2 the same indicator can also be used in NAS in order to indicate that the Registration request is for onboarding and can also be used for SMF/UPF selection. Also the SD part of the S-NSSAI can also be used to associate specific policies within the O-SNPN. It is proposed to agree that a RRC indicator is used to indicate that the Registration request is for onboarding, but whether it is used in msg.3 or msg.5 and whether to use new standardised S-NSSAI/SST to be left FFS. 

EN4: Editor's note:
It is FFS whether the UE Parameters Update container can be delivered to the UE during the registration procedure.
The UE Parameters Update is currectly contained only in UE Configuration Update message in NAS and not Registration Accept. The decision whether to change that assumption and whether there is any benefit given that the UE will have to perform re-registration after being provisioned is better decided in CT1. 

EN5: Editor's note:
the need to pre-configure the S-NSSAI and DNN in the UE and to send it to the UE is FFS as default DNN and S-NSSAI could be used for provisioning to an SNPN. Also, if needed, whether to progress one or more options into normative phase is FFS.
Both options of pre-provisioning the UE with a specific DNN and S-NSSAI combination and relying on the default S-NSSAI and DNN  can work. There is no need to specify one of the two options. 
EN6: Editor's note:
How the PS address is provided to the UE is FFS.

The methods for provisioning to the UE the PS address are the same as described analytically for SNPN provisioning. 
2. Proposal
It is proposed to agree to the following changes in clause 8.4 of TR 23.700-07.
>>>Start Changes<<<

8.4
Key Issue #4: UE onboarding and remote provisioning

Editor's note:
These are *INTERIM* conclusions for Key issue #4.
UE onboarding for SNPN (Component 1 of KI#4)

-
It should be possible to support a registration procedure that enables support for UE onboarding using Default UE credentials and with an O-SNPN as the Onboarding Network (ON).
Editor's note:
In order to support UE onboarding using Default UE credentials and O-SNPN as the Onboarding Network (ON) the distribution of security functions when primary authentication is used should be decided by SA WG3, e.g. whether and how to support the primary authentication based on default credential in case DCS is deployed or not.
-
It should be possible that one SNPN can take the role of both Onboarding Network (ON) and SO (Subscription Owner), and it should be possible that the ON and SO are different SNPNs i.e. O-SNPN and SO-SNPN.
Editor's note:
DCS is potentially introduced to authenticate a UE with default UE credentials or provide means to another entity to do it. There are two potential mechanisms for DCS to authenticate the UE. 1) DCS interacts with O-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is not involved in the authentication procedure. As a result, the SO-SNPN is not aware of the result of authentication procedure but perform remote provisioning. 2) DCS interacts with SO-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is involved in the authentication procedure. As a result, the SO-SNPN is aware of the result of authentication procedure and perform remote provisioning. SA WG3 needs to evaluate the two above mechanisms from security perspective and provide feedback.
Editor's note:
The decision on whether primary authentication is required during initial access to the O-SNPN is dependent on SA WG3 feedback; until this feedback is received, it is assumed that such authentication is required.

-
The SNPN, which directly interacts with DCS, determines the corresponding DCS identity or address/domain based on the SUPI/SUCI of the UE provided in the Registration procedure signalling.

-
The NG-RAN of the Onboarding network includes information in the SIB so that the UE can discover and select an appropriate O-SNPN.
-
For the registration procedure that enables support for UE onboarding using Default UE credentials and with an O-SNPN as the Onboarding Network (ON), the UE provides onboarding indicator in NAS (Registration Request message) that the Registration is for onboarding. The AMF uses this indicator in order to trigger the procedure for UE onboarding and omit certain unecessary steps from the existing Initial Registration procedure. The AMF needs to at least perform discovery of the DCS by checking the realm part of the SUPI or the Routing ID of SUCI. The AMF of the O-SNPN authenticates the UE with the DCS and verifies whether the UE is allowed to access the O-SNPN for onboarding purposes.

-
For the registration procedure that enables support for UE onboarding using Default UE credentials and with an O-SNPN as the Onboarding Network (ON), when the UE initiates RRC connection to send Registration request for onboarding, the provides an RRC indicator to indicate to NG-RAN that the Registration request is for UE onboarding to SNPN and allow NG-RAN to perform appropriate AMF selection and potentially overload control. 
Editor's note:
Whether the new RRC indicator is signalled in RRC msg.3 or msg.5 and whether it is a new indicator or a new S-NSSAI with standardised SST for onboarding is FFS.
-
Using PLMN credentials for UE onboarding and PLMN as Onboarding Network (ON) is already possible and does not require any further standardisation work.

-
Onboarding network should support functionality to restrict usage to only on-boarding service.

-
The UE shall initiate de-registration from the on-boarding network after finishing the remote provisioning or the on-boarding network shall initiate the de-registration after successful completion of onboarding or based on timer configured for on-boarding registration.

Editor's note:
Further conclusions how to enable on-boarding registration is FFS e.g., based on default ON profile at UDM (e.g. When PLMN is used) or UE indication or local policy.
Remote provisioning for SNPN credentials (Component 2 of KI#4)

-
Usage of a PLMN as Onboarding Network for a UE equipped with a USIM shall be possible. The SNPN credentials can be transmitted to UE via UP connectivity. The UE shall be configured with Default credentials in USIM to register with a PLMN where the UE can register with the Default credentials in order to communicate with the provisioning server;

-
When User Plane is used for provisioning of SO-SNPN credentials, the User plane remote provisioning protocol used and how the UE downloads the SNPN credential from the Provisioning Server (PS) after PDU session establishment in the O-SNPN is out of scope of SA2 and uses industry developed mechanisms;

-
Control Plane remote provisioning based on UE Parameters Update Procedure as defined in TS 23.502 [6] can be used for provisioning of SO-SNPN credentials;

Editor's note:
SA WG3 feedback will need to be taken into account for including of the CP based provisioning.

Editor's note:
It is FFS in CT1 whether the UE Parameters Update container can be delivered to the UE also during the registration procedure (Registration Accept message).

-
For the provisioning of IMSI accompanied by AKA credentials, GSMA RSP is used, Provisioning Server (PS) can provision the credential to UE over User Plane (UP) connectivity;

-
For the provisioning of Non-3GPP credentials, the credentials can be provided to UE over UP connectivity;

-
It is already possible but not essential to pre-configure the Provisioning Server (PS) address, SO-SNPN identity, neither or both DNN/S-NSSAI used to access PS on the UE, and it shall also be possible that the O-SNPN provides the PS address and DNN/NSSAI used to access PS to the UE after successful authentication and authorization. The PS address and DNN/NSSAI used to access PS from the O-SNPN shall be integrity protected. The PS address and DNN/NSSAI used to access PS provided by the network is prioritized, if configured and overrides any PS address, and/or DNN/NSSAI used to access PS stored in the UE. If the UE is not configured with DNN/S-NSSAI it can use the default DNN and S-NSSAI as per the existing procedures Configuration of PS address and DNN/NSSAI used to access PS from the onboarding configuration data to the UE can be supported using one of the following methods:


a.
SMF may deliver onboarding configuration data as part of extended Protocol Configuration Options (PCO) in PDU Session Establishment Response to UE. This is similar to use of PCO to configure Autoconfiguration server for UE in Wireless and Wireline Convergence (TR 23.716 [28] clause 6.10).

b.
Alternatively, onboarding configuration data may be configured in the UE during Registration Procedure using UE Route Selection Policy (URSP) that may be subject UE capabilities. As part of UE initial registration (based on received UE capability information) AMF indicates to PCF that UE has requested restricted/provisioning registration. The PCF may initiate UE Policy delivery using UE Route Selection Policies (URSP), for instance to trigger UE after successful registration to request establishment of specific type of PDU Session limited to onboarding purposes only.

c.
In addition, onboarding configuration data may be configured in the UE using service specific policies subject to UE capabilities similar to what is used for V2X communications as specified in TS 23.287 [29] clause 5.1.1 for ways how parameters may be made available to the UE and TS 23.287 [29] clause 6.2.5 for AF-based service parameter provisioning and TS 24.587 [30] clause 5.2.4 for configuration parameters such as validity timer, server address and geographical area.

-
It is assumed that the UDM (or AAA) of SO-SNPN is provisioned with UE credentials/subscription data when remote provisioning is successfully performed.
Editor's note:
Whether the specific procedure for provisioning of UDM (or AAA) with the UE credentials/subscription data is in scope of 3GPP is FFS.
-
Upon successful establishment of restricted access PDU session, if the UE still does not have a PS address, the device uses a well-known FQDN to perform PS discovery.

Editor's note:
SA WG3 may evaluate these mechanisms and provide guidance on appropriateness of use for SNPNs.
UE Onboarding for PNI-NPN (Component 1 of KI#4)

-
No enhancement for the UE onboarding (component 1 of KI#4) with PLMN credentials used for primary authentication and PLMN network selection are needed for the case of PNI-NPN credentials provisioning.
Remote provisioning for PNI-NPN credentials (Component 2 of KI#4)

-
At least network initiated remote provisioning of credentials to allow access to PNI-NPN services should be supported in Rel-17;

-
Both procedures using Control Plane and using User Plane protocols after establishing PDU session shall be enabled for remote provisioning the PNI-NPN credentials used for NSSAA and/or PDU Session secondary authentication;

Editor's note:
SA WG3 feedback for the suitability of the procedure will need to be taken into account.
Editor's note:
whether an extra security layer for protection of credentials between PS and UE is needed should be decided by SA WG3.

-
For User Plane remote provisioning:
-
The protocol for provisioning of PNI-NPN credentials used for NSSAA and/or PDU Session secondary authentication, i.e. how the UE download the NPN credential from the PS after PDU session establishment in PNI-NPN, is out of scope of SA WG2;

-
The PS address and DNN/S-NSSAI used to access PS may be provided to the UE during or after the Registration procedure. The methods to provisioning the PS address are the same as described for SNPN provisioning above;


Editor's note:
The vertical may verify the UE before PNI-NPN credential is provisioned to UE, and how this is done should be decided by SA WG3.

-
Upon successful remote provisioning of the UE, the UE Subscription Data in the UDM/UDR may be updated to enable the access to the PNI-NPN.

Editor's note:
for PNI-NPN credentials remote provisioning, whether the 3GPP operator could decide to update the UE Subscription Data (e.g., S-NSSAI, DNN, CAG information) in the UDM/UDR used to access to the PNI-NPN based on the input from the vertical which may be outside 3GPP operator domain should be decided by SA WG3.
>>>End of Changes<<<
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