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Abstract of the contribution: This contribution proposes conclusions for the scenario when UE has a H-SNPN subscription and external AAA is used for authentication
1.
 Discussions
To be able to progress solutions for SNPNs using credentials from an AAA, it is beneficial to make some interim conclusions. The LS to SA3 asks SA3 to study the feasibility of such approaches considering potential impact to the 5GS security architecture and inform SA2 accordingly. It would simplify the process if there are some interim agreements in SA2 what such solution could look like. 

There are several solutions in place already in the TR.

Proposal 1: Make interim conclusions on SA2 #141e on high level principles to support credentials in external AAA. The interim conclusions are dependent on feedback from SA3.
In solution #4 it is proposed that AMF and SMF should interface with a new AAA-P NF (AAA-P can be a new 5GC NF or collocated with AUSF or NSSAAF) and this node is directly interfacing the other 5GC nodes like AMF and SMF. In practice, this means that a new authentication mechanism needs to be specified and supported by the AMF. In solution #8 and #10 the SMF and AMF is still using existing AUSF and UDM service to run primary authentication procedure and for subscription management. To support external AAA authentication, the impact on the architecture and nodes not directly involved in authentication and subscription management (e.g. AMF) should be minimized and therefore it is proposed that SNPN should still host the AUSF and UDM NFs.
Proposal 2: The SNPN will host AUSF and UDM services. 
Selection of AUSF based on SUCI provided by the UE is already specified in 23.501 and can be used also the scenario when SNPN external AAA can be used.
Proposal 3: AMF and AUSF will select AUSF/UDM based on the UE SUCI/SUPI using information locally configured in the AMF or provided by the SNPN NRF.
The AUSF is a 5GC node only using SBI interfaces and there is no support for any AAA protocol in the AUSF. Also, there can be a need to hide the SNPN internal topology for the CdP and therefore a AAA-P/IWF is proposed in the SNPN.
Proposal 4: The AUSF uses a AAA-P/IWF to interact with the CdP. The AAA-P/IWF undertakes any AAA protocol interworking between SBI services used by the AUSF and the AAA protocol supported by the CdP. 
The SNPN needs to have a SUPI from the UE that can be used to route the authentication request to the correct AAA-S. Therefore, the SUPI can be in NAI format and the realm part provides Diameter/RADIUS routing information toward the AAA-S. UDM can also be configured with a mapping from SUPI to external ID and AAA-S address to be used for UE authentication. The host part can either be used directly by the AAA-S to authenticate the UE or an EAP identity can be requested via EAP protocol. If SUPI is to be concealed should be decided in SA3.
Proposal 5: The SUPI provided by UE is in NAI format where the realm part is used to route the authentication request to correct AUSF and AAA-S. UDM can also be configured with a mapping from SUPI to external ID and AAA-S address to be used for UE authentication. The host part can either be used directly by the AAA-S to authenticate the UE or another EAP identity can be requested from the UE via EAP protocol.
Along with the discussion for proposal 2, the impact on AMF and AUSF should be minimized and therefore the AMF and SMF should be transparent to the fact that an external AAA has been used and can retrieve the individual subscription data using SUPI just as per current procedure.
Proposal 6: After completing the primary authentication and authorization successfully, the AMF or SMF can retrieve the SNPN UE subscription data from UDM using SUPI. 

It is assumed that the CdP is using an existing AAA and that the same AAA can be used for other accesses than 3GPP. Therefore, there should be no impact on the AAA-S. 
Proposal 7: It shall be possible that the CdP can use an existing AAA-S which does not implement/support any 3GPP specific functionality.
For the registration and subscription management procedures, it is assumed that the SNPN has provisioned in the UDM/UDR individual subscriptions for the UEs that use credentials from the CdP. Alternatively, the SNPN may use common subscription profiles per CdP for SNPN UEs. How the SNPN UE subscriptions are provisioned in UDM/UDR is out of the scope of SA2. 

Proposal 8: It is assumed that the UDM/UDR is provisioned with individual or group subscriptions for the SNPN UEs that use credentials from the CdP. How the SNPN UE subscriptions are provisioned in UDM/UDR is out of the scope of SA2.
2. Proposal 
It is proposed to include the following new solution into TR 23.700-07.
*** Start of changes ***
8.1.1.2
Conclusions for scenario where the SNPN offers connectivity for UE(s) with credentials owned by separate entity with AAA Server
Editor's note:
Interim conclusions are dependent on feedback from SA3.
The separate entity with a AAA Server is referred to as Credential Provider (CdP) in this clause.
The following interim conclusions have been agreed:
-
The scenario where the SNPN (identified with PLMN ID + NID) offers connectivity for UE(s) with credentials owned by CdP is supported.
-
The SNPN will host AUSF and UDM services supporting primary authentication of SNPN UEs that use credentials from the CdP.
-
AMF and AUSF will select AUSF/UDM based on the UE SUCI/SUPI using information locally configured in the AMF or provided by the SNPN NRF.
-
The AUSF uses a AAA-P/IWF to interact with the CdP. The AAA-P/IWF undertakes any AAA protocol interworking between SBI services used by the AUSF and the AAA protocol supported by the CdP. 
-
The SUPI provided by UE is in NAI format where the realm part is used to route the authentication request to correct AUSF and AAA-S. UDM can also be configured with a mapping from SUPI to external ID and AAA-S address to be used for UE authentication. The host part can either be used directly by the AAA-S to authenticate the UE or another EAP identity can be requested from the UE via EAP protocol.
-
It shall be possible that the CdP can use an existing AAA-S which does not implement/support any 3GPP specific functionality.
-
After completing the primary authentication and authorization successfully, the AMF or SMF can retrieve the SNPN UE subscription data using SUPI. 

-
It is assumed that the UDM/UDR is provisioned with individual or group subscriptions for the SNPN UEs that use credentials from the CdP. How the SNPN UE subscriptions are provisioned in UDM/UDR is out of the scope of SA2. 
*** End of changes ***
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