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Abstract of the contribution: This contribution proposes conclusions for the scenario when UE has a H-SNPN subscription and the H-SNPN owns an AUSF and UDM
1.
 Discussions
Since there is an outstanding question to SA1 for the scenario when UE is using PLMN subscription, no conclusions for that scenario are proposed in this contribution.

Since there is an outstanding question to SA3 for the scenario when H-SNPN owns a legacy AAA, no conclusions for that scenario are proposed in this contribution.
Proposal 1: To be able to proceed for the scenario when UE have SNPN credentials and H-SNPN owns AUSF and UDM, a separate clause for that scenario is proposed.
Solution #1 and solution #2 both proposes that UE shall have two UE lists of preferred SNPNs, one user controlled and one H-SNPN controlled. Solution #43 advocates a single list which is H-SNPN controlled. To enable some type of recovery from the situation where H-SNPN have not updated the configuration we believe it is beneficial to have a user-controlled list as well. It can be updated based on successful manually selection of a V-SNPN or that UE have done an automatic successful attempt to register to an “unknown” network.
Proposal 2: To enable network selection of SNPN, UE can be provisioned with a “User controlled list of preferred SNPNs” (UE SNPN list 1) and an "H-SNPN controlled list of preferred SNPNs" (UE SNPN list 2) and it is left to normative phase and CT1 to decide if existing lists can be modelled based on any already existing lists.
Types of different SNPN networks:
1.
Release 16 SNPN which only support access using a subscription and credentials for that SNPN.

2. 
Release 17 SNPN which support H-SNPN credentials but still want to be protected from opportunistic trial-and-error attempts. These types of networks need to secure that all UEs that should be able to register have an updated configuration. Manual selection of the network can still be supported.
3.
Release 17 SNPN which support H-SNPN credentials but want to be open for opportunistic trial-and-error attempts. These types of networks don’t need to secure that all UEs that should be able to register have an updated configuration.

It is our understanding that type 1 don’t need to set any extra SIB indication. 
Type 2 networks need to set an “Indication that access using H-SNPN credentials is supported”. A type 2 SNPN should be able to use same SNPN ID (PLMN+NID) for an existing deployment and for new deployment supporting KI#1 and the indicator 1 is therefore needed to avoid the need for the SNPN to use new NID simply for enabling this functionality.

Type 3 networks additionally from type 1 network need to set a bit indicating that the V-SNPN also accepts registration requests from UEs that do not have an  entry in UE SNPN list 1 or 2 matching the V-SNPN network identity. 

In SA2#140E an interim conclusion was attempted (S2-2005837, postponed), but could not be agreed. This contribution proposes to use S2-2005837 as a basis for further discussion.

Also, an LS out (S2-2006030) was sent to SA1 WG to clarify whether PLMN selection can be extended to also support SNPN selection using a PLMN subscription with 3GPP identifiers and credentials. As part of the discussion on this LS it was also proposed to seek clarification from SA1 about the meaning of the following stage 1 requirements:

The 5G system shall support a mechanism to prevent a UE with a subscription to a non-public network from automatically selecting and attaching to a PLMN or non-public network it is not authorized to select.

However, this could not be agreed due to objection from one company.

This is regrettable in our view because a clarification on this requirement would have been helpful to delineate the solution space.

Below we recall the problem description and related question that was intended to be sent to SA1 (from S2-2005841r13):

Issue 2: Network selection when credentials are owned by an entity separate from the SNPN:

The relevant requirement in TS 22.261 clause 6.25.2 from SA1 is:
The 5G system shall support a mechanism to prevent a UE with a subscription to a non-public network from automatically selecting and attaching to a PLMN or non-public network it is not authorized to select.

Several solutions are available in TR 23.700-07 for this key issue but SA2 would like to get input from SA1 to be able to conclude on solution to select for normative work. The solutions that discuss the network selection part of key issue one include 1, 2, 4, 9 and Z. 

First part of network selection in all these solutions is to evaluate the UE configured lists and if there is a match between an announced SNPN and an entry in the list, the UE will attempt register to that SNPN.

The solutions differ on how to handle the case where the UE does not find a match in the configured lists. Alternatives under consideration include the following:

A.
UE stops the automatic network selection.

B.
UE attempts to connect anyway and, if rejected, learns to not attempt connection on networks for which it was rejected.

C.
UE stops automatic network selection, but can proceed with manual network selection.

D.
UE queries the network at RAN level (e.g. using on-demand SIB information) to obtain information on whether it can attempt network connection.

Alternative A implies that no more registration attempt is performed. In alternatives B and C the UE performs the connection attempt in “trial and error” style, with the notable difference that B is automatic while, C is manual selection. In alternative D the UE performs a request for information instead of connection attempt.. Reading Requirement 1 quoted above, SA2 was not sure whether the alternatives B, C or D are prohibited by that requirement. It is indeed unclear whether the requirement "not authorized" implies "forbidden" ("forbidden" is used extensively in network selection specified in TS 23.122)

Q3: SA2 kindly asks SA1 to clarify the referenced stage 1 requirement and to specifically clarify whether any of alternatives B, C or D is prohibited by this requirement.

Given that an LS OUT could not be sent, we proceed with our interpretation of the stage 1 requirement. In our reading the crucial part of the requirement is the text referring to “automatically selecting” which implies that after UE has exhausted all the entries in the preconfigured lists, the automatic selection should stop (as in Option A in the framed text). To enable some support for automatic trial-and-error there must be a mechnism to prevent a UE with a subscription to a non-public network from automatically selecting SNPN. This is solved with the SIB indication 2.
After automatic selection has stopped though, the user can then choose to proceed with manual selection and the UE can attempt to register with the SNPN selected by the user (provided that the SNPN selected by the user is not included in the "temporarily forbidden SNPNs" list or in the "permanently forbidden SNPNs" list). In our understanding manual selection is not precluded by the referenced stage 1 requirement.

If the registration with the user-selected SNPN fails, then the UE adds the identity of the selected SNPN to the "temporarily forbidden SNPNs" list or in the "permanently forbidden SNPNs" list depending on the rejection cause (#74 or #75). By doing so it is guaranteed that the UE shall not attempt to connect to this SNPN in future. This is Rel-16 behaviour.

With this understanding of the stage 1 requirement there is no need for the serving SNPN to advertise “supported H-SNPNs” or “supported Home SNPN Groups”. Also there is no need for UE to use on-demand SIB in order to get a list of “supported H-SNPNs” or “supported Home SNPN Groups”.

Proposal 3: To enable network selection of SNPN, RRC should support broadcasting of an “Indication that access using H-SNPN credentials is supported” (indication 1) and an indication (indication 2) indicating that the V-SNPN accepts registration requests from UEs that do not have an entry in UE SNPN list 1 or 2 matching the V-SNPN network identity.

Solutions seems to be aligned on using SNPN access mode when H-SNPN credentials are in use by the UE.
Proposal 4: UE will need to select SNPN access mode to select a serving SNPN using external H-SNPN credentials.

Based on discussion for proposal 1 on UE configuration and proposal 2 on broadcasted SIB information, the proposed network selection is a logical result.
Proposal 5: Network selection is done as follows:

-
UE selects SNPN that broadcasts SNPN ID matching an entry in UE SNPN list 1 and SIB indication 1
-
UE selects SNPN that broadcasts SNPN ID matching an entry in UE SNPN list 2 and SIB indication 1
-
UE can automatically select any network that have set indication 1 and 2 and try to register. The UE will get rejected if the H-SNPN credentials of the UE is not supported in the network.

-
UE can manually select any network that have set indication 1 and try to register. The UE will get rejected if the H-SNPN credentials of the UE is not supported in the network.

To minimize the impact on procedures it is proposed in solution #1 and #2 that to enable external credentials in an SNPN, the AMF and SMF in V-SNPN will use AUSF and UDM in H-SNPN during the registration procedure. For PDU session establishment, same nodes as in TS 23.501 clause 4.3.2 is used. This is proposed to be agreed. 
Proposal 6: AMF and SMF in V-SNPN use AUSF and UDM in H-SNPN during the registration procedure.

Proposal 7: PDU session establishment procedure in serving SNPN involves AMF, SMF, UPF and PCF in the serving SNPN or alternatively AMF, I-SMF, I-UPF in the serving SNPN and SMF, UPF and PCF in the H-SNPN.

The UE Configuration Update is used when the serving network is involved in "creating" the content. When the serving network is meant to be agnostic to the content of information then a procedure that enables end-to-end protection, between UE and the network providing the content, is more appropriate. Therefore, the UE Configuration Update procedure is not suitable. The SoR procedure is providing similar lists as proposed for KI#1 used for PLMN selection, while the UE parameter update procedure can provide a variety of information. It would be appropriate to get CT1 feedback on most suitable procedure.
Proposal 8: The UE SNPN lists can be updated using the UE parameter update procedure or SoR or other provisioning method and CT1 and SA3 feedback can be requested.

Solution #11 proposes that the UE configured SNPN lists can be updated when UE has newly registered to a network and based on updated information, the UE can make a new network selection if the priorities have changed for SNPNs in the area.
Proposal 9: After UE registers to an SNPN, the UE may reselect and register to another SNPN if UE receives new network selection information from H-SNPN.
2. Proposal 
It is proposed to include the following new solution into TR 23.700-07.
*** Start of changes ***
8
Conclusions

8.1
Key Issue #1: Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN

 Editor’s note: to be completed.
8.1.1
Conclusions for UEs with an SNPN subscription

8.1.1.1
Conclusions when H-SNPN owns AUSF and UDM
The following conclusions have been agreed:

-
The SNPN offers connectivity for UE(s) with credentials from another SNPN. The entity that owns the credentials is called Home SNPN (H-SNPN) and it is also identified by PLMN ID + NID, referred to further below as the SNPN ID.

-
H-SNPN subscriptions are provisioned in the UE. The H-SNPN subscription is identified with an H-SNPN ID. If credentials from multiple H-SNPN are provisioned in the UE, it is assumed that the UE, before the network selection procedure, determines what H-SNPN is used. How this is done is not specified. 

-
To enable network selection the UE is provisioned with lists containing SNPN identifiers (PLMN ID + NID tuples) ranked in priority order:
 -
“User controlled list of preferred SNPNs” (UE SNPN list 1)

-
“H-SNPN controlled list of preferred SNPNs” (UE SNPN list 2)

-
To enable network selection of SNPN, the following information elements can be broadcasted in SIB:

-
SNPN ID of the Serving SNPN using existing Rel-16 network identities (SNPN ID)

-
Indication that access using H- SNPN credentials is supported (SIB indication 1)

-
Indication whether the Serving SNPN also accepts registration requests from UEs that do not have an entry in UE SNPN list 1 or 2 matching the Serving SNPN network identity (SIB indication 2).
-
UE needs to select SNPN access mode.
-
For automatic network selection: when the UE detects an SNPN broadcasting SIB indication 1, the UE performs automatic network selection by looking for a match between the identity of the serving SNPN with the SNPN identifiers in the provisioned lists.
-
If a match is found and if the selected SNPN identity is not included in the "temporarily forbidden SNPNs" list or in the "permanently forbidden SNPNs" list, the UE attempts a registration.

-
If the UE has exhausted all the entries in the provisioned lists without finding a match, the UE checks if any of the available networks has set SIB indication 2:

-
If the UE detects a network that has set SIB indication 2, the UE attempts a registration in random order.
-
If the UE does not detect any network that has set SIB indication 2 or has failed to register with the networks that have set SIB indication 2, the automatic network selection stops. The user may proceed with manual network selection.
-
For manual network selection: the UE presents to the user a list of available SNPNs broadcasting SIB indication 1. After the user selects an SNPN identity from the presented list, and if the selected SNPN identity is not included in the "temporarily forbidden SNPNs" list or in the "permanently forbidden SNPNs" list, the UE attempts a registration.

 -
AMF and SMF in the Serving SNPN use AUSF and UDM in H-SNPN during the registration procedure.

-
PDU session establishment procedure in serving SNPN involves AMF, SMF, UPF and PCF in the serving SNPN or alternatively AMF, I-SMF, I-UPF in the serving SNPN and SMF, UPF and PCF in the H-SNPN.
-
The UE SNPN lists can be updated using the UE Parameter Update procedure or SoR or other provisioning methods can be considered during normative phase.
Editor's note:
Whether to use UE parameter update procedure or SoR or other provisioning methods is dependent on feedback from CT1.
-
After UE registers to an SNPN, the UE may reselect and register to another SNPN if UE receives new network selection information from HSNPN.
-
For SNPN subscriptions, non-AKA authentication procedure can be used as described in Annex I of TS 33.501 [7].

8.1.1.2
Conclusions when H-SNPN owns a AAA
Editor's note:
Conclusions are dependent on feedback from SA3.
8.1.2
Conclusions for UEs with a PLMN subscription

Editor's note:
Conclusions are dependent on feedback from SA1.
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