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Abstract: This contribution proposes to add the procedure of connection establishment via UE-to-UE Relay.
1. Introduction/Discussion
Sol#9 has documented the procedure of connection establishment via UE-to-UE Relay initiated by Source UE. The connection establishment via UE-to-UE Relay can be also initiated by the UE-to-UE Relay.
Proposal 1: Add the procedure of connection establishment via the UE-to-UE Relay initiated by UE-to-UE Relay.
Relay Service Code is introduced in Solution #36 and it identifies a connectivity service the ProSe UE-to-UE Relay provides to applications. The Relay Service Codes are configured in the ProSe UE-to-UE Relays that provide connectivity services to applications. The Relay Service Codes are configured in the Remote UEs interested in related connectivity services. In this case, Relay Service Code may be need during the procedure of UE-to-UE Relay connection establishment and it is used to authorize the Remote UE to access a UE-to-UE Relay. 
Proposal 2: Add the usage of Relay Service Code in the procedure of connect establishment.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.752.
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[bookmark: _Toc43388324][bookmark: _Toc43735554][bookmark: _Toc43994127]6.9.1.1	General	
Using the solution described in this clause, a UE-to-UE Relay enables the discovery of a source UE by a target UE. A UE-to-UE Relay is authorized to relay messages between two UEs over the PC5 interface via authorization and provisioning, as defined in clause 6.Y Solution for Key Issue #4: UE-to-UE Relay Authorization and Provisioning.
The source UE announces its supported applications or discovers a target UE using a known discovery mechanism, e.g. using user-oriented or service-oriented methods as defined in TS 23.287 [5].
The UE-to-UE Relay listens for ProSe applications advertisements (e.g. Direct Discovery or Direct Communication Request messages) from surrounding UEs and if a broadcasted application matches one of the applications from its provisioned relay policy/parameters, the UE-to-UE Relay advertises it as a relayed application by adding a relay indication to the message.
A target UE discovers a source UE via a UE-to-UE Relay. The target UE receives a broadcast Direct Communication Request message with a relay indication.
A secured "extended" PC5 link is set up between the source UE and the target UE via the UE-to-UE Relay. The source/target UEs do not know their respective peer UE's L2 IDs. Source/Target UEs send messages to the UE-to-UE Relay and receive messages through the UE-to-UE Relay. However, the security association and the PC5 unicast link are established directly between the source UE and target UE. The UE-to-UE Relay forwards the messages in opaque mode, without the ability to read, modify their content or replay them. The source/target UEs detect that the link establishment is going through a UE-to-UE Relay upon detecting a relay indication included in the received messages.
The UE-to-UE Relay assigns itself two Relay-L2 IDs when a unicast link is established between two peer UEs via the UE-to-UE Relay. The first Relay-L2 ID is used when forwarding a message to the target UE. The second Relay-L2 ID is used when forwarding a message to the source UE. The UE-to-UE Relay maintains a mapping table containing the mapping of peer UEs L2 IDs and the corresponding Relay-L2 IDs that have been self-assigned. When receiving a message, the UE-to-UE Relay uses its mappings table to find the source and destination IDs to be used to forward the message to the target UE. The UE-to-UE Relay uses the Relay-L2 ID specified in the destination field to find the related UE and uses the UE's L2 ID specified in the source field to find the related Relay-L2 ID. It then updates the source and destination fields of the received message with its corresponding UE's L2 ID and Relay-L2 ID before forwarding the message.
NOTE:	Additional security-related parameters and procedures may be needed for the protection of relay related messages. Their definitions need to be coordinated with SA WG3.
Link management (i.e. keepalive, link modification, link identifier update and link release) is supported over direct unicast links and needs to be supported over extended PC5 links as well. Since the security association of extended PC5 links is between the peer UEs, all messages sent over the extended PC5 link, including link management (i.e. PC5-S) messages, may only be processed by those two UEs.
Having the PC5 link management messages processed by the peer UE is not a problem for most of the management functionality. For the keepalive functionality, both UEs may send/receive keepalive messages and validate that the extended link is still alive. For the link modification, that is used to add or remove QoS flows or services or modify QoS flows, it needs to be applied to the extended link and handled by the two peer UEs. For the link release, the peer UEs may exchange the release messages and then inform the UE-to-UE Relay (i.e. using the management link as defined in clause 6.9.2.2) to allow it to clean-up its mapping table.
As for the link identifier update procedure, the peer UEs cannot update their Layer-2 IDs transparently to the UE-to-UE Relay. The reason is that the UEs do not know their peer's Layer-2 ID since they are addressing their outgoing messages to the UE-to-UE Relay Layer-2 ID. The UE-to-UE Relay uses the Layer-2 IDs of the peer UEs for relaying purposes, thus the UE-to-UE Relay must be informed of the updated Layer-2 ID from both peer UEs. Additionally, the UE-to-UE Relay must change its Layer-2 IDs, associated to the extended link, whenever the peer UEs change their Layer-2 IDs since the UE-to-UE Relay L2 IDs used for this unicast link are visible in the header thus may be used to link the UEs old Layer-2 IDs with their new Layer-2 IDs. In summary, when the initiating UE changes its identifiers (e.g. Layer-2 ID and security info), the UE-to-UE Relay needs to update its Layer-2 ID used on the unicast link with the initiating UE and since the security info (established between the two peers UEs) is also updated, the identifiers used over the unicast link between the UE-to-UE Relay and the target UE also need to be updated.
To update identifiers used for unicast communication via a UE-to-UE Relay, i.e. for an extended unicast link, a "management" unicast link is established between each UE and the UE-to-UE Relay. This management link is secured (i.e. integrity and confidentiality protected) between the UE and the UE-to-UE Relay. It is used to manage extended links associated to the same UE-to-UE Relay as the management link. If multiple UE-to-UE Relays are used to reach peer UEs then multiple managements links may be created by a UE, e.g. one toward each UE-to-UE Relay.
Existing Link Identifier Update messages sent to the UE-to-UE Relay are modified to include additional information needed by the UE-to-UE Relay to identify the extended unicast link to which these messages apply. The additional information includes: 1) "extended link" indication, 2) UE's current Layer-2 ID used on extended link, 3) UE's new Layer-2 ID for extended link, 4) UE-to-UE Relay's Layer-2 ID used on extended link.
A management link may be released once the link identifier update procedure is completed, or it may be kept. If it is kept then it is treated like any other PC5 unicast link, i.e. its Layer-2 IDs need to be updated periodically, keepalive may be exchanged, etc.
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Figure 6.9.1.2-1 illustrates control plane protocol stacks using a UE-to-UE Layer-2 Relay. UE-to-UE Layer-2 Relay uses self-generated own Layer-2 IDs inserted as source Layer-2 ID in the already formed L2 frames relayed between UE1 and UE2. L2 frames are forwarded based on mapped UE1 Layer-2 ID, UE2 Layer-2 ID. The signalling messages are transparently transferred between UE1 and UE2 over UE-to-UE Layer-2 Relay without any modification other than the source and destination Layer-2 IDs. The security is established end to end between UE1 and UE2 as shown by the PDCP layer terminating in UE1 and UE2.


Figure 6.9.1.2-1: Control Plane protocol stacks for PC5 using a UE-to-UE Layer-2 Relay
Figure 6.9.1.2-2 illustrates user plane protocol stacks using a UE-to-UE Layer-2 Relay. As for the control plane, the security is established end to end between UE1 and UE2. Therefore, user data is never exposed at the relay node since the relay function does not process/apply any security on relayed IP packets.


Figure 6.9.1.2-2: User Plane protocol stacks using a UE-to-UE Layer-2 Relay
The SDAP and PDCP protocols above are as specified in TS 38.300 [11].
Editor's note:	The proposed protocol stacks are to be confirmed with RAN WG2.
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[bookmark: _Toc43388327][bookmark: _Toc43735557][bookmark: _Toc43994130]6.9.2.1	Connection establishment initiated by Source UE
The two methods defined in TS 23.287 [5], i.e. service-oriented and user-oriented are supported using the procedure described in this clause. This clause presents the procedure of connection establishment via UE-to-UE Relay initiated by Source UE.
Figure 6.9.2.1-1 shows the peer discovery and unicast link establishment over PC5 reference point via a UE-to-UE Relay.

[bookmark: _GoBack]Figure 6.9.2.21-1: Connection establishment procedure via a UE-to-UE Relay initiated by Source UE
0.	UE-to-UE Relay registers with the network and specifies its UE-to-UE Relay capabilities. UE-to-UE Relay is provisioned from the network with relay policy parameters and with a unique Relay identifier (RID).
1.	The target UEs (i.e. UE2, UE3 and UE4) determine the destination Layer-2 ID for signalling reception for PC5 unicast link establishment as specified in TS 23.287 [5] clause 5.6.1.4. The destination Layer-2 ID is configured with the target UEs as specified in TS 23.287 [5] clause 5.1.2.1.
2.	On the source UE (i.e. UE1), the application layer provides information to the ProSe layer for PC5 unicast communication (e.g. broadcast Layer-2 ID, ProSe Application ID, UE's Application Layer ID, target UE's Application Layer ID, relay applicable indication), as specified in TS 23.287 [5] clause 6.3.3.1.
3.	ProSe layer triggers the peer UE discovery mechanism by sending a broadcast Direct Communication Request message. The message is sent using the source Layer-2 ID and broadcast Layer-2 ID as destination, and includes other parameters related to the application offered, as specified in TS 23.287 [5] clause 6.3.3.1. Optionally, ProSe Application Code obtained from 5G DDNMF via the solution for KI#1 is also included in the message. In addition, if the Relay Service Code is obtained from the PCF, then the Relay Service Code shall also be included in the message.
3.	The UE-to-UE Relay receives the broadcast Direct Communication Request message and verifies if it's configured to relay this application, i.e. it compares the announce ProSe Application ID with its provisioned relay policy/parameters and, if it matches, the UE-to-UE Relay assigns itself a Relay-Layer-2 ID (e.g. R-L2 ID-a) for UE1 (i.e. related to UE1's L2 ID). If the Relay Service Code is received in step 2, then the UE-to-UE Relay should check if the Relay Service Code provisioned by PCF matches the received Relay Service Code in step 2.
	These 2 IDs (UE1's Layer-2 ID and Relay-Layer-2 ID-a) are saved in a local mapping table. The UE-to-UE Relay overrides the source field of the message with its R-L2 ID-a and adds its unique relay identifier (RID) as a relay indication. This relay indication is added by the UE-to-UE Relay only on broadcast messages since these messages are sent in clear text (i.e. without any encryption or integrity protection) thus may be modified. The UE-to-UE Relay proceeds in forwarding the broadcast Direct Communication Request message received from the source UE.
4.	Target UE3 is interested in the announced application or it can match the ProSe Application Code contained in the request message thus, it triggers the authentication and security establishment with UE1, via the UE-to-UE Relay. UE3 keeps track of the Relay's identifiers, i.e. R-L2 ID-a and RID. UE3 sends the RID in a security protected message during the authentication and security establishment to inform UE1 that the communication is traversing the UE-to-UE Relay identified by RID.
	UE-to-UE Relay receives the message from UE3 and uses the R-L2 ID-a specified in the destination field to find the related UE (i.e. UE1 in this case) in its mapping table.
	UE-to-UE Relay assigns itself a new Layer-2 ID (e.g. R-L2 ID-b) for UE3 and stores the mapping between UE3's L2 ID and R-L2 ID-b.
	UE-to-UE Relay sets the source field of the message to R-L2 ID-b and sets the destination field to UE1's Layer-2 ID (i.e. L2 ID1) retrieved from the mapping entry. UE-to-UE Relay sends the message to UE1.
	UE1 receives the authentication message and keeps track of R-L2 ID-b and RID. R-L2 ID-b is used as the destination on subsequent messages destined to UE3 and sent via the UE-to-UE Relay.
	Authentication and security establishment messages are exchanged between UE1 and UE3 via the UE-to-UE Relay. UE-to-UE Relay changes the source/destination Layer-2 IDs based on the information saved in its local mapping table.
Editor's note:	The Details of the authentication and security procedure will be investigated by SA WG3 group.
5.	Once the security is established, UE3 completes the unicast link establishment by sending a Direct Communication Accept message.
6.	UE-to-UE Relay receives the message and sets the source field of the message to the R-L2 ID-b as found in the mapping entry and sets the destination field to the UE1's L2 ID also from the mapping entry. UE-to-UE Relay sends the modified message to UE1.
7.	An "extended" unicast link is established between UE1 and UE3, via the UE-to-UE Relay. The extended link is secured end to end, i.e. a security association has been created between UE1 and UE3. Confidentiality and/or integrity/replay protected messages (i.e. data or PC5-S) may be exchanged between UE1 and UE3. The UE-to-UE Relay is not involved in the security association thus it cannot read nor modify the secured portion of the message (which excludes the source and destination fields).
In addition, the UE-to-UE Layer-2 Relay operation is also supported with the following principles:
-	UE-to-UE Relay selection.
	It may be the situation where multiple UE-to-UE relays can be used to achieve the indirect communication between the target UE and source UE. The selection of the UE-to-UE Relay may be based on local configured rules on the UE, or based on other UE-to-UE Relay selection solutions, e.g. "UE-to-UE Relay Selection Without Relay Discovery " described in clause 6.8.
-	QoS handling.
	During the process of the connection establishment between the Source UE1 and the Target UE3, the Source UE1 negotiates the PC5 QoS parameters with the UE-to-UE Relay UE and Target UE3 for fulfilling E2E QoS requirements. After that, PC5 QoS parameters for PC5 link between the Source UE and UE-to-UE Relay UE and PC5 link between the UE-to-UE Relay UE and Target UE are determined. AS layer configurations for PC5 QoS parameters in each PC5 link can be achieved according to legacy mechanisms in R16 V2X.
	QoS flow concept in particular can be reused between the Source UE and the Target UE, where the UE-to-UE Relay UE performs the necessary adaptation between two PC5 interfaces, i.e. PC5 for the Source UE and UE-to-UE Relay UE and PC5 for the UE-to-UE Relay UE and Target UE.
Editor's note:	The details of the adaptation between two PC5 interfaces are confirmed by RAN WG2.
-	Charging support.
	The charging for Source UE and Target UE can be based on charging usage information configuration and UE reporting usage information. Solution for charging usage information configuration can reuse the PCF based solution, i.e., Solution #14. Solution for UE reporting usage information can reuse SMF based or AMF based solution, i.e., Solution #13 or Solution #15.
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This clause presents the procedure of connection establishment via UE-to-UE Relay initiated by UE-to-UE Relay.


Figure 6.9.2.2-1: Connection establishment procedure via a UE-to-UE Relay initiated by UE-to-UE Relay
0.	This step is the same as step 0 of clause 6.9.2.1.
1.	This step is the same as step 1 of clause 6.9.2.1.
2.	UE-to-UE Relay announces its availability for UE-to-UE Relay operation by sending a broadcast Direct Communication Request message. The message is sent using the source Layer-2 ID and broadcast Layer-2 ID as its destination, and includes other parameters such as ProSe Application ID, UE's Application Layer ID, and relay applicable indication. The message can be send periodically, announcing its availability for serving other UEs in the area. Optionally, Relay Service Code obtained from PCF is also included in the message.
3.	The UEs around the UE-to-UE Relay receives the broadcast Direct Communication Request message. If UE1 wants to communication with other UEs via this UE-to-UE Relay, it triggers authentication and security establishment with the UE-to-UE Relay. Optionally, before that, UE1 should verify if it is configured with the Relay Service Code.
4.	UEs send the Direct Communication Accept message to the UE-to-UE Relay. The message includes its Application Layer ID and ProSe Application ID. After the unicast L2 link establishment, the UE-to-UE Relay stores an association of the UE's Application Layer ID and the unicast PC5 link. If the Relay Service Code is included in step 2, then the UE-to-UE Relay should check if the Relay Service Code provisioned by PCF can match the received Relay Service Code in step 2.
5.	[Optional] After step 4, the UE-to-UE Relay has gathered the connected UE list. The UE-to-UE Relay can announce the list via broadcast or send the list via the connected unicast PC5 link to each UE.
6.	If the Source UE (i.e. UE1) wants to connect to a Target UE (i.e. UE2) via the UE-to-UE Relay, it sends the request to UE-to-UE Relay using the established PC5 link during steps 2-4, and the request indicates that UE1 wants to connect to UE2 via the UE-to-UE Relay. UE2's Application Layer ID is in the request message.
7.	UE-to-UE Relays decides the PC5 link associated with UE2's Application Layer ID, and sends the request to UE2 using the determined PC5 link, and the request indicates UE1 wants to connect to UE2 via the UE-to-UE Relay. UE1's Application Layer ID is in the request message.
8.	If UE2 wants to connect to UE1 via the UE-to-UE Relay, it accepts the request.
9.	UE-to-UE Relay responds to the indirect connection request.
10.	This step is same as step 7 of clause 6.9.2.1. An "extended" unicast link is established between UE1 and UE2, via the UE-to-UE Relay.
The principles of UE-to-UE Relay selection, QoS handling and charging aspect are same with the corresponding description in clause 6.9.2.1.
6.9.2.23	Connection Management
[bookmark: _Toc43388329][bookmark: _Toc43735559][bookmark: _Toc43994132]6.9.2.23.1	Link Identifier Update via a Management Link with the UE-to-UE Relay
Figure 6.9.2.2-1 shows the link identifier update procedure when an extended PC5 link is used. The procedure uses a management link established between UE1 and the UE-to-UE Relay serving this extended link and another management link established between UE2 and the same UE-to-UE Relay.


Figure 6.9.2.2-1: Link Identifier Update procedure via a Management Link with a UE-to-UE Relay
0)	An "extended" unicast link is established between two peer UEs via a UE-to-UE Relay, i.e. as described in clause 6.9.2.1 with end-to-end security enabled.
1)	UE1 receives a trigger (e.g. privacy timer expiry or Application Layer ID change) to update its identifiers (i.e. Layer-2 ID, security information, Application Layer ID or IP address/prefix) associated to the extended link with UE2. UE1 establishes a secured unicast link with the UE-to-UE Relay for link management purposes, if such a link is not already established.
2)	UE1 updates its identifiers (i.e. Layer-2 ID, security information and optionally Application Layer ID and IP address/prefix) and sends a Link Identifier Update Request message to the UE-to-UE Relay via the management link. The message includes UE1's new Layer-2 ID and an indication (e.g. "extended link" indication) which specifies that the message is related to an extended link, i.e. it does not apply to the management link per se. The message also includes the UE-to-UE Relay's Layer-2 ID and UE1's Layer-2 ID used to identify the extended link.
a.	Other identifiers (i.e. security info, Application Layer ID and IP address/prefix) are not included since they are not used by the UE-to-UE Relay and should not be exposed to the UE-to-UE Relay.
3)	UE-to-UE Relay saves UE1's new Layer-2 ID in its mapping table, while preserving the current one, and updates its own Layer-2 ID to replace the current UE-to-UE Relay L2 ID used on the extended link and known by UE2. It replies with Link Identifier Update Response message including its new UE-to-UE Relay Layer-2 ID and the "extended link" indication.
4)	UE1 sends a Link Identifier Update Request message to UE2 including the new UE-to-UE Relay L2 ID received at step 3, UE1's updated security information and optionally new Application Layer ID and IP address/prefix.
a.	The Link Identifier Update Request message is used as usual, except for the new L2 ID parameter that carries the new UE-to-UE Relay L2 ID to be used by UE2.
5)	UE2 keeps track of the received parameters and establishes a secured unicast link with the UE-to-UE Relay for extended unicast link management, if no such management link already exists.
6)	As for UE1 in step 2, UE2 updates its identifiers associated to the extended link with UE1 and sends a Link Identifier Update Request message to UE-to-UE Relay via the management link. The Link Identifier Update Request message includes the "extended link" indication, the current UE-to-UE Relay's Layer-2 ID and UE2's Layer-2 ID (to identify the extended link) as well as UE2's new Layer-2 ID associated to the extended link.
7)	UE-to-UE Relay saves UE2's new Layer-2 ID in its mapping table, while preserving the current one, and updates its own Layer-2 ID to replace the current UE-to-UE Relay L2 ID used on the extended link and known by UE1. It replies with Link Identifier Update Response message including its new UE-to-UE Relay Layer-2 ID and the "extended link" indication.
8)	UE2 sends a Link Identifier Update Response message to UE1 including the new UE-to-UE Relay L2 ID received at step 7, UE2's updated security information and optionally new Application Layer ID and IP address/prefix. UE2 also includes the parameters received on the Link Identifier Update Request message at step 4.
9)	UE1 keeps track of the received updated parameters from UE2 and sends a Link Identifier Update Ack message to UE2, including the parameters received on the Link Identifier Update Response message at step 8.
10)	UE1 sends a Link Identifier Update Ack message to the UE-to-UE Relay, including the new UE-to-UE Relay Layer-2 ID received at step 3 and the "extended link" indication.
	UE2 sends a Link Identifier Update Ack message to the UE-to-UE Relay, including the new UE-to-UE Relay Layer-2 ID received at step 7 and the "extended link" indication. All UEs (i.e. UE1, UE2 and UE-to-UE Relay) start using the new Layer-2 IDs, new security information and optionally new Application Layer ID and new IP address/prefix.
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The solution has impacts in the following entities:
UE:
-	Needs to support procedures for ProSe 5G UE-to-UE Relay and communications via a ProSe 5G UE-to-UE Relay.
-	Needs to support procedures for extended communication management, via communication with a ProSe 5G UE-to-UE Relay.
* * * * End of changes * * * *
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