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Abstract of the contribution: this paper proposes to update solution #24 to delete the procedure of UAV and UAVC pairing re-authentication and re-authorization via AMF.
Discussion
[bookmark: OLE_LINK9][bookmark: OLE_LINK10]Because UAV and UAVC pairing authentication and authorization via AMF is not supported by the existing authentication and authorization solutions. So this pCR proposes to update solution #24 to delete the procedure of UAV and UAVC paring re-authentication and re-authorization via AMF.
Proposal
It is proposed to update solution #24.
First change
[bookmark: _Toc50481910]6.24	Solution #X24: UAV Re-authentication and Re-authorization
[bookmark: _Toc50481911]6.24.1	Introduction
This solution addresses Key Issue #2 and #3 to support UAV Re-authentication and Re-authorization, UAV and UAVC pairing re-authorization.
This solution is applicable to EPC and 5GS.
[bookmark: _Toc50481912]6.24.2	Functional Description
The UTM can trigger UAV re-authentication and re-authorization via UFES at any time. In 5GS, the AMF triggers UUAA procedure to re-authenticate and re-authorize the UAV. In EPS, the PGW initiates bearer modification procedure to transfer the re-authentication and re-authorization information via PCO.
The UTM can update the UAV and UAVC pairing authorization and RITI at any time. In 5GS, the AMF or SMF could be used to transfers the updated authorization data and RITI to UAV. In EPS, the PGW initiates bearer modification procedure to transfer the authorization data and RITI via PCO to UAV.
In this solution, the UFES could be an existing functionality, e.g. SCEF, NEF.
[bookmark: _Toc50481913]6.24.3	Procedures
[bookmark: _Toc50481914]6.24.3.1	5GS Procedures
6.24.3.1.1	UTM triggered UAV Re-authentication and Re-authorization in 5GS



Figure 6.24.3.1.1-1: UTM triggered UAV Re-authentication and Re-authorization
1.	The UTM requests the re-authentication and re-authorization for the UAV identified by the CAA-level3GPP UAV ID.
2-3.	[Conditional] If UFES does not maintain the serving AMF of the UAV, UFES gets AMF ID from UDM using Nudm_UECM_Get with the 3GPPCAA-level UAV ID in the received request in step 1. If UFES does not store the mapping between CAA-level UAV ID and 3GPP UAV ID, the 3GPP UAV ID is also included in the message of step 3.
4.	The UFES notifies Re-auth event to the AMF to re-authenticate/re-authorize the UAV using Nufes_UUAA_Notify with the 3GPP UAV ID and the UAV re-auth event.
5.	The AMF triggers the UUAA procedure.
[bookmark: _Toc50481915]6.24.3.2	UTM triggered UAV and UAVC pairing Re-authorization in 5GS
[bookmark: _Toc43397094][bookmark: _Toc43483490][bookmark: _Toc43483784][bookmark: _Toc50481916]6.24.3.2.1	Option 1: UAV and UAVC pairing re-authorization via AMF
The procedure is triggered by UTM to send the updated authorization data and RITI to the UAV via AMF. The AMF triggers UUAA procedure to send authorization data and RITI to UAV. The procedure is the same as the procedure in clause 6.24.3.1, with the following difference:
-	Step 1: The UTM also includes the UAV and UAVC pairing authorization data and RITI in the request.
-	Step 4: The UFES also includes the UAV and UAVC pairing authorization data and RITI in the notify service operation.
-	Step 5: The UAV and UAVC pairing authorization data and RITI in transferred via UUAA procedure.
[bookmark: _Toc50481917]6.24.3.21.2	Option 2: UTM triggered UAV and UAVC pairing Pairing reRe-authorization via SMF



Figure 6.24.3.1.2-1: UTM triggered UAV Re-authentication and Re-authorization
1.	The UTM requests to update the UAV and UAVC pairing authorization data and RITI.
2-3.	[Conditional] If the UFES does not maintain the serving SMF of the UE, UFES gets SMF ID from UDM using Nudm_UECM_Get service operation. If UFES does not store the mapping between CAA-level UAV ID and 3GPP UAV ID, the 3GPP UAV ID is also included in the message of step 3.
4.	The UFES notifies the UAV and UAVC pairing authorization data and RITI to the SMF to update the authorization using Nufes_UUAA_Notify.
5.	Option 1: The SMF sends PDU Session Modification Command to UAV. The message includes the UAV and UAVC pairing authorization data and RITI.
6.	Option 1: The UAV sends PDU Session Modification Command Ack to SMF.
7.	Option 2: The SMF triggers secondary authorization/authentication procedure. This step is the same as the steps 3b-4 in secondary authorization/authentication by an DN-AAA server during the PDU Session establishment in clause 4.3.2.3 in TS 23.502.

[bookmark: _Toc50481918]6.24.3.3	EPS Procedures
6.24.3.3.1	UTM triggered Re-authentication and Re-authorization in EPS


Figure 6.24.3.3.1-1: UTM triggered Re-authentication and Re-authorization in EPS
1.	The UTM sends UAV Re-auth request (CAA-level UAV ID, authorization data and RITI) to UFES.
2.	The UFES sends UAV operation request to PGW.
3.	The PGW initiated bearer modification procedure in clause 5.4.2.1 in TS 23.401 [10] to send authorization data and RITI to UE via PCO.
4.	The PGW sends UAV operation response to UFES. The message includes the information that the UE provided in PCO.
5.	The UFES sends UAV Re-auth response to UTM. The message includes the information that the UFES received in step 4.
[bookmark: _Toc50481919]6.24.4	Impacts on services, entities and interfaces
For 5GS:
-	The AMF is enhanced to trigger UUAA when re-auth event or authorization data is received
-	The SMF sends authorization data and RITI to UE via PDU Session modification command or secondary authorization/authentication procedure.
For EPS:
-	The PDN GW initiates bearer modification procedure to transfer re-authentication and re-authorization data in PCO.
For both EPS and 5GS:
-	An UFES function is introduced as described above. The UFES may be mapped to existing functionality, e.g. SCEF, NEF, AAA-P depending on the specific implementation of the interfaces between the 3GPP system and the UTM.
End of changes
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7. Option 2: Secondary authorization/authentication (step 3b-4 in clause 4.3.2.3 in TS 23.502)
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