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Abstract of the contribution: this contribution updates solution #21 to allow IMC in the UE being provisioned if the credential is not pre-configured.
1 Introduction
In solution #21 the IMC is proposed to be used by SNPN UE for IMS access security. But current solution doesn’t clarify how the IMC is configured in the UE.

From deployment perspective, the automatic provisioning of IMS credentials is valuable for a lot of vertical industry scenarios. It is therefore proposed that the IMC should be able to be configured into the UE by pre-configuration or by automatic provisioning.
This contribution proposes to use UE Parameter Update procedure to provision the IMC to the UE, considering that the IMS provider is the same administrative entity as the SNPN owner in this solution. The SNPN owner manages the IMC for its own SNPN UEs internally and provisions the IMC via UE Parameter Update procedure after the UE registers successfully on the SNPN network.
2 Proposal
It is proposed to capture the following changes to TR 23.700-07.
*** Start of first change ***
6.21.2
Functional Description
IMS (e.g. in TS 23.228 [16]) assumes an ISIM or USIM is used when the UE supports 3GPP access, but for support of SNPN the UE is not required to support USIM/ISIM.

During the "Common IMS" work in Rel-8, when IMS was extended to support fixed access (i.e. defined by ETSI TISPAN) and other wireless accesses (i.e. cdma2000), there were some provisions agreed for using the IMS by UEs supporting IMS that do not have SIM credentials.

Specifically, the term IMC (IMS Credentials) was introduced in TS 21.905 [1] defined as follows:

IMS Credentials (IMC): A set of IMS security data and functions for IMS access by a terminal that does not support any 3GPP access technology. The IMC is not including an ISIM or a USIM. The IMC is not used if ISIM or USIM is present.

As indicated in the IMC definition, the use of IMC is restricted to terminals that do not support any 3GPP access technology. This restriction obviously precludes the use of the IMS architecture in an SNPN that uses a 3GPP access technology.

To enable the use of IMS in an SNPN there is a need to update the 3GPP specifications in order to lift this restriction. Below is a non-exhaustive list of stage 1, stage 2 and stage 3 specifications that will need to be updated.

-
TR 21.905 [1] clause 1:

-
Current text: IMS Credentials (IMC): A set of IMS security data and functions for IMS access by a terminal that does not support any 3GPP access technology. The IMC is not including an ISIM or a USIM. The IMC is not used if ISIM or USIM is present.

-
New text: IMS Credentials (IMC): A set of IMS security data and functions for IMS access by a terminal that does not support any 3GPP access technology or a terminal accessing IMS in an SNPN. The IMC is not including an ISIM or a USIM. The IMC is not used if ISIM or USIM is present.

-
TS 23.228 [16] clause 4.3.3.1:

-
Current text: An ISIM application shall securely store one Private User Identity. For UEs supporting only non-3GPP accesses, if neither ISIM nor USIM is present, but IMC is present, the Private User Identity shall be stored in IMC. It shall not be possible for the UE to modify the Private User Identity information stored on the ISIM application or IMC.
-
New text: An ISIM application shall securely store one Private User Identity. For UEs supporting only non-3GPP accesses or a UE accessing IMS in an SNPN, if neither ISIM nor USIM is present, but IMC is present, the Private User Identity shall be stored in IMC. It shall not be possible for the UE to modify the Private User Identity information stored on the ISIM application or IMC.
-
TS 24.229 [11] clause 4.2 NOTE 1 and NOTE 3:

-
Current text: TS 33.203 [12] specifies that a UE attached to a 3GPP network has an ISIM or a USIM.

-
New text: TS 33.203 [12] specifies that a UE attached to a 3GPP network has an ISIM or a USIM. This restriction does not apply to UE accessing IMS in an SNPN.

-
TS 33.203 [12] clause 9:

-
Current text: This clause identifies requirements on the IMC to support IMS access security. The IMC is used to enable access using IMS AKA. The IMC may be used for IMS access by a non-3GPP-only terminal when specified in the access specific annexes of this specification. The IMC shall not used if ISIM or USIM is present.
-
New text: This clause identifies requirements on the IMC to support IMS access security. The IMC is used to enable access using IMS AKA. The IMC may be used for IMS access by a non-3GPP-only terminal or for IMS access in an SNPN when specified in the access specific annexes of this specification. The IMC shall not used if ISIM or USIM is present.
The existing mechanism define in the TS 23.501 [4] clause 5.16.3 for IMS voice except EPS fallback is re-used for SNPN, e.g.:

-
During the registration, the UE indicate the VoNR capability to NG-RAN.

-
In the registration accept, the AMF indicates the "IMS voice over PS Session Supported Indication" to the UE.

-
The SMF provides the P-CSCF address to UE during PDU session establishment for IMS DNN.

-
Support the usage of "Homogeneous Support of IMS Voice over PS Sessions" indication between AMF and UDM.

-
The EPS fallback is not supported;

-
The T-ADS is not supported.

A UE using IMC shall not contain a USIM or ISIM.

NOTE:
This excludes UEs which want to use in parallel to SNPN services and PLMN services.
A SNPN UE can be pre-configured with IMC or provisioned by SNPN via UE Parameter Update procedure after the UE registers on the SNPN successfully.
6.21.3
Procedures

The use of IMC is already supported by existing 3GPP specifications and there is no impact on existing procedures.

In this solution:

-
ISIM and USIM are not used.

-
The IMC with the information included in the IMC as specified in TS 33.203 [12], e.g. Private User Identity, Public User Identity and home domain name, are configured in the UE.
-
The SNPN may support provisioning the IMC to the UE instead of pre-configuration. In this case, the IMC is stored in SNPN UDM/HSS. After the UE registers on the SNPN, the UDM/HSS triggers UE Parameter Update procedure to send the stored IMC to the UE. The UE stores the IMC securely. 
-
There are no changes related to the storage format of the Private User Identity and Public User Identity in the HSS/UDM.

The specifications with procedures currently mandating a UE to use ISIM or USIM when 3GPP access is used are to be updated to allow usage of IMC for SNPNs.

NOTE 1:
Which specifications to be updated beyond the ones listed in the solution will be identified during normative phase.
NOTE 2:
SA WG3 needs to study security impacts and provide feedback to SA WG2.

NOTE 3:
IMC needs to be provisioned to the UE and the IMS network. The provisioning of IMC is out of scope of 3GPP.

6.21.4
Impacts on services, entities and interfaces

Enabling the use of IMS in an SNPN requires minor updates to specification text like those indicated in clause 6.21.2.
To further support provisioning of IMC, the UDM/HSS supports:

· Storage of IMC;

· Triggering UE Parameter Update procedure to send the stored IMC to the UE.
To further support provisioning of IMC, the UE supports receiving and securely Storing the IMC received via UE Parameter Update procedure.
*** End of changes ***
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