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[bookmark: _Toc462478989]Abstract of the contribution: This contribution discusses and recommends LDNSR placement in UPF and updates Solution #22, including removal of some ENs.
1	Introduction
Several solutions in the TR introduce a new Function, aka LDNSR, that coordinates DNS for AS discovery for an application with the 5GC connectivity for that application traffic. SA2 decided in #140e meeting to reduce the LDNSR placement alternatives for discussion to:
· LDNSR as part of PSA UPF
· LDNSR as a standalone NF
This pCR details further the functionality of LDNSR and SMF in the solutions. Then, based on that, it gives arguments for why LDNSR should be placed in UPF, and proposes updates in Solution #22. 
pCR addresses two other ENs in solution #22.
2	Discussion and Proposal
Several solutions in the TR introduce a new Function, aka LDNSR, that coordinates DNS for AS discovery and the connectivity for the application traffic. This function enables that it is possible to select an Edge AS for a potential Edge PSA that can be closer to the edge than current PSA. It then triggers an update of the PDU Session so that the ULCL/Edge PSA is inserted and the application traffic to Edge AS is broken out there.
These solutions include some form of variant of an LDNSR: #3, #6, #8 ,#9, #11, #12 and #22 though referring to it with different names, where Solution #22 can be considered an attempt to have a common solutions that builds on the values of all of them.
Procedures are not exactly the same, but solutions have in common that:
· The User location needs to be mapped into a candidate DNAI/Local PSA for the Application Traffic, and then either into a Local DNS or an Edge DN client subnet address. That information is then used in the DNS Query handling.
· A PDU Session needs to be updated to add a Local PSA either Triggered by the DNS Query and the candidate PSA (bullet above) or triggered by the EAS selected by the DNS as received in the DNS response. 
However, the placement of LDNSR is not decided. The placement alternatives for discussion after SA2 #140e are:
· LDNSR as part of PSA UPF
· LDNSR as a standalone NF
Taking Solution #22 as bases, the role of LDNSR and SMF in the solution can be summarized as follows:
SMF:
- Instructs LDNSR on how to act when a DNS Query/DNS Response for the EC Application Domain Names is received (else that would be locally configured in LDNSR and apply same to all EC subscribers). 
- Determines the potential Edge PSA, and to map the user location into DNAI/Local PSA for the Application Traffic, and provides to LDNSR either a Local DNS or an Edge DN client subnet address (ECS) according to the potential Edge PSA selected, as needed for the DNS Query handling of an EC Application Domain Name.
- Decides on whether updating the PDU session upon request by LDNSR. It manages the PDU Session Update considering the Application (on DNS Query) and the Edge AS selected (on DNS response) and informs LDNSR when that is done. 
LDNSR:
- Terminates the DNS secure connection with the DNS client in the UE if needed.
- Acts upon receiving a DNS query/response according to SMF instructions (or Local configuration), including forwarding the DNS Query to SMF if needed (option 2b). Including contacting the SMF for a PDU Session Update.
LDNSR Placement
From TS 23.501 clause 6.3.3.1 in User Plane Function Selection: “The selection and reselection of the UPF are performed by the SMF by considering UPF deployment scenarios such as centrally located UPF and distributed UPF located close to or at the Access Network site. The selection of the UPF shall also enable deployment of UPF with different capabilities, e.g. UPFs supporting no or a subset of optional functionalities”.
When LDNSR is part of UPF, LDNSR UPF function can be defined as an optional capability. It can either be supported in a UPF with no other UPF optional functions (other functions if needed are then provided by additional UPFs chained for the PDU Session). Or LDNSR can be supported by a UPF that supports more functions. Specifications preclude neither and modular implementations are possible. Architecture is flexible as it is not assuming a specific deployment. 
Then if LDNSR actions on the DNS Queries of a user are to take subscription information into account (e.g. user is entitled for EC for certain applications only), then LDNSR looks like a UPF entity from SMF point of view too. N4 Session management Procedures allow SMF:
-   To create and manage a UPF session which is bound to the PDU Session. The management of the UPF N4 Session is one aspect of the PDU Session management itself, that guarantees their binding and alignment. 
-   To provide UPF, among other, instructions for how to handle traffic or for when SMF should be notified, including matching rules for how to differentiate certain traffic from the rest.
-   To have user data forwarding between UPF and SMF 
Which implies N4 procedure scope and purpose seems well aligned with what is needed for SMF-LDNSR. Session binding or user data forwarding to SMF (needed for solution #22 option 2b) may be used as such, whereas providing LDNSR with subscription aware instructions related to DNS may require some extensions. 
If LDNSR is in a separate NF, to pair the functionality achieved with UPF alternative, we get yet another NF that couples its session state to the SM context in SMF and requires ad-hoc procedures for session binding and control. They need to cope with normal operations, but also address fault situations which may involve mechanisms for recovery and cleanup (new procedures need to be defined how LDNSR and SMF should behave when their states go out of sync).
If LDNSR is in a separate NF, there are additional specific issues that need to be solved: the LDNSRs need to find the SMF and SM context ID in SMF. This will be some extra signaling. Also overlapping IP addresses may be used for Ipv4, and LDNSR needs to be configured with its IP domain, else the SMF and the SM context cannot be resolved.
The recommendation is to specify LDNSR as a UPF Functionality.
The proposal is to update Solution #22 to clarify LDNSR and SMF roles and to update and add some details to the solution for the placement recommended, i.e. LDNSR is a function of UPF.
This contribution also removes following ENs in Solution#22:
Editor's note: It is FFS whether the alternative is needed where LDNSR could be instructed to notify SMF when ECS is in the DNS response.
Using ECS as matching condition in the DNS response reduces significantly the amount of information that SMF needs to provide to LDNSR over N4. It should be supported.

Editor's note:	It is FFS whether the LDNSR fetches from SMF information needed to build ECS or whether the SMF pushes this information (e.g. when UE has moved to an area where new traffic offload conditions may take place).
Proposal is to allow both options, because whether to use one or the other is a configuration issue. For a DNS FQDN match: SMF could instruct UPF to, either forward the DNS Query (including the parameters) or notify SMF such event. At notification, SMF provides then the instructions and parameters to forward the DNS Query. 

************* Start Changes *************
[bookmark: _Toc43317366][bookmark: _Toc43374838][bookmark: _Toc43375299][bookmark: _Toc43801823][bookmark: _Toc43806089][bookmark: _Toc43806396][bookmark: _Toc50466889][bookmark: _Toc50468233][bookmark: _Toc50468503][bookmark: _Toc50468774][bookmark: _Toc50630699][bookmark: _Toc50631201]6.22	Solution #22: DNS based EAS discovery supporting session breakout
This solution is for Key Issue #1 on DNS based EAS discovery supporting session breakout.
[bookmark: _Toc43317367][bookmark: _Toc43374839][bookmark: _Toc43375300][bookmark: _Toc43801824][bookmark: _Toc43806090][bookmark: _Toc43806397][bookmark: _Toc50466890][bookmark: _Toc50468234][bookmark: _Toc50468504][bookmark: _Toc50468775][bookmark: _Toc50630700][bookmark: _Toc50631202]6.22.1	Description
[bookmark: _Toc43317368][bookmark: _Toc43374840][bookmark: _Toc43375301][bookmark: _Toc43801825][bookmark: _Toc43806091][bookmark: _Toc43806398][bookmark: _Toc50630701][bookmark: _Toc50631203]6.22.1.1	Deployment assumption of the solution
Centralized DNS (C-DNS) server is centrally deployed by MNO or 3rd party and responsible for resolving the UE DNS queries into a suitable Edge Application Server (EAS) IP address.
Localized DNS (L-DNS) resolvers/servers may be locally deployed within edge hosting environment, and responsible for resolving the UE DNS queries into a suitable EAS IP address within the Local DN. The L-DNS resolvers/servers may or may not have connectivity with C-DNS server depending on the deployment. The L-DNS resolvers/servers may be deployed by MNO or 3rd parties.
NOTE 1:	The C-DNS server and/or L-DNS resolvers/servers may use an anycast address.
NOTE 2: The C-DNS server or L-DNS resolvers/servers may contact any other DNS servers for recursive queries, which is out of control of 5GS and not described in the solution apart that the authoritative DNS server may support the DNS ECS option. The C-DNS server or L-DNS resolvers/servers can be different from the authoritative DNS server for the target domain name.


Figure 6.22.1.1-1: Target deployment scenario of the solution
The solution requires a new Functionality, an enhanced DNS Forwarder here referred to as "LDNSR". LDNSR supports Edge AS Discovery using DNS using knowledge of the 5GC connectivity of the UE. LDNSR is a function of UPF.
[bookmark: _Toc43317369][bookmark: _Toc43374841][bookmark: _Toc43375302][bookmark: _Toc43801826][bookmark: _Toc43806092][bookmark: _Toc43806399]Editor's note:	It's FFS whether the LDNSR is part of PSA UPF or a standalone 5GC NF.
[bookmark: _Toc50630702][bookmark: _Toc50631204]6.22.1.2	PDU session establishment
When the UE sets up a PDU session a PSA is allocated: this PSA may be a central PSA.
ULCL/BP/local PSA insertion can be triggered by user traffic ("dynamic ULCL/BP/Local PSA insertion") or by other means before user traffic ("pre-established ULCL/BP/Local PSA insertion"):
-	Pre-established ULCL/BP/Local PSA insertion can be done before the UE sends out actual DNS queries or traffic to be locally routed, e.g. at PDU Session establishment or be triggered by AF influence on routing related PCC rules. SMF sets up filters in ULCL/BP for steering to Local PSA of both the edge application traffic and the DNS messages towards L-DNS.
	When the L-DNS resolvers/servers do not have connectivity with C-DNS servers, specific mechanisms need to nevertheless support DNS translation for domains not corresponding to the edge resources (DNS requests not targeting the edge application domain). Alternative options are further described in clause 6.22.2.
NOTE 3:	Encrypted DNS traffic requires that only L3/L4 filters can be used in ULCL/BP (e.g. DNS Query destination IP address is used) for DNS traffic detection/ steering. Same filters can be used at all locations if Anycast addresses are used for L-DNS.
-	Dynamic ULCL/BP/Local PSA insertion is triggered by the DNS messages related with EAS FQDN resolution. It requires LDNSR involvement and different modes are possible. LDNSR behaviour is described below.
NOTE 4:	The pre-established option can be combined with options using LDNSR if it is not wanted that all DNS traffic is handled in the L-DNS in deployment.
[bookmark: _Toc43317370][bookmark: _Toc43374842][bookmark: _Toc43375303][bookmark: _Toc43801827][bookmark: _Toc43806093][bookmark: _Toc43806400][bookmark: _Toc50630703][bookmark: _Toc50631205]6.22.1.3	DNS resolution with Pre-established UL CL/BP/L-PSA
5G core functions (PCF, UDR) can be configured by AF traffic influence routing with the list of DNAIs and IP addresses where the edge application servers are deployed and the traffic filters corresponding to the service to be steered. These apply to all services to be steered including DNS messages. The traffic filters may include the IP address or FQDN of the Local DN deployed service, L-DNS IP address.
[bookmark: _Hlk41654442][bookmark: _Toc43317371][bookmark: _Toc43374843][bookmark: _Toc43375304][bookmark: _Toc43801828][bookmark: _Toc43806094][bookmark: _Toc43806401]Traffic can be steered based on ULCL/BP filters for all DNS messages (DoH, DoT, Do53), and traffic to applications (to EAS).
In the configuration phase, traffic filters for each Local DN deployed service and the DNAI are configured using AF traffic influenced routes. PCF stores the list of traffic filters for each DNAI. This uses 3GPP Rel-16 mechanisms.
During PDU session establishment, traffic filters are installed in ULCL/BP using 3GPP Rel-16 mechanisms.
The UE may be configured with DNS resolver IP address per UE interface(e.g. per (DNN, S-NSSAI) using PCO, or use application specific DNS configurations (DoH, VPN), This may be further refined by other solutions.
The pre-established traffic filters are used to steer DNS requests to the closest Local DN or DNAI for EAS discovery. The L-DNS may add an edns-client-subnet (ECS) EDNS0 option before using recursive requests to reach an authoritative DNS server for the target domain.
[bookmark: _Toc50630704][bookmark: _Toc50631206]6.22.1.4	DNS resolution before and after Dynamic UL CL/L-PSA insertion
LDNSR is part of UPF. It is an optional UPF function. When supported by UPF, UPF needs to indicate so in the association set-up procedure with SMF.
During PDU Session Establishment, and if this functionality applies to a PDU Session (e.g. when subscriber is entitled for EC services), SMF selects a UPF that supports LDNSR. The LDNSR address is providedconfigured as DNS server address to the UE during PDU session establishment by SMF via PCO.

LDNSR have visibility of the DNS parameters. In case DoT [10], DoH [11] or DNS over DTLS[x1] is used, LDNSR terminates the DNS security. The LDNSR is operated by the serving PLMN. LDNSR does not apply in case the security (e.g. for DoT) of the interaction between the UE and its DNS server shall be terminated in a 3rd party (corporate) domain.
[bookmark: _Hlk49093341]Editor's note:	It is FFS whether Dynamic UL CL/L-PSA insertion can apply in HR case.
The EAS discovery can happen in two phases:
-	Phase 1: Before Dynamic UL CL/BP/L-PSA insertion
	Option 1: LDNSR receives UL DNS query, inserts an ECS option, which includes an IP address/prefix obtained from SMF, into the DNS query and sends to C-DNS. The ECS option is related with the user location and possibly the requested FQDN.
	Option 2a: LDNSR receives UL DNS query, and it forwards the UL DNS Query to a L-DNS. The L-DNS address is related with the user location and possibly requested FQDN.
Option 2b: LDNSR receives UL DNS query determines the L-DNS address butand forwards it to SMF so it can be sent to L-DNS via 5GC when LDNSR cannot send traffic to the L-DNS directly. This is further described in clause 6.22.2.
	For above options, the SMF is notified by the LDNSR when conditions on the DNS response are met. These conditions are set by the SMF. Upon such notifications the SMF triggers UL CL/L-PSA insertion. In order to support different scenarios, LDNSR may be requested to notify SMF based on, EAS IP address in DNS response or ECS presence in DNS response and/or FQDN.
As an optimization and if DNS request is sent in clear, SMF may optionally configure UL CL to local route some subsequent DNS queries based on FQDNs supported by the Local DN/DNAI. This corresponds to option 3 described as part of phase 2 below.
-	Phase 2: After Dynamic UL CL/BP/L-PSA is inserted
	Unless configured to be locally routed (see option 3), LDNSR receives subsequent DNS Queries.
	For queries related to that same FQDN from same UE, LDNSR can follow the procedure as described in Options 1&2 above (e.g. when previous decisions should be reconsidered).
	For requests related to new FQDNs, the process is as described in Phase 1. The information of the already inserted UL CL/BP/ Local PSA can also be considered in Option 1 & 2 above.
	When LDNSR is configured to apply UE redirect for an FQDN, ULCL has also been configured by SMF to locally divert to Local PSA the DNS Queries to L-DNS (e.g. on Destination IP address).
	Option 3: If in Phase 1 SMF configured a FQDN query can be local routed on the UL CL, then the subsequent DNS queries for the FQDN will be locally routed to the Local DNS Resolver. The Local DNS Resolver will:
a)	Either forward the DNS query to a L-DNS Server (this can be done by various way listed in sol 4 and sol 20), so that the L-DNS Server can add ECS option based on its own configuration (sol 4/ sol 20) and do recursive DNS resolution if the L-DNS Server cannot resolve the EAS IP address.
b)	Or forward the query to C-DNS server, which assume that the deployment should ensure DNS query packet has topologically correct UE source address when DNS resolver gets it (NAT at local DNrewrites the UE address to an address referring to the L-PSA (and the reverse on the downstream packet))
NOTE:	Options 3 assumes that either ULCL steering is based on L3/L4 information or ULCL has visibility of the DNS traffic.
Editor's note:	Whether it is feasible to send DNS query, which intent to LDNSR, to Local DNS Resolver is FFS.
The above options for the EAS discovery using LDNSR can be described in Figure 6.22.1.4-1.




Figure 6.22.1.4-1: Options for the EAS discovery using LDNSR for PDU session breakout
The potential Edge PSA for the PDU Session is selected by SMS that maps user location into DNAI/Local PSA for the Application Traffic. That may require (specified already for an Rel-16 SMF):

-	Information of the topology of UPFs and N6 accesses to the DNs. 
-	Application Layer information received via R’16 AF influence on routing API. 
-	PDU Session information, e.g. any already established PDU Session Edge PSA.
Depending on the option, SMF provides to LDNSR either a Local DNS (options 2a&b) or an Edge DN client subnet address (option 1) according to the selected DNAI/Local PSA.
SMF instructs LDNSR on how to handle the DNS Query/DNS Response for the EC Application Domain Names over N4. The N4 session context for a PDU Session at the UPF(LDNSR) may contain structured control information for how the LDNSR functionality needs to behave.
Examples of such actions are, for certain AS-FQDNs:
-   Forward the DNS Query to a specific DNS Resolver (e.g. an L-DNS provided by SMF) or to a default one.
-   Forward the DNS Query to a DNS Resolver after including an ECS header (provided by SMF).
-   Forward the DNS query to SMF.
-   Redirect the DNS Query to another DNS Resolver.
-   Forward the DNS Response to the UE.
And/or Notify SMF when certain conditions are met at DNS Query/DNS Response (as that may trigger a session update).

[bookmark: _Toc43317372][bookmark: _Toc43374844][bookmark: _Toc43375305][bookmark: _Toc43801829][bookmark: _Toc43806095][bookmark: _Toc43806402][bookmark: _Toc50466891][bookmark: _Toc50468235][bookmark: _Toc50468505][bookmark: _Toc50468776][bookmark: _Toc50630705][bookmark: _Toc50631207]6.22.2	Procedures

[bookmark: _MON_1661237968]L-DNS server/resolver



Figure 6.22.2-1: DNS resolving in session breakout scenario
The AF may provide EAS deployment information to UDR via Nnef_TrafficInfluence, this includes FQDNs, IP addresses/prefixes, Local DNS resolver/server IP address(es) per DNAI.
The SMF gets the information from PCF (PCC rule) during PDU session establishment. During PDU Session Establishment procedure, the address of C-DNS server or LDNSR is provided by SMF via PCO to UE (LDNSR is provided if Dynamic UL CL/L-PSA insertion applies). Steps 1 - 6 are processed for each DNS request if UL CL/BP is not inserted or if UL CL/BP is not configured to locally route DNS query to local PSA after insertion.
For the "pre-established" ULCL/BP/L-PSA scenario, the SMF performs UL CL/BP/L-PSA selection and insertion based on UE location and sets up uplink filter rule on UL CL/BP. Steps 1, 7 are processed for each DNS request if UL CL/BP is configured to route DNS query to Local PSA.
The SMF may provide to the LDNSR for the EC FQDNs
[bookmark: _Hlk49092626][bookmark: _Hlk49101932]	Option 1: The ECS option (IP address corresponding to DNAI available to UE's location).
	Option 2a: The address of L-DNS server serving the DNAI available to UE's location.
	Option 2b: Indicates LDNSRIndication to forward to SMF the DNS query with FQDN(s) corresponding to DNAI which has no direct connectivity to LDNSR.
Editor's note:	It is FFS whether at PDU session establishment, the SMF needs to notify the LDNSR AF (without involving NEF or PCF) on PDU Session Status including SMF ID, GPSI and UE IP address. This need depends on the nature of the interface between SMF and LDNSR.
At PDU session establishment and update (e.g. during UE mobility), SMF may instruct UPF(LDNSR) over N4 on how to handle the DNS Query/DNS Response of the PDU Session for relevant FQDNs. The N4 session context for a PDU Session at the UPF(LDNSR) contains then structured LDNSR control information.
Based on the UE location, at PDU session establishment and update (e.g. during UE mobility) the SMF may determine the candidate Edge PSA for the PDU Session and may provide the LDNSR with ECS option and L-DNS server address for the relevant FQDNs as needed.
The SMF may also provide the IP range(s) that shall trigger the LDNSR to notify SMF when the IP address (of EAS) in DNS response is within one of these the IP range(s). As an alternative, for option 1, LDNSR could be instructed to notify SMF when ECS is in the DNS response (ECS is provided in the DNS Response when that has been used by DNS to select an AS IP address [7]).

[bookmark: _Hlk49524644]Editor's note:	It is FFS whether the alternative is needed where LDNSR could be instructed to notify SMF when ECS is in the DNS response.
At PDU session establishment and during UE mobility, the SMF may also provide the LDNSR with instructions for the FQDNs that, when received in the DNS query, will trigger the LDNSR to report this event fetch and get the forwarding parameters from the SMF (option 1 and 2a) while holding the DNS Query or to forward the DNS query to the SMF (option 2b) in step 3 of the following procedure.
NOTE: For a DNS FQDN match: SMF could instruct UPF to, either forward the DNS Query (including the parameters) or notify SMF such event. At notification, SMF provides then the instructions and parameters to forward the DNS Query. Both options are possible. 

[bookmark: _Hlk49524764]Editor's note:	It is FFS whether the LDNSR fetches from SMF information needed to build ECS or whether the SMF pushes this information (e.g. when UE has moved to an area where new traffic offload conditions may take place).
1.	The UE sends a DNS query including the requested FQDN.
2.	If an ULCL/BP exists and the DNS query matches the uplink filter rule on UL CL/BP to route the DNS query to Local PSA, then step 3 to 6 are skipped. Otherwise, if destination is LDNSR and that is allowed for the PDU Session the PSA1 UPF forwards handles the received DNS query to withthe LDNSR functionality.
3a.	Based on the configuration instructions received from the SMF for the FQDN in the DNS query, the LDNSR determines the applicable action and forwarding parameters:
	Option 1: The IP address to add as ECS DNS option. This IP address is provided by SMF. The address may corresponds to the DNAI/Local PSA associated selected by the SMF forwith the UE location and a target domain.
	Option 2a (with direct connectivity between LDNSR and L-DNS): The address of L-DNS server towards which to propagate a DNS request. This L-DNS address is provided by SMF andmay corresponds to the DNAI/Local PSA associatedselected by the SMF with for the UE location and a target domain..
	Option 2b (without direct connectivity between LDNSR and L-DNS): The LDNSR requests theforwards the DNS Query to SMF that via 5GC forwards it to L-DNSto forward a DNS query (in step 5).
	Depending on N4 session context in UPF, UPF(LDNSR) may as well forward the DNS Query to a default C-DNS (e.g. FQDN Application is not to be served at edge for this PDU Session).
3b The LDSNR may have been instructed to notify the DNS Query for certain FQDN to getfetch these forwarding parameters from the SMF by providing the FQDN to the SMF in this step. 

4a-4b:	Option 1: The LDNSR adds the IPv4 subnet or IPv4 address or IPv6 prefix provided sioned by SMF in step 3 as ECS option as specified in RFC 7871 and sends it to C-DNS server. The C-DNS returns the DNS response including EAS IP address and ECS if that has been considered in the selection [7].
4c-4d:	Option 2a (with direct connectivity between LDNSR and L-DNS): the LDNSR sends the DNS query to the L-DNS server provisioned by SMF and get the DNS response including the EAS IP address.
For both 4a-4b and 4c-4d, After receiving the DNS response, the LDNSR may notify SMF with IP address of EAS and FQDN if certain criteria set by SMF are matched, e.g., the IP address of EAS in DNS response is within the IP range(s) indicated by SMF, ECS is included in the response, or the FQDN is matched. Then, SMF decides whether to trigger the insertion of the ULCL/Local PSA.
LDNSR may be instructed to buffer the DNS Response till SMF instructs different (e.g. when an SMF action triggered by the notification is done).
5a.	The SMF decides DNAI and performs UL CL/L-PSA selection and set up. The DNAI and UL CL/Local PSA WG2 is selected based on the information provided by LDNSR to ensure the selected local PSA and EAS are corresponding to same DNAI.
	Option 2b: If the LDNSR requested the SMF to forward the DNS query in step 3, the SMF sends the DNS query to the address of the local DNS server via the Local PSA WG2. The SMF configures the Local PSA WG2 to forward the DNS response to the SMF. When receiving the DNS response, the SMF forwards it to the LDNSR. After receiving the DNS response, the LDNSR may notify the SMF with IP address of EAS as in option 1 and 2a. The SMF may perform update of the ULCL/L-PSA based on this notification as in option 1 and 2a..
	Optionally, the SMF may configure the L-DNS address into ULCL to be diverted to L-PSA. In order to redirect subsequent DNS queries directly to the L-DNS, the LDNSR acts as an iterative DNS server and redirects the DNS Query to the L-DNS selected for the UE Location by responding with a referral to the UE. This triggers the UE to send a new DNS query towards the L-DNS.
	As an optimization, the SMF may configure uplink forwarding rules on UL CL to route the traffic and (if the SMF is configured to determine that the DNS traffic is not encrypted) subsequent DNS queries for FQDNs corresponding to the DNAI to the Local PSA WG2 (as option 3a in step 7).
5b. In the case of IPv6 multi-homing, the SMF notifies the UE of the availability of the new IP prefix @ PSA WG2 using an IPv6 Router Advertisement message (RFC 4861 [32]). Optionally, in this RA message, the SMF may notify UE the new address of DNS server (RFC 8106 [33]) and indicate the UE to contact with DHCP server to get the DNS-related configuration information (RFC 4861 [32]), which is used to select DNS server for a target FQDN (RFC 6731 [26]).
	Also, the SMF sends IPv6 multi-homed routing rule along with the IPv6 prefix to the UE to influence the selection of the source Prefix for the subsequent DNS queries (RFC 4191 [29]) as described in TS 23.501 [2] clause 5.8.2.2.2. The SMF may re-configure the UE for the Source IP prefix @ PSA1.
6.	The LDNSR sends DNS response to UE via PSA1.
	In the case of IPv6 multi-homing, if the DNS-related information is configured on UE, the UE decides the DNS server to use for the subsequent DNS queries. Otherwise, the UE uses the DNS server address provided in the PCO during PDU session establishment. Further, the UE selects the source IP prefix based on the IPv6 multi-homed routing rule provided by SMF.
7.	Option 3a and "pre-established" case: Based on the uplink forwarding rules, if an ULCL exists and the query matches the uplink filter rule on UL CL, the UL CL route the DNS query to local PSA WG2, and then local N6 routing forwards to Local DN. If no filter is present in ULCL, the DNS request is routed to PSA-1. AF influenced routes with anycast service address may be used to provision PCF which is then used during PDU session establishment to setup traffic filters in ULCL. All application traffic including Do53, DoT and DoH requests are steered using this mechanism.
	The DNS query may be routed to a local DNS resolver/L-DNS which then resolves the DNS Query or forwards it for resolution. It may derive an ECS option (using locally configured value or the source address/prefix of the received DNS request), then send the DNS query to Authoritative DNS server using the ECS option. Alternatively, the DNS query may be routed to C-DNS via Local N6 or DN. The deployment should ensure the DNS query packet has topologically correct UE source address when DNS resolver gets it, e.g. via NAT in Local DN. See Figure 6.22.1.4-1.
	The local DNS resolver or C-DNS server sends DNS response to the UE by retracing the forward path.
	Option 3b:
a.	The local DNS resolver modifies the packet's destination IP address (corresponding to a default DNS server) to that of the L-DNS and stores the original IP address (Default-DNS-IP) and the packet's source IP address (corresponding to UE's IP address) to its own (i.e. the local DNS resolver's) IP address and stores the original source IP address (UE-IP) for later processing.
b.	The local DNS resolver then forwards the modified DNS request to the L-DNS and processes as follows:
-	If the L-DNS can resolve the IP address for the requested FQDN of EAS, it responds to the local DNS resolver with the desired IP address of the local EAS.
-	If the L-DNS cannot resolve the IP address for the requested FQDN of EAS and the L-DNS is not connected to the C-DNS, it responds to the local DNS resolver with DNS Response without including the IP address of EAS or indicating that it could not resolve the FQDN.
-	If the L-DNS cannot resolve the IP address for the requested FQDN of EAS but it is connected to a C-DNS, it communicates with the C-DNS to recursively resolve the EAS IP address.
c.	The local DNS resolver receives a DNS Response including empty value:
-	The local DNS resolver forwards the original DNS request (the one that had originally arrived from the UL CL/BP UPF) back to the UL CL/BP UPF.
-	The UL CL/BP UPF forwards the original DNS Request from local DNS resolver to the remote PSA UPF via N9.
NOTE 6:	Option 1 and 2 can be still applicable in Phase 2 if the requested FQDN is not configured to be local routed on the UL CL or the DNS traffic is encrypted.
[bookmark: _Toc50630706][bookmark: _Toc50631208]6.22.2.1 Mapping of GPSI from UE IP address
Editor's note:	This whole clause is FFS. If the LDNSR is part of UPF, the clause is not needed. This also relates to the FFS whether the SMF provides the ECS option / address of L-DNS server during PDU session establishment or during UE mobility or whether the LDNSR fetches the information from SMF;
[bookmark: _Hlk48047112]The LDNSR AF subscribes to the NEF on "PDU Session Status" events for the UE (TS 23.502 [3] Table 4.15.3.1-1); the LDNSR AF uses the GPSI to identify the UE (TS 23.502 [3] clause 5.2.6.2.2 Nnef_EventExposure_Subscribe operation). The subscription can be done contextually with AF influence on traffic routing (TS 23.502 [3] clause 4.3.6.1).
At PDU Session establishment the SMF notifies the AF on the PduSessionStatus including the SMF ID, the UE IP address (TS 29.508 [31] clause 4.2.2.2) and the GPSI. Finally, the LDNSR AF stores the association between GPSI and UE IP address and the SMF ID. This option does not have any new requirement to 3GPP specifications.
[bookmark: _Toc43317373][bookmark: _Toc43374845][bookmark: _Toc43375306][bookmark: _Toc43801830][bookmark: _Toc43806096][bookmark: _Toc43806403][bookmark: _Toc50466892][bookmark: _Toc50468236][bookmark: _Toc50468506][bookmark: _Toc50468777][bookmark: _Toc50630707][bookmark: _Toc50631209]6.22.3	Impacts on services, entities and interfaces
UE:
-	In case of IPv6 multi-homing, the UE receives the DNS-related configuration information for the PDU Session and selects the DNS server to be used for DNS queries of a specific FQDN.
SMF:
-	Configure UE with the address of LDNSR as the DNS server during PDU session establishment via PCO.
-	the SMF provides the LDNSRUPF over N4 with instructions for DNS Query/Response handling in LDNSR and with additional information like:
-	Option 1: the IP address to add as ECS DNS option.
-	Option 2a (with direct connectivity between LDNSR and L-DNS): the address of L-DNS server towards which to propagate a DNS request.
-	Option 2b (without direct connectivity between LDNSR and L-DNS) the requirement (with relevant filters) to forward a DNS request to the SMF
Editor's note:	The impact related to the interface used by the SMF to provide the LDNSR with the information is FFS.
-	Conditions on the DNS Query/DNS response that request LDNSR to notify the SMF e.g. to get the above information
-	Dynamically (upon LDNSR notifications) inserts ULCL and local PSA and optionally configures the traffic routing rule to ULCL/BP for subsequent DNS queries targeting FQDNs supported by the DNAI.
-	In case of IPv6 multi-homing, the SMF indicates the UE to contact the DHCP server to get the DNS-related configuration information for the PDU Session.
[bookmark: _GoBack]-	For DNS Queries forwarded to SMF, it routes them to L-DNS via applicable L-PSA (Option 2b).

UPF:
UPF as an ULCL:
-	Optionally, the ULCL is configured with uplink forwarding rules to route the traffic and DNS queries for FQDNs ranges to the Local PSA WG2 (assuming DNS traffic is not ciphered).

UPF as PSA:
-  UPF supports new LDNSR functionality. When supported, UPF indicates so in the association set-up procedure with SMF.
-  Authorizes LDNSR for DNS traffic to LDNSR based on SMF instructions.

UPF PSA LDNSR:
-	performs the role of a DNS Resolver that handles DNS Query/Response and performs interactions with the SMF as instructed by SMF over N4. LDNSR has visibility of the DNS parameters. In case DoT [10], DoH [11] or DNS over DTLS[x1] is used, LDNSR terminates the DNS security.

-	the LDNSR is configured by the SMF over N4 on how to handle the DNS Query/DNS Response in the PDU Session for relevant FQDNs. The N4 session context for a PDU Session at the UPF(LDNSR) contains structured LDNSR control information., including when applicable over N4:with:
-	Option 1: the IP address to add as ECS DNS option.
-	Option 2a (with direct connectivity between LDNSR and L-DNS): the address of L-DNS server towards which to propagate a DNS request.
-	Option 2b (without direct connectivity between LDNSR and L-DNS) the requirement (with relevant filters) to forward a DNS request to the SMF
-	Any Conditions on the DNS query/response that request LDNSR to notify the SMF
-	LDNSR The handling of DNS messages includesin the LDNSR:
-	Option 1: the LDNSR adds ECS option in DNS query message before forwarding to another DNS.
-	Option 2a: the LDNSR redirects forwards the DNS query to the L-DNS.
-	Option 2b: the LDNSR forwards the DNS query to the SMF and receives the DNS response from SMF.
-	The LDNSR may be provided with the IP range(s) and indicated be instructed by SMF to notify the IP address of EAS (in DNS response) to SMF if the IP address of EAS in DNS response matches the IP range(s). The LDNSR may also notify the IP address and FQDN in the DNS response to SMF if FQDN is matched) or if ECS is included in the response (option 1 only)..
PCF
-	Optionally allow AF to provide PCF with Traffic Influence routing per service address
N6 Interface:
Impacts introduced by Option 3b is as described in clause 6.20.3 with replacing DNS Inspector with DNS Resolver.
Editor's note:	the impacts above (option 3b/ in clause 6.20.3) need to be clarified

*************** End Changes ***************
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