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Abstract of the contribution: We address outstanding questions regarding the relationship to release 16 VLAN handling mechanisms.  
Introduction
The paper discusses the outstanding Editor’s notes for Solution 20 on CNC controlled VLAN configuration. 
Relationship to release-16 VLAN support
The SMF controlled rules in the UPF are able to filter on Ethernet header fields including the VLAN ID(s), and can add or remove VLAN ID fields for an Ethernet frame under the SMF control. This may be sufficient in 3GPP-only environments where the SMF has full knowledge and control over the whole Ethernet network. 
In the general case, however, an Ethernet network (which may also support TSN) is integrated into a network that may include non-3GPP components, such as fixed Ethernet segments. As is the case with TSN, the network may be centrally controlled by a CNC. It is very important for industrial deployments to be able to control the full network domain from a single central controller, and this makes it necessary to support CNC provided VLAN configuration. Such central control from a CNC is not currently supported by release 16. Note that in common deployments, it may be necessary to support dozens of VLANs due to the need for separating devices e.g., in different security zones. UE to UE communication for certain sets of devices may also be put into separate VLANs. Also, specific TSN streams may use dedicated VLANs so that they are well separated from other traffic. 
In order for the CNC to be able to manage the full Ethernet network in a consistent way, it is necessary to enable the CNC to set the VLAN configuration in all bridges using the same management interface, as defined in IEEE 802.1Q Clause 12. 
Note also that the VLAN configuration is closely coupled with bridge forwarding, where VLAN IDs are explicitly indicated in the forwarding tables, and there may also be multiple forwarding tables (FIDs) whose selection depends on the VLAN ID. The CNC, acting as a central controller, needs to be able to harmonize the configuration of bridge forwarding and VLANs, and for that purpose the use and implementation of CNC provided VLAN configuration and bridge forwarding including the possibility of static filtering entries are closely integrated. 
For the support of CNC provided VLAN configuration which may change dynamically, the release 16 SMF controlled VLAN filtering is not sufficient, and it is necessary to also enable the UPF to realize the VLAN configuration that is provided from the CNC as defined in IEEE 802.1Q. 
The VLAN configuration equally applies to all bridge ports, including both DS-TT and NW-TT ports. The release 16 SMF provided PDR/FAR rules only apply to PDU Sessions that correspond to DS-TT ports, but there are currently no PDR/FAR rules that explicitly correspond to NW-TT ports. 



Proposal
It is proposed to update the solution in 23.700-20 as follows.

[bookmark: _Hlk26955001]* * * * Start change * * * *

[bookmark: _Toc50536635][bookmark: _Toc50575388]6.20	Solution #20: CNC controlled VLAN configuration 
[bookmark: _Toc50536636][bookmark: _Toc50575389]6.20.1	Introduction
The solution adds general support for CNC controlled VLAN configuration. This can be also used as one component to address UE to UE communication, Key Issue #2, in practical deployments, e.g., for logical separation of one or multiple UE to UE TSN streams, for easier management of flows or for easier setup for forwarding paths. Note that the VLAN configuration support proposed here is general for all communications, including TSN and non-TSN flows that are UE to UE as well as other flows that are between UE and network, or between multiple network ports.
It is proposed that the specification supports CNC controlled VLAN configuration only by the existing interface via TSN AF already defined for the fully centralized configuration model specified by IEEE 802.1Qcc; therefore, MVRP is not supported or needed. Consequently, the MVRP related configuration objects are not required to be supported.
The existing release 16 specification supports Ethernet Packet Filters set by the SMF in the PDRs, and also supports the addition and removal of VLAN tags. However, the release 16 specification is limited to SMF controlled cases which assume that the SMF has full knowledge and control over the Ethernet network, which is not the case in many deployments. As another limitation, the release 16 SMF provided rules apply to the N4 sessions corresponding to the PDU Sessions and the associated DS-TT ports, but there are no N4 sessions for the individual NW-TT ports and hence no support for VLAN handling rules at NW-TT ports. 
For general scenarios that are managed centrally and may include both 3GPP and non-3GPP parts, such as TSN deployments, it is necessary to also allow the CNC to control the VLAN configuration in all bridges in a unified way, including both the 5GS bridge and fixed bridges. This solution allows the CNC to set the VLAN configuration in the UPFs, and thereby allows the CNC to handle the VLAN configuration for 5GS bridges in the same way as fixed bridges, and to dynamically update the VLAN configuration as needed. This is not possible with release 16. The need to manage and configure the 5GS in the same way as other bridges in the network is essential in practical industrial deployments. 
[bookmark: _GoBack]NOTE: it is possible that the CNC provided VLAN configuration co-exists with SMF provided PDR/FAR rules that also act on the VLAN IDs in the Ethernet headers. However, such co-existence between SMF provided and CNC provided rules may not be needed in many deployments, and in many deployments, it may be sufficient to use a single mechanism only. 
The VLAN configuration is closely coupled to the configuration of bridge forwarding: the forwarding rules may also include the VLAN IDs, and the VLAN configuration may refer to a specific forwarding table. In common deployments, the use and the implementation of the VLAN configuration and bridge forwarding is closely integrated. 
The VLAN configuration provided by the CNC is set on a per port granularity. VLAN configuration may be set at any port, including DS-TT as well as NW-TT ports. 
VLAN configuration implies a set of functionalitiesy listed below based on IEEE 802.1Q. 
Table 6.20.1-1
	Configuration
	Reference in IEEE 802.1Q clause
	Description

	Per Bridge VLAN Configuration

	Read Bridge VLAN Configuration
	12.10.1.1
	To obtain general VLAN information from a Bridge.

	PVID and VID Set values
	12.10.1.2
	Set the VID value to be added to received untagged frames at a given port. 

	Acceptable Frame Types parameters
	12.10.1.3
	Used to configure whether to admit only VLAN-tagged frames, only untagged/priority tagged frames, or all frames.

	Enable Ingress Filtering parameters
	12.10.1.4
	Whether to enable or disable ingress filtering. With ingress filtering, only ports in the member set for the given VID can admit traffic. 

	Reset Bridge
	12.10.1.5
	To reset all statically configured VLAN-related information in the Bridge to its default state.

	VID to FID allocation
	12.10.3
	Filtering identifier for a given VID, which determines whether different VLANs use individual or shared forwarding tables.

	FID to MSTID allocation
	12.12.2
	The FID to MSTID allocation is required to complete the VID to FID to MSTID allocation. For TSN Streams, this is used to allocate their VID to the TE-MSTID for central CNC controlled operation. (See clause 12.32.3.1 in IEEE Std 802.1Qcc-2018 for further information.)

	VID Translation Table
	12.10.1.8
	Defines how to translate an incoming frame's VID. 

	Egress VID Translation Table
	12.10.1.9
	Defines VID translation on the egress port.

	Per VLAN Configuration

	The VLAN Configuration
	12.10.2
	For setting the VLAN name and reading VLAN specific configuration.

	Filtering Database Configuration

	Static Filtering Entries 
	8.8.1
	Defines forwarding rules based on the combination of destination MAC address and VID. Note that the use of static filtering entries is introduced and elaborated in other solutions as well, which can be used in combination with this solution.

	Static VLAN Registration Entries
	8.8.2
	Determines whether frames are to be VLAN-tagged or untagged when transmitted; also defines member set for a VID that is used for ingress and egress filtering. 

	Dynamic Filtering Entries
	8.8.3
	Maintains the dynamically learnt addresses respecting the VID to FID allocation as configured above, i.e., whether shared or independent learning is applied among certain VLANs.

	Default Group filtering behavior
	8.8.6
	Specifies defaults for group-addressed frames for each VID and outbound Port regarding forwarding/filtering.



The solution is illustrated in the figure 6.20.1-1 below. The VLAN processing in the UPF is configured using the already specified Bridge Management Information Container. VLAN processing takes place within the UPF for each port, including NW-TT ports and DS-TT ports. Note that VLAN processing functionality is not TSN specific and may be set up and used even before TSN streams are established or for non-TSN traffic.
VLAN processing is a set of IEEE 802.1Q defined functionalitiesy for Ethernet specific processing inside the UPF which does not need to be defined again by 3GPP, similarly as IP specific processing defined by the IETF does not need to be specified again by 3GPP. VLAN processing may co-exist with N4 rules in the case of device side ports. As the figure 6.20.1-1 shows, the N4 rules are executed before the VLAN processing for uplink traffic and the N4 rules are executed after the VLAN processing for downlink traffic. The detailed implementation of VLAN processing is not specified; the implementation is not restricted as long as the externally observable behavior is according to the configuration.


Figure 6.20.1-1: CNC controlled VLAN configuration setup
The solution could be combined with other solutions.
Editor's note:	It is FFS the granularity of the VLAN configuration that is used in the VLAN processing
Editor's note:	It is FFS how the solution differs from R16 VLAN handling. If so it is FFS how this VLAN processing can co-exist with the R16 VLAN handling mechanism and it is FFS how this VLAN processing apply to general Ethernet frames.
[bookmark: _Toc50536637][bookmark: _Toc50575390]6.20.2	Functional Description
The configuration for VLAN processing is provided from the CNC to the TSN AF as part of the 5GS bridge configuration. The VLAN configuration is part of the Bridge VLAN Configuration managed object according to IEEE 802.1Q specifications; there is a single such managed object per Bridge, however the configuration is flexible to support different VLANs for the different ports. The TSN AF provides the information to the UPF inside the Bridge Management Information Container. Configuration can also be read from the UPF to the TSN AF and CNC in the reverse direction using the existing signaling path.
[bookmark: _Toc50536638][bookmark: _Toc50575391]6.20.3	Procedures
-	CNC provides VLAN configuration to the TSN AF.
-	TSN AF provides the VLAN configuration inside the Bridge Management Information Container using the existing signaling path to the UPF concerned.
-	Based on the configuration, the UPF sets up the VLAN processing. The implementation of VLAN processing is not specified.
The VLAN configuration can also be read from the UPF and provideds to the TSN AF and CNC.
[bookmark: _Toc50536639][bookmark: _Toc50575392]6.20.4	Impacts on existing services and interfaces
TSN AF:
-	Forward VLAN configuration to/from the UPF inside Bridge Management Information Container
UPF:
-	Set up VLAN processing for each port in the UPF, including both network and device side ports.


* * * * End change * * * *
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