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Abstract of the contribution: This contribution updates the solution 40 for Key issue#4 in order to remove ENs.
1
Introduction
Solution #40 has the following EN:

Editor's note:
The detailed format of UE's credential for desired SNPN authentication is FFS.

Since the detailed format of UE's credential for desired SNPN authentication is in the scope of SA WG3, it is proposed to transform this EN into a regular NOTE.
Regarding the EN on the interface aspect:

Editor's note:
The detailed service interface/API between the provisioning server and the NEF is FFS.
In our understanding the interface between the provisioning server and the NEF is N33. Therefore, it is proposed to replace this EN on the interface aspect by providing the defined reference point between the provisioning server and the NEF with descriptions.
Regarding the EN on the SNPN selection:

Editor's Note:
It is FFS how the SNPN selects the desired SNPN.

Since the idea about the SNPN selection is provided in Step 3 – Onboarding to be based on the broadcast information sent by SNPNs, it is proposed to remove this EN.
2
Proposal
It is proposed to include the following updates in TR 23.700-07.
* * * Start of change * * * 

Solution #40: Solution for UE onboarding and remote provisioning

6.40.1
Introduction

This solution addresses key issue#4 "UE Onboarding and remote provisioning".
6.40.2
Functional Description
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Figure 6.40.2-1: UE Onboarding and provisioning architecture

Figure 6.40.2-1 illustrates the architecture of UE onboarding and provisioning.

This solution uses the device attestation architecture that is defined in IETF draft "Remote Attestation Procedures Architecture". The UE functions in the "Attester" role, the provisioning server functions as the "Relying Party" role and the DCS (Default Credential Server) functions as the "Verifier" role that defined in IETF draft "Remote Attestation Procedures Architecture".
The solution has the following assumption:

1.
UE: The manufacturer provisions universally unique identity (Universal Entity ID) into the UE during manufacturing.


The manufacturer may also provision secret attestation key material (AKM) into the UE during manufacturing which is used to sign the UE's attestation token and the DCS (verifier) can verify the UE's attestation token using the correspondent AKM that is pre-configured in DCS.


The UE may have many different execution environments operating with different security levels to store the AKM and other information such as TEE (Trusted Execution Environment), eSE (embedded Secure Element) etc.

2.
DCS (Default Credential Server): The DCS is configured with the correspondent attestation key material (AKM) which is used to verify UE's attestation token. The DCS functions as the "verifier" as defined in IETF draft "Remote Attestation Procedures Architecture".
3.
Provisioning Server: Provisioning server functions the relaying party as defined in IETF draft "Remote Attestation Procedures Architecture".
6.40.3
Procedures

Figure 6.40.3-1 shows the high-level procedure of the solution.
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Figure 6.40.3-1: Option 2: Onboarding and provisioning Procedures
1.
Onboarding - attestation.


The UE establishes the network connectivity that can communicate with the provisioning server. This is achieved by defining a new registration type, i.e. 5GS Registration type set to a new Onboarding value, which allows the onboarding SNPN network to provide limited connectivity PDU session that is only allowing the UE to access the provisioning server.
The network may support a UE to onboard without a 3GPP credential, with the addition of a SIB indication meaning that “access with no credentials for a limited PDU session”.
-
If the SIB indication indicates that UEs with no 3GPP credentials are supported, the UE may attempt to access the network for a limited PDU session. Based on the limited connection, the UE’s non-3GPP credential can be authenticated by SNPN through 5GC.
-
If the SIB indication indicates that UEs with no 3GPP credentials are not supported, the network onboarding stops here.

After establishing the network connectivity for onboarding, the UE starts the onboarding procedure.

The UE sends attestation token which contains the universal UE identity and signing by attestation key material to the provisioning server by application layer protocol. One option of the protocol is based on CoAP. The provisioning server functions as the relaying party defined in IETF draft "Remote Attestation Procedures Architecture" and forwards the attestation token to the DCS. The DCS verifies the attestation token's signing using the attestation key material.

2.
Onboarding - provisioning.


If the UE completes the onboarding-attestation procedure successfully in step 1:


The provisioning server stores the UE's credential used for the SNPN authentication. How the UE's credentials created/configured in the provisioning server is out of scope.
NOTE:
The detailed format of UE's credential for desired SNPN authentication will be studied by SA WG3.
2.1-2.2.
The provisioning server acts as DN-AAA server and pushes the UE's credentials to the network entity that stores the UE's credentials for authentication. The desired SNPN stores UE's credentials in UDM. The provisioning server pushes the UE's credentials to the SNPN's UDM via the NEF. The interface between the provisioning server and the NEF is N33.

2.3.
The provisioning server pushes the UE's credentials to the UE.

3.
Onboarding - UE selects the desired SNPN and authentication.


The UE selects the desired SNPN and starts the authentication procedure using the credentials that provisioned in Step 2. The SNPN selection may be based on the broadcast information sent by the SNPN.


6.40.4
Impacts on services, entities and interfaces

NG-RAN:

-
A new SIB indication whether the network supports UEs that do not have 3GPP credentials for the network.

Provisioning Server/NEF:

-
The service interface between the provisioning server and the NEF, the service interface between the NEF and the UDM need to be defined.

UE and AMF:

-
The new registration type which allows the onboarding SNPN network to provide limited PDU session connectivity that is only allowing the UE to access the provision server need to be defined.
* * * End of changes * * * 
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