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Abstract of the contribution: This paper completes solution 30 in TR 23.700-91 for Key Issue #9: Solution to Dispersion Analytics Output provided by NWDAF.
Discussion
[bookmark: _Hlk23857432][bookmark: _Hlk35194637]This paper provides modification to the User Data Congestion Mitigation procedures and adds additional procedures to Solution #30 for Key Issue #9: Solution to dispersion analytic output provided by NWDAF.
The added procedures in this contribution include assistance to slice load distribution, signaling storm mitigation and analysis of suspicious abnormal UE behavior.  
This paper also removes the voice calls dispersion analysis tables that describe the required input and output to determine dispersion analytics of voice minutes in a location and a slice. Rational being that the consumer of voice minutes dispersion analysis is a voice AF and the source of input for voice minutes dispersion analytics is also a voice AF. As such, the voice AF should be able to run similar analytical algorithm to obtain the same output the NWDAF will provide.   

******************* FIRST CHANGE   ********************


6.30	Solution #30: Dispersion Analytics output provided by NWDAF
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This is a solution for Key Issue #9, Dispersion Analytic Output Provided by NWDAF
Dispersion analytics characterizes the interaction of a user, or a group of users, with the network and identifies at what locations (i.e. area of interest, TAs, cell) users dispersed most (if not all) their data volume, sessions transactions (i.e. MM and SM messages), transaction failures, dropped sessions and voice call minutes. Same concept applies to dispersion at a given network slice; at which slice users dispersed most (if not all) their data, session transactions, transaction failures, dropped sessions and voice call minutes.
As part of the characterization, a user or a group of users, are evaluated and classified as either fixed users, campers or travelers at the Area of Interest. This classification is determined per operator's defined thresholds. For example, if a user disperses, during the period of observation, most (threshold = 95%) of his/her data volume at a location, the dispersion data-classification of the user is fixed for that location. Likewise, different thresholds are defined for campers and travelers categories at the location.
When the network status indication (NSI) of a location is determined as being congested, as described in TS 23.288 [5] clause 6.8, the PCF can use the dispersion analytics output to determine the fixed users and top campers at the location and update policy decisions, e.g. modifying RFSP for the fixed users and top campers, thereby reducing congestion at that location.
When an AOI is exhibiting multiple transaction failures, dropped sessions and radio link failures, which could be the result of poor coverage, the AMF may allow the use of CE (Coverage Enhancement) in the affected location as described in TS 23.288 [5] clause 6.7.5.3.
Based on collected dispersion information, the NWDAF may generate analytics to identify expected changes in transaction signal loading conditions at an area of interest such as TAs and Registration Areas. Accordingly, various loading factors can be assigned to AMF instances to avoid or mitigate predicted overload conditions.
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Dispersion - The percentage of activity that a user, or group of users, generated at a location during a period of interest. This enables the operator to rank hot locations by the various activities and identify the top contributors (users) for that activity. When heavy users at a particular location are detected, their QoS attributes, or access to an area of interest or a slice can be limited by the PCF, AMF and NSSF.
-	Data dispersion - The percentage of data traffic volume that a user, or a group of users, generated at the location during the period of interest.
-	Transaction dispersion - The percentage of MM and SM messages that a user, or a group of users, generated at the location during the period of interest.
-	Transaction Failure dispersion - The percentage of failed transactions (MM and SM procedures) that a user, or a group of users, experienced at the location during the period of interest.
-	Dropped Sessions - The percentage of dropped sessions that a user, or a group of users, experienced at the location during the period of interest.
-	Voice Call dispersion - The percentage of voice call minutes a user, or a group of users, used at the location during the period of interest.
Dispersion Classification - Assignment of one of three mobility classes (i.e. fixed, camper, traveller) per dispersion characteristic:
-	Data-Classifications - fixed, camper, traveller data-classification per thresholds assigned by the operator. Example: when a user disperses, during the period of observation, most (threshold = 95%) of his/her data at a location, the dispersion data-classification of the user at that location is fixed.
-	Transaction-Classifications - fixed, camper, traveller transactions-classifications per thresholds assigned by the operator. Example: when a user disperses, during the period of observation, (threshold=) 40% of his/her session transactions at a location, the dispersion transaction-classification of the user is camper at that location.
-	Transaction-Failure-Classifications: fixed, camper, traveller transaction-failure-classification per thresholds assigned by the operator.
-	Dropped-Call-Classifications - fixed, camper, traveller dropped-calls-classification per thresholds assigned by the operator.
-	Voice-Call-Classifications - fixed, camper, traveller voice-call-classification per thresholds assigned by the operator. Example: when a user disperses, during the period of observation, no more than (threshold=) 10% of his/her voice talk time (in minutes) at a location, the dispersion voice-call-classification of the user is traveler for the location.
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A NWDAF supporting dispersion analytics statistics or predictions shall be able to collect a UE dispersion related information from NFs and to perform analytics to provide dispersion statistics or predictions. Through dispersion analytics, the NWDAF can determine that a data hot spot is formed when the amount of data dispersed by most of the users at the area of interest exceeds a certain data volume threshold established through statistical trending or operator policy. Likewise, the NWDAF can determine that transaction hot spot is formed when the amount of transactions dispersed by heavy users at the area of interest exceeds a certain threshold established through statistical trending or operator policy. Rouge devices generating excessive signalling in an area of interest can be identified by the NWDAF when a signalling storm is detected.
The service consumer may be a NF (e.g. AMF, PCF).
The consumer of dispersion analytics may indicate in its request:
-	Analytics ID set to "UE Dispersion Analytics" and the dispersion analytic type (i.e. DA Type)
-	The Target of analytics reporting which is a single UE, any UE, or a group of UEs.
-	Analytics Filter Information optional list of TA(s), Area(s) of Interest, Cells, or S-NSSAI.
-	An Analytics target period indicating the time period over which the statistics or predictions are requested.
[bookmark: _Toc27823128][bookmark: _Toc19106315]-	In a subscription, the Notification Correlation Id and the Notification Target Address.
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The NWDAF supporting dispersion analytics shall be able to collect UE dispersion information from NF(s) and AFs. The detailed information collected by the NWDAF could be network data from 5GC including NFs and AFs:
-	Network data related to UE dispersion from 5GC as defined in the Tables 6.30.1.3-1 and 6.30.1.3-2;
Table 6.30.1.3-1: UE dispersion information bound by location collected from NF(s)
	Information
	Source
	Description

	UE ID
	AMF
	SUPI

	Type Allocation Code
	AMF
	Terminal model and vendor information of the UE.

	UE locations (1..max)
	AMF
	UE positions

	   >UE location
	
	Area of Interest (TA or cells that the UE enters)

	   >Timestamp 
	
	A time stamp when the AMF detects the UE enters this location

	   >Data Volume
	SMF/UPF
	Amount of data volume exchanged at the location

	   >Transactions count
	SMF, AMF
	Amount of transactions exchanged at the location.

	   >Failed transaction count
	SMF, AMF
	Amount of failed transactions at the location

	   >Voice call duration
	AF
	Voice talk time

	   >Dropped sessions
	SMF
	Amount of dropped (e.g. timed out) PDU sessions



Editor's note;	How SMF and AMF parameters are provided to NWDAF is FFS.
-	Slice data related to UE dispersion from NF(s) as defined in the Table 6.30.1.3-2;
Table 6.30.1.3-2: UE dispersion information bound by slice collected from 5GC
	Information
	Source
	Description

	UE ID
	AMF
	SUPI

	Type Allocation Code
	AMF
	Terminal model and vendor information of the UE

	Slice (1..max)
	AMF
	UE assigned slice

	   >S-NSSAI
	
	Slice (up to 8 per UE at any given instance)

	   >Timestamp 
	
	A time stamp when slice was assigned

	   >Data Volume
	SMF/
UPF
	Amount of data volume exchanged at the slice

	   >Transactions count
	SMF, AMF
	Amount of transactions exchanged at the slice.

	   >Failed transaction count
	SMF, AMF
	Amount of failed transactions at the slice

	   >Voice call duration
	AF
	Voice talk time at the slice

	   >Dropped sessions
	SMF
	Amount of dropped (e.g. timed out) sessions at the slice



[bookmark: _Toc27823129][bookmark: _Toc19106316]Data collection may be provided on samples (e.g. fixed/camper UEs, spatial subsets of UEs or UE group, temporal subsets of UE location information). For signalling load reduction, collection may focus on top heavy users or fixed and campers. This is achieved by setting the Analytic Filter to “top-heavy users” and “fixed-campers” respectively. 
Editor's note:	How SMF and AMF parameters are provided to NWDAF is FFS.
The Namf_EventExposure and Nsmf_EventExposure services are enhanced to provide transaction count, failed transaction count and dropped sessions count information listed in Tables 6.30.1.3-1 and table 6.30.1.3-2.
NOTE: As indicated in TS 32.255 clause 5.12 1 and 5.13, data volume charging information per UE, per UPF, per PDU session and per user location is collected by the SMF. The required data volume information can also be collected directly from the UPF.  How the data volume information is collected from the UPF will not be defined in Rel-17.
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The NWDAF supporting dispersion analytics shall be able to provide UE dispersion analytics to consumer NFs or AFs. The dispersion analytics and prediction can be for data, transactions, failed transactions, sessions drop and voice calls.
The list of monitored transactions (MM and SM messages) and failed transactions is a subset of the messages listed in TS 24.501 [14] clauses 8.2 and 8.3. The list of reported and failed transactions is provided in clause 6.30.2 and 6.30.3.
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The data dispersion analytics results provided by the NWDAF could be UE dispersion statistics as defined in Table 6.30.1.4.1-1 and or UE dispersion predictions as defined in Table 6.30.1.4.1-2:
Table 6.30.1.4.1-1: Data dispersion statistics bound by location
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > UE location (1..max)
	Observed location statistics

	      >> UE location
	TA or cells where the UE dispersed its data

	      >> Data dispersed
	Data volume dispersed at this location 

	      >> Data classification
	Data mobility classification for this location: fixed, camper, traveller

	      >> Data ranking 
	Percentile ranking of data usage at this location (i.e. % data dispersed at this location)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



Table 6.30.1.4.1-2: Data dispersion prediction bound by location
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > UE location (1..max)
	Predicted location during the analytics target period

	      >> UE location
	TA or cells where the UE is predicted to disperse its data

	      >> Data dispersion
	Data volume dispersion prediction at this location 

	      >> Confidence
	Confidence of this prediction (i.e. data to be dispersed at this location)

	      >> Data classification
	Data mobility classification for this location: fixed, camper, traveller

	      >> Confidence
	Confidence of this prediction (i.e. mobility classification at this location)

	      >> Data ranking 
	Percentile ranking of data usage at this location (i.e. % data dispersed at this location)

	      >> Confidence
	Confidence of this prediction (i.e. percentile ranking at this location)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



The data dispersion analytics results provided by the NWDAF could be for a UE or group of UEs dispersion statistics at a given slice as defined in Table 6.30.1.4.1-3 and dispersion predictions as defined in Table 6.30.1.4.1-4:
Table 6.30.1.4.1-3: Data dispersion statistics bound by slice
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > Slice (1..max)
	Observed slice statistics

	      >> S-NSSAI
	Slice where the UE or group of UEs dispersed data

	      >> Data dispersed
	Data volume dispersed at this slice 

	      >> Data classification
	Data mobility classification for slice: fixed, camper, traveller

	      >> Data ranking 
	Percentile ranking of data usage at this slice (i.e. % data dispersed at this slice)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)




Table 6.30.1.4.1-4: Data dispersion prediction bound by slice
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > Slice (1..max)
	Predicted slice during the Analytics target period

	      >> S-NSSAI
	Slice where the UE is predicted to disperse its data

	      >> Data dispersion
	Data volume dispersion prediction at this slice

	      >> Confidence
	Confidence of this prediction (i.e. data to be dispersed at this slice)

	      >> Data classification
	Data mobility classification for this slice: fixed, camper, traveller

	      >> Confidence
	Confidence of this prediction (i.e. mobility classification at this slice)

	      >> Data ranking 
	Percentile ranking of data usage at this slice (i.e. % data dispersed at this slice)

	      >> Confidence
	Confidence of this prediction (i.e. percentile ranking at this slice)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



NOTE:	When target of analytics reporting is an individual UE, the NWDAF will provide the dispersion analytics result (i.e. list of (predicted) time slots) to the NF service consumer(s) for the UE.
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The transaction (MM and MS messages) dispersion analytics results provided by the NWDAF could be UE dispersion statistics as defined in Table 6.30.1.4.2-1 or UE dispersion predications as defined in Table 6.30.1.4.2-2:
Table 6.30.1.4.2-1: Transaction dispersion statistics bound by location
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > UE location (1..max)
	Observed location statistics

	      >> UE location
	TA or cells where the UE dispersed its transactions

	      >> Transaction dispersed
	Transactions volume dispersed at this location 

	      >> Transaction classification
	Transactions mobility classification for this location: fixed, camper, traveller

	      >> Transaction ranking 
	Percentile ranking of transactions volume at this location (i.e. % transaction dispersed at this location)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)




Table 6.30.1.4.2-2: Transaction dispersion prediction bound by location
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of predicted time slots

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > UE location (1..max)
	Predicted location during the analytic target period

	      >> UE location
	TA or cells where the UE is predicted to disperse its transactions 

	      >> Transaction dispersion
	Transaction volume predicted to be dispersed at this location 

	      >> Confidence
	Confidence of this prediction (i.e. data to be dispersed at this location)

	      >> Transaction classification
	Transaction mobility classification for this location: fixed, camper, traveller

	      >> Confidence
	Confidence of this prediction (i.e. mobility classification at this location)

	      >> Transaction ranking 
	Percentile ranking of transactions at this location (i.e. % transaction dispersed at this location)

	      >> Confidence
	Confidence of this prediction (i.e. percentile ranking at this location)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)




The transaction dispersion analytics results provided by the NWDAF could be UE or group of UEs dispersion statistics at a given slice as defined in Table 6.30.1.4.2-3 and dispersion predictions as defined in Table 6.30.1.4.2-4:

Table 6.30.1.4.2-3: Transaction dispersion statistics bound by slice
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > Slice (1..max)
	Observed slice statistics

	      >> S-NSSAI
	Slice where the UE or group of UEs dispersed its transactions

	      >> Transaction dispersed
	Transactions volume dispersed at this location 

	      >> Transaction classification
	Transaction mobility classification for slice: fixed, camper, traveller

	      >> Transaction ranking 
	Percentile ranking of transactions at this slice (i.e. % transaction dispersed at this slice)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



Table 6.30.1.4.2-4: Transaction dispersion prediction bound by slice
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of predicted time slots

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > Slice (1..max)
	Predicted slice during the Analytics target period

	      >> S-NSSAI
	Slice where the UE is predicted to disperse its transactions

	      >> Transaction dispersion
	Transaction volume to be dispersed at this slice

	      >> Confidence
	Confidence of this prediction (i.e. transactions to be dispersed at this slice)

	      >> Transaction classification
	Transaction mobility classification for this slice: fixed, camper, traveller

	      >> Confidence
	Confidence of this prediction (i.e. mobility classification at this slice)

	      >> Transaction ranking 
	Percentile ranking of transactions at this slice (i.e. % transaction dispersed at this slice)

	      >> Confidence
	Confidence of this prediction (i.e. percentile ranking at this slice)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



NOTE:	When target of analytics reporting is an individual UE, the NWDAF will provide the dispersion analytics result (i.e. list of (predicted) time slots) to the NF service consumer(s) for the UE.
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Transaction failures dispersion analytics is a metric geared to identify fragile points of contact in the network that are impacting UEs. These could be areas of poor coverage. The transactions failures (MM and MS failed procedures) dispersion analytics results provided by the NWDAF could be UE dispersion statistics as defined in Table 6.30.1.4.3-1 or UE dispersion predication as defined in Table 6.30.1.4.3-2:
Table 6.30.1.4.3-1: Transaction failure dispersion statistics bound by location
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > UE location (1..max)
	Observed location statistics

	      >> UE location
	TA or cells where the UE dispersed its transactions failures

	      >> Transaction failure dispersed
	Transactions failures dispersed at this location 

	      >> Transaction failure classification
	Transactions failures mobility classification for this location: fixed, camper, traveller

	      >> Transaction failure ranking 
	Percentile ranking of transaction failures at this location (i.e. % transaction failure dispersed at this location)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



Table 6.30.1.4.3-2: Transaction failure dispersion prediction bound by location
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of predicted time slots

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > UE location (1..max)
	Predicted location during the analytic target period 

	      >> UE location
	TA or cells where the UE is predicted to disperse its transaction failures

	      >> Transaction failure dispersion
	Transaction failure predicted to be dispersed at this location 

	      >> Confidence
	Confidence of this prediction (i.e. data to be dispersed at this location)

	      >> Transaction failure classification
	Transaction failure mobility classification for this location: fixed, camper, traveller

	      >> Confidence
	Confidence of this prediction (i.e. mobility classification at this location)

	      >> Transaction failure ranking 
	Percentile ranking of transaction failures at this location (i.e. % transaction failures dispersed at this location)

	      >> Confidence
	Confidence of this prediction (i.e. percentile ranking at this location)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



The transaction dispersion analytics results provided by the NWDAF could be UE or group of UEs dispersion statistics at a given slice as defined in table 6.30.1.4.3-3 and dispersion predictions as defined in Table 6.30.1.4.3-4:
Table 6.30.1.4.3-3: Transaction failure dispersion statistics bound by slice
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > Slice (1..max)
	Observed slice statistics

	      >> S-NSSAI
	Slice where the UE or group of UEs dispersed transaction failures

	      >> Transaction failure dispersed
	Volume of transaction failures dispersed at this location 

	      >> Transaction failure classification
	Transaction failures mobility classification for slice: fixed, camper, traveller

	      >> Transaction failure ranking 
	Percentile ranking of transaction failures volume at this slice (i.e. % transaction failures dispersed at this slice)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



Table 6.30.1.4.3-4: Transaction failure dispersion prediction bound by slice
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > Slice (1..max)
	Predicted slice during the Analytics target period 

	      >> S-NSSAI
	Slice where the UE is predicted to disperse its transaction failures

	      >> Transaction failure dispersion
	Prediction of transaction failures dispersion at this slice

	      >> Confidence
	Confidence of this prediction (i.e. transactions to be dispersed at this slice)

	      >> Transaction failure classification
	Transaction failure mobility classification for this slice: fixed, camper, traveller

	      >> Confidence
	Confidence of this prediction (i.e. mobility classification at this slice)

	      >> Transaction failure ranking 
	Percentile ranking of transaction failures at this slice (i.e. % transaction failure dispersed at this slice)

	      >> Confidence
	Confidence of this prediction (i.e. percentile ranking at this slice)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



NOTE:	When target of analytics reporting is an individual UE, the NWDAF will provide the dispersion analytics result (i.e. list of (predicted) time slots) to NF service consumer(s) for the UE.
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Dropped sessions, or sessions time outs, are non-graceful PDU sessions termination.
Dropped sessions dispersion analytics is a metric geared to identify fragile points of contact in the network that are impacting UEs. These could be areas of poor coverage. The dropped sessions dispersion analytics results provided by the NWDAF could be UE dispersion statistics as defined in Table 6.30.1.4.5-1 or UE dispersion predictions as defined in Table 6.30.1.4.5-2:
Table 6.30.1.4.5-1: Dropped sessions dispersion statistics bound by location
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > UE location (1..max)
	Observed location statistics

	      >> UE location
	TA or cells where the UE dispersed its dropped sessions

	      >> Dropped Sessions dispersed
	Dropped sessions dispersed at this location 

	      >> Dropped sessions classification
	Dropped sessions mobility classification for this location: fixed, camper, traveller

	      >> Dropped sessions ranking 
	Percentile ranking of dropped sessions at this location (i.e. % dropped sessions dispersed at this location)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



Table 6.30.1.4.5-2: Dropped sessions dispersion prediction bound by location
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of predicted time slots

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > UE location (1..max)
	Predicted location during the analytics target period

	      >> UE location
	TA or cells where the UE is expected to disperse its dropped sessions

	      >> Dropped Session dispersion
	Predicted dropped sessions dispersion at this location 

	      >> Confidence
	Confidence of dropped sessions prediction at this location

	      >> Dropped Sessions classification
	Dropped sessions mobility classification for this location: fixed, camper, traveller

	      >> Confidence
	Confidence of this prediction (i.e. mobility classification at this location)

	      >> Dropped Sessions ranking 
	Percentile ranking of dropped sessions at this location (i.e. % dropped sessions dispersed at this location)

	      >> Confidence
	Confidence of this prediction (i.e. percentile ranking at this location)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



The dropped sessions dispersion analytics results provided by the NWDAF could be UE or group of UEs dispersion statistics at a given slice as defined in table 6.30.1.4.5-3 and dispersion predictions as defined in Table 6.30.1.4.5-4:
Table 6.30.1.4.5-3: Dropped sessions dispersion statistics bound by slice
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > Slice (1..max)
	Observed slice statistics

	      >> S-NSSAI
	Slice where the UE or group of UEs dispersed data

	      >> Dropped sessions
	Dropped sessions dispersed at this slice 

	      >> Dropped session classification
	Dropped session mobility classification for slice: fixed, camper, traveller

	      >> Dropped sessions ranking 
	Percentile ranking of dropped sessions at this slice (i.e. % dropped sessions at this slice)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



Table 6.30.1.4.5-4: Dropped sessions dispersion prediction bound by slice
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of predicted time slots

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > Slice (1..max)
	Predicted slice for dropped sessions during the analytics target period 

	      >> S-NSSAI
	Slice where the UE is predicted to disperse its dropped sessions

	      >> Dropped sessions dispersion
	Predicted dropped sessions to be dispersed at this slice

	      >> Confidence
	Confidence of this prediction (i.e. transactions to be dispersed at this slice)

	      >> Dropped sessions classification
	Dropped sessions mobility classification for this slice: fixed, camper, traveller

	      >> Confidence
	Confidence of this prediction (i.e. mobility classification at this slice)

	      >> Dropped session ranking 
	Percentile ranking of predicted dropped sessions at this slice (i.e. % dropped sessions dispersed at this slice)

	      >> Confidence
	Confidence of this prediction (i.e. percentile ranking at this slice)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



NOTE:	When target of analytics reporting is an individual UE, the NWDAF will provide the dispersion analytics result (i.e. list of (predicted) time slots) to NF service consumer(s) for the UE.
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The voice call dispersion analytics results provided by the NWDAF could be UE voice calls minutes dispersion statistics as defined in table 6.30.1.4.6-1 or UE voice calls minutes dispersion predictions as defined in Table 6.30.1.3.6-2:
Table 6.30.1.4.6-1: Voice calls dispersion statistics bound by location
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > UE location (1..max)
	Observed location statistics

	      >> UE location
	TA or cells where the UE dispersed its voice calls

	      >> Voice calls minutes dispersed
	Voice calls minutes dispersed at this location 

	      >> Voice calls classification
	Voice calls mobility classification for this location: fixed, camper, traveller

	      >> Voice calls ranking 
	Percentile ranking of voice calls minutes at this location (i.e. % voice calls minutes dispersed at this location)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



Table 6.30.1.4.6-2: Voice calls dispersion prediction bound by location
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of predicted time slots

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > UE location (1..max)
	Predicted location for dispersed voice call

	      >> UE location
	TA or cells where the UE predicted to disperse its voice calls

	      >> Voice calls dispersion
	Voice calls minutes predicted to be dispersed at this location 

	      >> Confidence
	Confidence of this prediction (i.e. data to be dispersed at this location)

	      >> Voice calls classification
	Voice call mobility classification for this location: fixed, camper, traveller

	      >> Confidence
	Confidence of this prediction (i.e. mobility classification at this location)

	      >> Voice calls ranking 
	Percentile ranking of voice calls minutes to be dispersed at this location (i.e. % voice calls minutes dispersed at this location)

	      >> Confidence
	Confidence of this prediction (i.e. percentile ranking at this location)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



The voice calls dispersion analytics results provided by the NWDAF could be UE or group of UEs dispersion statistics at a given slice as defined in table 6.30.1.4.6-3 and dispersion predictions as defined in Table 6.30.1.4.6-4:
Table 6.30.1.4.6-3: Voice calls dispersion statistics bound by slice
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of time slots during the Analytics target period

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > Slice (1..max)
	Observed slice statistics

	      >> S-NSSAI
	Slice where the UE or group of UEs dispersed voice call minutes

	      >> Voice calls dispersion
	Voice calls minutes dispersed at this slice

	      >> Voice calls classification
	Voice calls Mobility classification at this slice: fixed, camper, traveller

	      >> Voice calls ranking 
	Percentile ranking of voice calls minutes at this slice (i.e. % voice calls minutes dispersed at this slice)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



Table 6.30.1.4.6-4: Voice calls dispersion prediction bound by slice
	Information
	Description

	UE group ID or UE ID
	Identifies a UE or a group of UEs, e.g. internal group ID defined in TS 23.501 [2] clause 5.9.7, SUPI (see NOTE).

	Time slot entry (1..max)
	List of predicted time slots

	  > Time slot start
	Time slot start within the Analytics target period

	  > Duration
	Duration of the time slot

	  > Slice (1..max)
	Predicted slice during the Analytics target period

	      >> S-NSSAI
	Slice where the UE or group of UEs are predicted to disperse voice call minutes

	      >> Voice calls dispersion
	Voice calls minutes predicted to be dispersed at this slice

	      >> Confidence
	Confidence of this prediction (i.e. voice calls minutes at this slice)

	      >> Voice calls classification
	Voice calls mobility classification for this slice: fixed, camper, traveller

	      >> Confidence
	Confidence of this prediction (i.e. mobility classification at this slice)

	      >> Voice calls ranking 
	Percentile ranking of voice calls dispersion at this slice (i.e. % voice calls minutes dispersed at this slice)

	      >> Confidence
	Confidence of this prediction (i.e. percentile ranking at this slice)

	      >> Ratio
	Percentage of UEs in the group (in case of UE group)



NOTE:	When target of analytics reporting is an individual UE, the NWDAF will provide the dispersion analytics result (i.e. list of (predicted) time slots) to NF service consumer(s) for the UE.
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The following are the session and mobility procedures and/or messages monitored by transaction dispersion analytics where the procedures or messages tally is reported by the AMF and SMF. These include the following messages listed in table 6.30.2-1 and 6.30.2-2.
Table 6.30.2-1: SM procedure/messages
	5GS Session Management Message
	Reference
TS 23.502 [3]
	Reference
(TS 24.501 [2])

	Session est, procedure: PDU session establishment accept
	4.3.2.2
	8.3.2

	Session est. procedure: PDU session establishment reject
	4.3.2.2
	8.3.3

	Auth procedure: PDU session authentication complete
	4.3.2.3
	8.3.5

	Auth procedure: PDU session authentication result
	4.3.2.3
	8.3.6

	Session mod. procedure: PDU session modification reject
	4.3.3
	8.3.8

	Session mod procedure: PDU session modification command
	4.3.3
	8.3.9

	Session Rel procedure: PDU session release reject
	4.3.4
	8.3.13

	Session Rel procedure: PDU session release command
	4.3.4
	8.3.14



Table 6.30.2-2: MM procedure/messages
	5GS Mobility Management Messages
	Reference
TS 23.502 [3]
	Reference
(TS 24.501 [2])

	Authentication procedure: Authentication request
	
	8.2.1

	Authentication procedure: Authentication results
	
	8.2.3

	Authentication procedure: Authentication Reject
	
	8.2.5

	Registration procedure: Registration accept
	4.2.2.2
	8.2.7

	Registration procedure: Registration Reject
	4.2.2.2
	8.2.9

	De-reg procedure: De-registration accept (UE originated)
	4.2.2.3
	8.2.13

	De-Reg procedure: De-registration request (UE terminated)
	4.2.2.3
	8.3.14

	Service Req procedure: Service accept
	4.2.3
	8.2.17

	Service Req procedure: Service reject
	4.2.3
	8.2.18

	UE Config procedure: Configuration update command
	4.2.4
	8.2.19

	Reg management procedure: Identity request
	4.2.2
	8.2.21

	Reg management procedure: Security mode command
	4.2.2
	8.2.25

	Network slice-specific authentication command
	4.2.9
	8.2.31

	Network slice-specific authentication result
	4.2.9
	8.2.33
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The following are the session and mobility procedures and/or messages monitored by transaction failure dispersion analytics where the procedure or message tally is reported by the AMF and SMF. These include the following messages listed in table 6.30.3-1 and 6.30.3-2.
Table 6.30.3-1: SM procedure/messages
	5GS Session Management Message

	Session est. procedure: PDU session establishment reject

	Session est. procedure: PDU session modification reject

	Session mod procedure: PDU session modification command reject

	Session Release procedure: PDU session release reject



Table 6.30.3-2: MM procedure/messages
	5GS Mobility Management Messages

	Authentication procedure: Authentication Failure

	Registration procedure: Registration Reject

	Service Req procedure: Service reject

	Authentication procedure: Security mode reject

	Network slice-specific authentication result (failure)
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[bookmark: _Toc50724825]6.30.4	Procedures
The NWDAF can provide UE dispersion analytics, in the form of statistics or predictions or both, to another NF. If the NF is an AF, and when the AF is untrusted, the AF will request analytics via the NEF, and the NEF will then convey the request to the NWDAF.


Figure 6.30.42-1: UE Dispersion Analytics provided to an NF
1.	The NF sends a request to the NWDAF for dispersion analytics on a specific UE, any UE, or a group of UEs, using either the Nnwdaf_AnalyticsInfo or Nnwdaf_AnalyticsSubscription service. The NF can request statistics or predictions or both. The type of analytics is set to UE Dispersion Analytics, the dispersion analytic (DA) type combination (i.e. data volume, transactions, transactions failure, dropped calls, voice minutes) and analytic filter information = (Area of Interest, slice, target period). The NF provides the UE id or Internal Group ID in the Target of Analytics Reporting.
2.	If the request is authorized, and in order to provide the requested analytics, the NWDAF may subscribe to events with all the serving AMFs, SMFs of the requested UE(s) for notification of location changes or a slice change (a slice change can be an additional slice or a deletion). This step may be skipped when e.g. the NWDAF already has the requested analytics available.
	The NWDAF subscribes to voice service data from AF(s) by invoking Naf_EventExposure_Subscribe service or Nnef_EventExposure_Subscribe (if via NEF).
NOTE:	The NWDAF determines the AMF serving the UE, any UE, or the group of UEs as described in TS 23.288 [5] clause 6.2.2.1.
3.	The NWDAF derives requested analytics.
4.	The NWDAF provides requested UE dispersion analytics to the NF, using either the Nnwdaf_AnalyticsInfo_Request Response or Nnwdaf_AnalyticsSubscription_Notify, depending on the service used in step 1. The details for UE dispersion analytics provided by NWDAF are described in clause 6.30.1.4. The provided analytics enables the consumer to predict changing network conditions such as data volume change at a location or a slice, signalling storm conditions at a location or a slice, etc.
5-6.	If at step 1, the NF has subscribed to receive notifications for UE dispersion analytics, after receiving event notification from the AMFs (e.g. location change) or SMFs (e.g. slice change add/delete) subscribed by NWDAF in step 2, the NWDAF may generate new dispersion analytics
7.	The NWDAF provides the newly generated dispersion analytics to the NF. The details for UE dispersion analytics provided by NWDAF are described in clause 6.30.1.4.

******************* SECOND CHANGE   ********************
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In this procedure the NSSF, or AMF when NSSF is not deployed subscribes to receive slice load analytics and attempts to avoid further overloading the slice with new UE registration or redirect heavy users to another slice or slice instance. When a slice or slice instance is not receiving acceptable service experience and is heavily loaded the NSSF or AMF requests the NWDAF to report the data dispersion analytics of registered UE on the slice and also report the predicted dispersion of a UE attempting to register at the slice.  based on data rate quota and/or amount of data volume dispersed at the slice per a given period either as statistical information and/or predication. With a data volume loading information, the NSSF can decide when to stop admitting heavy users into a particular slice. The NSSF may decide to allow just travellers additions to a loaded slice and redirect fixed and camper data users to a different slice.
NOTE:	If the NSSF is not deployed, another 5GC NF (e.g. AMF and/or SMF) may subscribe to the slice dispersion data analytics information to assist with load mitigation policy.
Editor's note:	An alignment may be required with Solution #2, once KI#4 is concluded, to provide dispersion analytics information to assist to the slice load distribution steps of Solution #2 when a new UE initiates registration on a loaded or restricted slice.
6.30.5.1	Restriction of UE Registration to a Slice

NOTE: Figures 6.30.5-1 below shows only additions required to introduce dispersion analytics into Solution 2. For details on slice load distribution procedure please see clause 6.2.


Figure 6.30.5-1: Procedure for Slice Load Distribution - Accepting Registration of a new UEs

0.	NSSF (or AMF when NSSF is not deployed) requests to obtain the load analytics of a slice and receives the information from the NWDAF through Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Request response.
1.	Due to loading conditions of the slice, NSSF (or AMF) determines that restrictions should be applied when new UEs attempt to enter the loaded slice.
2. A message is sent from the NSSF to the AMF in the form of notification service indication that the detected S-NSSAI should not be used for new UE registration. The notification must contain the restricted S-NSSAI. 
3.	New UE is attempting to register on a loaded slice
4.	The NSSF (or AMF) is requesting data volume slice dispersion analytics prediction for the attempting UE
5. Per UE statistical information, the NWDAF derives prediction for the data consumption of the user on the slice, the ranking and the classification (heavy-user, camper, traveller) of the user.
6. The prediction for the expected data consumption of the user on the slice, the volume ranking on the slice and user classification (heavy-user, camper, traveller) is delivered to the NSSF (or AMF)
7. Based on the NWDAF provided data, the NSSF (or AMF) uses the data volume dispersion, ranking and classification information and possibly other pertinent information per local policies, to decide whether to accept the UE or reject the registration attempt. For example, the slice admission policy for loaded slice may allow just UEs classified as travellers to be accepted into a loaded slice.  The AMF shall reject the Registration Request indicating the rejected S-NSSAI with an appropriate rejection cause value.

6.30.5.2	Restriction of PDU Session Establishment in a Slice

NOTE: 6.30.5-2 below shows only additions required to introduce dispersion analytics into Solution 2. For details on slice load distribution procedure please see clause 6.2.




Figure 6.30.5-2: Procedure for Slice Load Distribution - Accepting PDU session establishment of registered UE
0.	NSSF (or AMF when NSSF is not deployed) requests to obtain the load analysis of a slice and receives the information from the NWDAF through Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Request response. 
1.	Due to loading conditions of the slice, NSSF (or AMF) determines that restrictions should be applied when new PDU sessions are established on the loaded slice.
2. A message is sent from the NSSF to the AMF in the form of notification service indication that the detected S-NSSAI should not accept new PDU session. The notification must contain the restricted S-NSSAI. 
3.	A registered UE is attempting to establish a PDU session 
4.	The AMF is requesting data volume slice dispersion analytics prediction for the UE attempting to establish a PDU session.
5. Per UE statistical information, the NWDAF derives prediction for the data consumption of the user on the slice, the ranking and the classification (heavy-user, camper, traveller) of the user.
6. The prediction for the expected data consumption of the user on the slice, the volume ranking on the slice and user classification (heavy-user, camper, traveller) is delivered to the AMF
7. Based on the NWDAF provided data, the AMF uses the data volume dispersion, ranking and classification information and possibly other pertinent information per local policies, to decide whether to establish a PDU session (7b) or reject the attempt (7a). For example, the PDU establishment policy of a loaded slice may permit only PDU sessions for UEs classified as travellers.  


******************* THIRD CHANGE   ********************
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In this procedure upon notification of one-time or continuous user plan data congestion in an area of interest, either by OEM or other NFs (see TS 23.288 [5] clause 6.8), the PCF requests the NWDAF to report the data dispersion analytics of either heavy any user or just the heavy users located at the congested area of interest. This information is derived from the amount of data volume dispersed at that location by the heavy users either as statistical information and/or predication. With this data volume dispersion analytics, the PCF can decide for example whether to remove PCC Rules for heavy users, that will trigger QoS flow removal by the SMF and whether to not assign PCC Rules to a newly requested heavy user’s QoS flow. Such PCF decision which heavy users (fixed and campers) should have a policy update that may help on leading to a reduction of the heavy users ir data consumption and the data volume demand at the location. A policy update to mitigate congestion may involve change to non-GBR in QoS flows, modification of the UE-AMBRR which is the aggregated bit rate across all non-GBR QoS flows of the UE, Session-AMBR, which is the aggregated maximum for which there is no guaranteed bitrate of (non-GBR bearers) flows of the PDU session, change of UE-AMBR, update to RFSP and/or service area restriction.


Figure 6.30.4-1: Procedure for User Data Congestion Mitigation



1-5.	User data congestion at an area of interest is reported to all PCFs per steps 1 through 5 in TS 23.288 [5] procedure 6.8.4. [Note 2] This also maps to internal event notification, steps 1d in TS 23.502 [3] subclause 4.16.5.2.
6.	For a potential policy change decision, Tthe PCFs are requesting data volume dispersion analysis for the UE in the requested Area of Interest from the NWDAF (i.e. in this UC, AOI is the reported congested area). If the Analytic Filter is set to “top-heavy users” the request is just for the top-heavy data users, otherwise the request is for data dispersion analytics of all UEs in the AOI. If the NWDAF needs to retrieve the list of UEs in the area of interest, it may subscribe to UE mobility event notifications of AMFs as described in clause 5.3.4.4 of TS 23.501 [2] using event ID "UE moving in or out of Area of Interest" and Event Filters as described in Table 5.2.2.3.1-1 of TS 23.502 [3].
7.	Per statistical information and/or prediction, the NWDAF derives and rank the fixed and camping data volume users at the requested area of interest.
8.	The NWDAF identifies all the users in the requested area of interest and per Analytic Filter settings, returns in the response to the PCF an entry for each user or an entry for each top-heavy user. The response includes statistics or prediction of data volume dispersion at the location, the user ranking and classification (fixed, camper, traveler at the location) as defined in tables 6.30.1.4.1-1 and 6.30.1.4.1.-2. The NWDAF reports the estimated top data volume users and their data usage ranking at the area of interest to the PCFs.
9.	Based on the NWDAF provided data of the top data volume users, the PCFs use the data volume dispersion and ranking information and possibly other pertinent information per the PCF local policies, to decide whether to apply a policy change to certain reported UEs under their control.
10.	The PCFs perform AM or SM policy modification to the UEs under their control as described in TS 23.502 [3] clause 4.16.5.2. steps 4 and 5. A policy modification to mitigate congestion may involve change to non-GBRin QoS flows, modification of UE-AMBR, for which is the aggregated bit rate across all non-GBR flows of the PDU session, there is no guaranteed bitrate (non-GBR bearers), change of UE-AMBR, update to RFSP and/or service area restriction. NOTE: This step shows optional PCF’s policy modification at the SMF, AMF or both. The PCF serving the AMF and serving the SMF may be different ones, as such the policy modifications are performed by each of these PCF(s).
******************* FOURTH CHANGE   ********************

[bookmark: _Hlk52238476]6.30.7	Signalling Storm Mitigation
In this procedure a consumer suspects a signalling storm attack. The consumer can be NF (e.g. AMF, SMF, UDM, AF) or the OAM. How NF/AF suspects such condition is out of 3GPP scope as captured in TS 33.501 [x] where it is assumed, but not specified, that a NF (e.g. SEPP) shall implement rate-limiting functionalities to defend itself and subsequent NFs against excessive CP signalling. The following procedure can help the consumer identify the top UEs that are causing excess signalling activity and per operator policy, take actions to defend a potential DDoS attack. Likewise, a consumer such as, AMF, NSSF, PCF or OAM may want to detect the top UEs that are causing signalling in an area of interest or a slice. 
The consumer requests the NWDAF to report the transaction dispersion analytics of either any user or just the heavy transaction dispersion users located at the suspected area of interest (e.g. cell, TAI). This information is derived from the amount of transactions and/or transaction failures dispersed at that location by the users either as statistical information and/or predication. With this transactions and transaction failure dispersion analytics, the consumer per operator policy can decide to defend the potential signalling/DDoS attack. Consumer such as AMF can force UE policy termination and reject suspected UE registration. The SMF may terminate the subscriber’s policy association and reject new PDU sessions requests of suspected UEs, PCF may remove all the PCC rules of transaction-heavy users and the NSSF reject UE registration on a requests slice.  

6.30.7.1	Signalling Storm Mitigation in an Area Of Interest



Figure 6.30.4-1: Procedure for Signaling Storm Mitigation
1.	Signalling storm in an area of interest is suspected by a consumer. How the consumer suspects such condition is a design implementation and is out of 3GPP scope.
2.	To analyse suspected signalling attack, the consumer requests transactions dispersion analysis (or transaction failures*) for the UEs in the requested Area Of Interest from the NWDAF (i.e. in this case AOI is the suspected area). If the Analytic Filter is set to “top-heavy users” the request is just for the top-heavy transaction dispersion users, otherwise the request is for data dispersion analytics of all UEs in the AOI. If the NWDAF needs to retrieve the list of UEs in the area of interest, it may subscribe to UE mobility event notifications of AMFs as described in clause 5.3.4.4 of TS 23.501 [2] using event ID "UE moving in or out of Area of Interest" and Event Filters as described in Table 5.2.2.3.1-1 of TS 23.502 [3].
3.	Per statistical information and/or prediction, the NWDAF derives and rank the fixed and camping transactions dispersion users at the requested area of interest.
4.	The NWDAF identifies all the users in the requested area of interest and per Analytic Filter settings, returns in the response to the consumer an entry for each user or an entry for each top-heavy user. The response includes statistics or prediction of transactions (or transaction failures*) dispersion at the location, the user ranking and classification (fixed, camper, traveller at the location) as defined in tables 6.30.1.4.2-1 and 6.30.1.4.2.-2. 
5.	Based on the NWDAF provided data, the consumer uses the transactions (or transaction failures*) dispersion and ranking information and possibly other pertinent information per the local policies, to decide whether to apply mitigation procedures through a policy change to certain reported UEs under its control.
6-7.	The consumer, based on the dispersion information and possible other pertinent information per local policies, performs mitigation procedure. For example, if the consumer is a PCF, it may perform a SM policy association termination as described in TS 23.502 [3] clause 4.16.6. If the consumer is the UDM, it may decide based on the dispersion information and possible other pertinent information per local policies to delete the subscriber’s RM context and PDU sessions, the UDM may send a deregistration notification with removal reason set to “subscription withdrawn” to the registered AMF as described in 23.502 clause 4.2.2.3.3. The UDM may also trigger a PCF initiated UE policy termination as described in 23.502 clause 4.16.13.2.
7.a  If the consumer is an AMF, based on the dispersion information and possible other pertinent information per local policies, may initiate AM policy association termination or UE policy association termination as described in 23.502 clause 4.16.3 and 4.16.13 respectively. If the consumer is SMF, it may initiate SM policy association termination as described in 23.502 clause 4.16.6.   
*Note: The consumer may set the DA type to transaction failures when the analysis is focusing on dispersion of failed transactions. For a deeper analysis of transactions handling in the AOI, the consumer may run two procedures, one for transactions dispersion and one for transaction failures dispersion. When AOI is under denial of service attack, the failed transactions will linearly correlate to the attempted transactions nevertheless, the consumer may want to analyse both before applying corrective actions. 


6.30.7.2	Signalling Storm Mitigation in a Slice


1.	Signalling storm in a slice is suspected by a consumer. How the consumer suspects such condition is a design implementation and is out of 3GPP scope.
2.	To analyse suspected signalling attack, the consumer requests transactions dispersion analysis for the UEs (or transaction failures*) at the suspected slice from the NWDAF. If the Analytic Filter is set to “top-heavy users” the request is just for the top-heavy transaction dispersion users, otherwise the request is for data dispersion analytics of all UEs registered with the slice.
3.	Per statistical information and/or prediction, the NWDAF derives and rank the fixed and camping transaction dispersion users at the requested slice.
4.	The NWDAF identifies all the users in the requested slice and per Analytic Filter settings, returns in the response to the consumer an entry for each user or an entry for each top-heavy user. The response includes statistics or prediction of transaction (or transaction failure*) dispersion at the slice, the user ranking and classification (fixed, camper, traveller at the location) as defined in tables 6.30.1.4.3-3 and 6.30.1.4.3-4. 
5.	Based on the NWDAF provided data, the consumer uses the transactions dispersion (or transaction failures*) and ranking information and possibly other pertinent information per the local policies, to decide whether to apply mitigation procedures through a policy change to certain UEs under its control.
6-7.	The consumer, based on the dispersion information and possible other pertinent information per local policies, performs mitigation procedure. For example, if the consumer is a PCF, it may perform a SM policy association termination as described in TS 23.502 [3] clause 4.16.6. If the consumer is the UDM, it may decide based on the dispersion information and possible other pertinent information per local policies to delete the subscriber’s RM context and PDU sessions, the UDM may send a deregistration notification with removal reason set to “subscription withdrawn” to the registered AMF as described in 23.502 clause 4.2.2.3.3 (step 6). The UDM may also trigger a PCF initiated UE policy termination as described in 23.502 clause 4.16.13.2.
7.a  If the consumer is an AMF, based on the dispersion information and possible other pertinent information per local policies, may initiate AM policy association termination or UE policy association termination as described in 23.502 clause 4.16.3 and 4.16.13 respectively. If the consumer is SMF, it may initiate SM policy association termination as described in 23.502 clause 4.16.6.   
*Note: The consumer may set the DA type to transaction failures when the analysis is focusing on dispersion of failed transactions. For a deeper analysis of transactions handling in the AOI, the consumer may run two procedures, one for transactions dispersion and one for transaction failures dispersion. When AOI is under denial of service attack, the failed transactions will linearly correlate to the attempted transactions nevertheless, the consumer may want to analyse both before applying corrective actions. 


[bookmark: _Hlk52410320]6.30.8	Analysis of suspicious abnormal UE behaviour 

In this clause, two procedures address a situation when a consumer is receiving from the NWDAF a notification of suspected abnormal behaviour. The following procedures handle further analysis when the suspicious behaviour is DDoS and unexpected radio link failures. 

6.30.8.1	Analysis of suspicious DDoS 

In this procedure a consumer (AMF, SMF) is receiving from the NWDAF a notification of suspected abnormal behaviour of a UE with an indication of DDoS. Upon such notification, the AMF and SMF can run the following procedure with the same analytic filter applied to the abnormal behaviour analytics (i.e. AOI , S-NSSAI) to detect the current signalling dispersion activity and compare it to a stored dispersion signalling profile of the UE at the UDM as described in solution 66. For expedient analysis, the detection of current signalling dispersion may include a short duration in the input parameters.     



 


1.  AMF or SMF (NWDAF consumers) receive information of misused UE as indicated in TS 23.288 [3] step 5, procedure 6.7.5.4-1.  
2.	To further analyse the suspected UE, the consumer (AMF or SMF) requests a current transaction dispersion analysis for the UEs at the suspected AOI or slice. Depending on the suspected severity, the duration of analysed period may be short.  
3-4.	The NWDAF derives, rank and characterizes the user at the requested target (AOI or slice) and provides the info to the requesting consumer (AMF, SMF). 
5.	The consumer via Nudm SDM retrieves the expected transaction dispersion transaction data and compares it to the information received in step 5. 
6.   Based on the deviation of the current UE dispersion transaction at the slice or AOI from the expected transaction dispersion, the consumer uses the comparison and possibly other pertinent information per the local policies, to decide whether to apply mitigation procedures through a policy change to the suspected UE.
7.	The consumer, based on the dispersion information and possible other pertinent information per local policies, performs mitigation procedure. If the consumer is an AMF, it may initiate AM policy association termination or UE policy association termination as described in 23.502 clause 4.16.3 and 4.16.13 respectively.  If the consumer is SMF, it may initiate SM policy association termination as described on 23.502 clause 4.16.6.

6.30.8.2	Analysis of unexpected radio link failures 

In this procedure, a consumer (AF, AMF, PCF) is receiving from the NWDAF a notification of suspected abnormal behaviour of a UE with an indication of unexpected radio link failures. Upon such notification, the consumer may decide, based on local policy, to run further dropped session dispersion analysis on the UE to verify failures and obtain its ranking at the target before acting. The consumer can run the following procedure with the same analytic filter applied to the abnormal behaviour analytics (i.e. AOI , S-NSSAI) and verify the dropped session dispersion activity at the same target (i.e. AOI or S-NSSAI). 




1.  The consumer receives information of misbehaving UE with unexpected radio link failures, as indicated in TS 23.288 [3] step 5, procedure 6.7.5.4-1.  
2.	To further analyse the suspected UE, the consumer requests a dropped sessions dispersion analysis for the UEs at the suspected AOI or S-NSSAI.
3-4.	The NWDAF derives, rank and characterizes the user at the requested target (AOI or S-NSSAI) and provides the info to the requesting consumer. 
5.	The consumer, based on the dropped session dispersion information and possible other pertinent information per local policies, decides to perform a mitigation procedure. 
6. If the consumer is AMF or AF and target analysis is AOI, based on the dispersion information and possible other pertinent information per local policies, may allow the use of CE (Coverage Enhancement) in the affected location, as described in TS 23.288 [5] clause 6.7.53. The AMF may apply AM policy association modification as specified in 23.502 [3] clause 4.16.2.1, which may include provisioning a new service area restriction and or RFSP index.  If the consumer is a PCF and the target analysis is AOI, the PCF may apply AM policy association modification as specified in 23.502 [3] clause 4.16.2.2, which may include provisioning a new service area restriction and or RFSP index.
7. If the target analysis is S-NSSAI and it is apparent that sessions are dropping at the slice, the AMF based on the dropped sessions dispersion analysis and other local policies may update the UE configuration and the Allowed NSSAI and possibly revoke the S-NSSAI sustaining the dropped sessions. For that the AMF will be using the UE configuration update procedure for access and mobility management as described in 23.502 [3] clause 4.2.4.2. 

NOTE:  The failed transaction dispersion analytics can also be used by the NWDAF for the determination of a misbehaving UE with unexpected radio link failures when the “Expected UE Moving Trajectory” parameter in 23.388 [5] table 6.7.5.1-1 is not sufficient to determine misbehaviour. This could happen when the trajectory of the UE is within expectation, yet the UE is suffering from dropped sessions.

[bookmark: _Hlk52551988]******************* FIFTH CHANGE   ********************

[bookmark: _Toc50309791][bookmark: _Toc25776][bookmark: _Toc24513][bookmark: _Toc20750][bookmark: _Toc20610][bookmark: _Toc43393246][bookmark: _Toc32350][bookmark: _Toc19315][bookmark: _Toc42770119][bookmark: _Toc32645][bookmark: _Toc42779175][bookmark: _Toc50023138][bookmark: _Toc50021785][bookmark: _Toc44004418][bookmark: _Toc50021216][bookmark: _Toc50022489][bookmark: _Toc7347][bookmark: _Toc50023723][bookmark: _Toc50579523][bookmark: _Toc50724828]6.30.97	Impacts on services, entities and interfaces
PCF impact:
1)	Subscribe for UE dispersion analytics/prediction from the NWDAF.
NSSF impact:
2)	Subscribe for UE dispersion analytics/prediction from the NWDAF.
SMF impact:
3)	Subscribe for UE dispersion analytics/prediction from the NWDAF.
4)	Provide data volume information for a UE at a given slice and at a specified time period.
5)	Provide a tally of SM transactions information for a UE at a given slice and specified time period.
6)	Provide a tally of SM transaction failure information for a UE at a given slice and specified time slot.
7)	Provide a tally of dropped sessions information for a UE at a given slice and specified time slot.
The Nsmf_EventExposure Service is updated to provide this information
Editor's note:	How this tally is provided is FFS, and which procedures are used, either AMF or SMF services or OAM is FFS.
AMF impact:
8)	Subscribe for UE dispersion analytics/prediction from the NWDAF.
9)	Provide a tally of MM transactions information for a UE at a given slice and specified time period.
10)	Provide a tally of MM transaction failure information for a UE at a given slice and specified time slot.
The Namf_EventExposure Service is updated to provide this information
Editor's note:	How this tally is provided is FFS, and which procedures are used, either AMF or SMF services or OAM is FFS.
AF impact:
11)	Provide aggregated voice calls minutes at a specified slice and time slot.
NWDAF impact:
112)	Support Type of analytics = UE dispersion analytics and provide UE dispersion analytics information, statistics and prediction.
123)	Collect UE dispersion information from AMF, SMF, AF.
NOTE 1:	If not collected from the UPF, the UE volume information is available at the SMF through its interaction with the CHF as described in TS 32.255 [15] clauses 5.1.2 and 5.1.3.
NOTE 2:	UE Voice call minutes are available at voice AFs.

******************* END CHANGES   ********************
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