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Overall description
As part of the study on enhanced support of non-public networks (FS_eNPN), SA2 is working on Key Issue #4 (UE Onboarding and remote provisioning). 
The Key issue #4 including the SNPN case and PNI-NPN case as described in TR23.700-07-040 clause 5.4.
SA2 would like to kindly ask SA3 the following questions:
For SNPN case, 

1. Backgroud: DCS is potentially introduced to authenticate a UE with default UE credentials or provide means to another entity to do it, in TR 23.700-07-040. There are two potential mechanisms for DCS to authenticate the UE in TR 23.700-07-040. 
1). As introduced in solution 5 in TR 23.700-07-040, Network Function in SO-SNPN (Subscription Owner SNPN) is not involved in the authentication procedure. As a result, the SO-SNPN is not aware of the result of authentication procedure but perform remote provisioning. 
2). As introduced in solution 35 in TR 23.700-07-040, Network Function in SO-SNPN (Subscription Owner SNPN) is involved in the authentication procedure.  As a result, the SO-SNPN is aware of the result of authentication procedure and perform remote provisioning.
Question: SA2 ask SA3 to evaluate the two above mechanisms from security perspective. 
For PNI-NPN case, 
1. Backgroud: In Solution 28, 32 and 38 of TR 23.700-07-040, a mechanism is proposed that vertical provides the credential for secondary authentication/NSSAA to PLMN without verifying the UE is allowed for remote provisioning. 
Question: SA2 would like to ask SA3 is there any security concern on this mechanism. 
2. Backgroud: In Solution 28, 32 of TR 23.700-07-040, a mechanism is proposed that vertical enables PLMN operator to update the UE subscription in the 5GC via provisioning the configuration parameters to UDM, and the UDM triggers to update the configuration parameters on the UE (e.g. NPN S-NSSAI in solution 28, combined S-NSSAI in solution 32) without verifying the UE is allowed for remote provisioning. 
Question: SA2 would like to ask SA3 is there any security concern on this mechanism.
2
Actions
To SA3
ACTION: 
SA2 would like to kindly ask SA3 to provide feedback as indicated above.
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Dates of next TSG SA WG2 meetings
TSG SA WG2 Meeting 141E

Oct 12-23, 2020


TBD
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Nov 16-20, 2020

TBD

