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Abstract of the contribution: This PCR is to evaluate the default credentials and provisioning data over CP in the KI#4.
1. Introduction
This PCR only evaluates the combination of the default credentials and the provisining data over the control plane solutions. This PCR only analyses the solution #6, #27, #30 and #35.

Solution #6:

This solution is using the default credentials to authenticate the UE for the onbording purpose. And provisioning data is provided over the CP and also the UE will perform the security check. The security check details at the UE are shown as following.
the UDM Update Data is provided by HPLMN.

-
If the security check on the UDM Update Data is successful, as defined in TS 33.501 [7] the UE either stores the information and uses those parameters from that point onwards, or forwards the information to the USIM; and

-
If the security check on the UDM Update Data fails, the UE discards the contents of the UDM Update Data.

Solution #27

This solution is using the default credentials to authenticate the UE for the onbording purpose. In this solution, both CP and UP can be used for the remote provisioning data. The security check details at the UE are shown as following.
a)
If a Control Plane provisioning solution was chosen, PS plays the role of UDM in current UE Parameters Update procedure, this message may also include the data that needs to be provisioned to the UE. The UE provisioning data may be integrity protected and signed with the private key of the PS (UDM).
the Update Data is provided by the SNPN.

-
If the security check on the Update Data is successful, as defined in TS 33.501 [7] the UE either stores the information and uses those parameters from that point onwards, or forwards the information to the USIM; and

-
If the security check on the Update Data fails, the UE discards the contents of the Update Data.

Solution #30

This solution is using the default credentials to authenticate the UE for the onbording purpose. In this solution, provisioning data is provided over the CP and also the UE will perform the security check.
Solution #35
In this solution, UDM performs on-boarding authentication which may reuse primary authentication based on default UE credential.
The UDM triggers to provide the 3GPP configuration subscription data to the UE after successful on-boarding authentication, e.g. using UPU procedure to send PLMN ID, NID, routing ID, newly assigned SUPI, etc. to the UE
Since these solutions are reusing the UPU procedure for the remote provisioning data, it does not require significant impact on the UE and network architecture. So, the control plane procedures for the remote provisiong date shall be considered as one option.
2. Proposal

It is proposed to agree the following changes to 3GPP TR23.700-07 v0.4.0.
* * * * First Change * * * *
7.4
Key Issue #4: UE Onboarding and remote provisioning
Solution #6, #27, #30, #35 are using the combination of default credentials and the control plane procedures for the remote provisioning SO-SNPN credentials. These solutions are reusing the UE Parameters Update procedure for the remote provisioning which does not require significant impact on the UE and architecture.
* * * * Next Change * * * *
8.4
Key Issue #4: UE onboarding and remote provisioning
Interim agreements of key issue #4 are as follow:

-
UE onboarding with default credentials used for primary authentication shall be one option;
-
Control plane procedures for remote provisioning of SO-SNPN credentials based on existing UE Parameters Update procedure shall be one option.
* * * * End of Changes * * * *
