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Abstract of the contribution: Solution to handle SA6 requirements expressed in S6-200947 (S2-2004784 in AI 4.1)

1 Discussion
SA6 expressed requirements in S6-200947 (S2-2004784 in AI 4.1). If this incoming LS can be directly handled via R17 CR (such as 23.501 CR 2385 in S2-2004841 and 23.502 CR 2239 in S2-2004842), this P-CR can be ignored. Otherwise another way forward is to deal with SA6 requirements via P-CR to 23.748 which is what this Tdoc does

2 Proposal
[bookmark: _Hlk513714389]It is proposed to update TR 23.748 as follows

FIRST CHANGE

[bookmark: _Toc31192358][bookmark: _Toc31192518][bookmark: _Toc31193009][bookmark: _Toc31616188][bookmark: _Toc31616263][bookmark: _Toc31616339][bookmark: _Toc31616415][bookmark: _Toc43317515][bookmark: _Toc43374987][bookmark: _Toc43375448][bookmark: _Toc43801972][bookmark: _Toc43806238][bookmark: _Toc43806545]6.X	Solution #X: Support of the mapping from IP addressing information provided to an AF to the user identity
[bookmark: _Toc500949099][bookmark: _Toc23255037][bookmark: _Toc26346409][bookmark: _Toc26346622][bookmark: _Toc26773892][bookmark: _Toc31192359][bookmark: _Toc31192519][bookmark: _Toc31193010][bookmark: _Toc31616189][bookmark: _Toc31616264][bookmark: _Toc31616340][bookmark: _Toc31616416][bookmark: _Toc43317516][bookmark: _Toc43374988][bookmark: _Toc43375449][bookmark: _Toc43801973][bookmark: _Toc43806239][bookmark: _Toc43806546]6.X.1	Description	Comment by LTHB0: This clause mostly covers the 23.501 CR 2385 in S2-2004841
[bookmark: _Hlk46769812][bookmark: _Toc500949101]This solution addresses SA6 expressed requirements in S6-200947 (S2-2004784).
An AF may only be able to identify the UE target of an AF request for data provisioning or for Event Exposure (data retrieval) by providing IP addressing information (IP address and port information) about this UE. In this case the 5GC first needs to retrieve the Permanent identifier of the UE based on:
· the IP addressing information (IP address and port information) of the UE as provided by the AF: this may correspond to an UE IP address as allocated by 5GC or to an IP address (and port) that has been NATed (Network and Port Address Translation) by an entity controlled by the 5GC operator. In the latter case the 5GC (NEF) needs to first get from the NATF (5GC NF that has carried out NAT at the user plane) the translation back from the IP addressing information provided by the AF to the IP address that the 5GC has allocated to the UE.
· the corresponding DNN and/or S-NSSAI information: this may have been provided by the AF or determined by the NEF using the identity of the AF;
NOTE:	When the AF has been triggered by an application running on an Edge Application Server that only identifies a UE by its IP addressing information, the AF is only be able to identify the UE by providing IP addressing information for this UE;

The 5GC may provide a GPSI value to an AF 
· that has explicitly requested a translation from IP addressing information (IP address and port information) of the UE to a GPSI or 
· that has implicitly requested a translation from IP addressing information of the UE to a GPSI by requesting data provisioning or data retrieval about an individual UE identified by IP addressing information
The GPSI value provided to the AF does not allow to track an end user's activity across applications (EASs). This is to protect end user privacy
[bookmark: _Hlk48032852]A new NATF NF is introduced that supports:
· NA(P)T (network address and port translation) in the user plane,
· A service providing the reverse translation from the UE IP address and port provided as input in the service request into the corresponding IP address as allocated by the 5GC to the UE
The NATF registers in the NRF the (public) IP address ranges it owns and its reverse translation service may be discovered by using a NRF lookup about a public IP address. 

[bookmark: _Toc23255038][bookmark: _Toc26346410][bookmark: _Toc26346623][bookmark: _Toc26773893][bookmark: _Toc31192360][bookmark: _Toc31192520][bookmark: _Toc31193011][bookmark: _Toc31616190][bookmark: _Toc31616265][bookmark: _Toc31616341][bookmark: _Toc31616417][bookmark: _Toc43317517][bookmark: _Toc43374989][bookmark: _Toc43375450][bookmark: _Toc43801974][bookmark: _Toc43806240][bookmark: _Toc43806547]6.X.2	Procedures	Comment by LTHB0: This clause and clause 6.X.3 mostly cover the 23.502 CR 2239 in S2-2004842

Editor's note:	This clause describes high-level procedures and information flows for the solution.
[bookmark: _Toc326248711][bookmark: _Toc510604409]An AF may via the NEF request Event exposure (as defined otherwise in TS 23.502 [3] clause 4.15.3) or parameter provisioning (as defined in TS 23.502 [3] clause 4.15.6) targetting an individual UE, identifying the target UE by providing IP addressing information (IP address and port) of the UE. 
In this case the 5GC first needs to retrieve a Permanent Identifier of the UE based on:
· the IP addressing information (IP address and port information) of the UE as provided by the AF: this may correspond to an UE IP address as allocated by 5GC or to an IP address (and port) that has been NATed (Network and Port Address Translation) by an entity controlled by the 5GC operator. In the latter case the 5GC needs to first get from the NATF (5GC NF that has carried out NAT at the user plane) the translation back from the IP addressing information provided by the AF to the IP address that the 5GC has allocated to the UE,
· the corresponding DNN and/or S-NSSAI information: this may have been provided by the AF or determined by the NEF using the identity of the AF;
Figure 6.X.2-1 defines how the NEF determines a Permanent Identifier of the UE in this case. Once the procedure described in Figure 6.X.2-1 has taken place, the NEF Event exposure as defined in TS 23.502 [3] clause 4.15.3 or the parameter provisioning as defined in TS 23.502 [3] clause 4.15.6 may apply.



Figure 6.X.2--1: Handling AF requests when the UE is identified via IP addressing information
1.	(when NAT is deployed in the 5GC) The NATF registers to NRF the public IP address ranges it owns in association with the service where address and port mapping queries may be invoked: the NATF invokes Nnrf_NFRegister or Nnrf_NFManagement_NFUpdate Request (as described in TS 23.502 [3] clause 4.17.1 or 4.17.2).
2.	The NRF acknowledges the NATF requests via Nnrf_NFManagement_NFRegister response or Nnrf_NFManagement_NFUpdate response 
3.	An application hosted on an EAS receives IP traffic from UE (3a). This traffic may have been subject to NAT. The application may request (3b) an AF e.g. to get or set information about the UE. This request is out of scope of 3GPP. 
4	Based on the application request, the AF issues a Nnef request as described in TS 23.502 [3] clause 4.15.3 or 4.15.6. This request contains as target UE identifier: UE IP addressing information as seen by the application (source IP y, source Port m in the figure).
5a	If the NEF determines that UE IP addressing information corresponds to a NATed address the NEF may invoke (5a) Nnrf_NFDiscovery_Request (as defined in TS 23.502 [3] clause 4.17.4) to discover the NAT binding service corresponding to the UE IP addressing information. The NEF may also skip this step if it has cached the result of a previous Nnrf_NFDiscovery_Request.
5b	the NRF sends Nnrf_NFDiscovery_Request Response message including NF Profile of the NATF owning the UE IP address provided in the request. The NATF Profile contains the ranges of (external) IP address “owned” by the NATF;  the NEF may cache the NATF Profile, thus removing the need to further contact the NRF for another external IP address within one of the  ranges indicated in the NATF Profile as long as the caching timer has not elapsed.
6a.	(If the NEF determines that UE IP addressing information corresponds to a NATed address) The NEF invokes the Nnat_lookup_Get to get the 5GC allocated UE IP address (source IP x, source Port k in the figure) from the UE IP addressing information provided by the AF in step 4 (source IP y, source Port m in the figure).
6b.	The NATF answers with the requested addressing information (source IP x, source Port k in the figure).
7a.	The NEF invokes the Nbsf_Management discovery request (IP x, DNN, S-NSSAI) to get the SUPI and GPSI corresponding to the 5GC IP address
7b	The BSF answers (Nbsf_Management discovery response) with the SUPI and GPSI of the UE
8.	The NEF Event exposure as defined in TS 23.502 [3] clause 4.15.3 or the parameter provisioning as defined in TS 23.502 [3] clause 4.15.6 may apply as now the NEF has determined the target UE; Depending on operator policies, the NEF may provide in the answer provided to the AF a GPSI of the UE; the delivery of such GPSI to an AF shall not allow an external AF to track an end user's activity across applications.



[bookmark: _Toc23255039][bookmark: _Toc26346411][bookmark: _Toc26346624][bookmark: _Toc26773894][bookmark: _Toc31192361][bookmark: _Toc31192521][bookmark: _Toc31193012][bookmark: _Toc31616191][bookmark: _Toc31616266][bookmark: _Toc31616342][bookmark: _Toc31616418][bookmark: _Toc43317518][bookmark: _Toc43374990][bookmark: _Toc43375451][bookmark: _Toc43801975][bookmark: _Toc43806241][bookmark: _Toc43806548]6.X.3	Impacts on services, entities and interfaces	Comment by LTHB0: This clause and clause 6.X.2 mostly cover the 23.502 CR 2239 in S2-2004842

Editor's note:	This clause captures impacts on existing 3GPP nodes and functional elements.
Nnef_EventExposure_Subscribeand, Nnef_Location_LocationUpdateNotify and Nnef_ParameterProvision operations are modified accordingly
·  Addition of UE IP addressing information as a possibility to identity the UE target of the request
· [bookmark: _GoBack]The NEF may provide a GPSI in the operation response
A new NATF NF (service) is introduced:
· NATF Nnat_lookup_Get service operation is introduced to provide the translation from the UE IP address and port provided in input into the IP address as provided by the 5GC to the UE
· The NRF needs to handle a new NF (NATF) with new associated parameters that can be used to lookup for NATF services: (public) IP address range(s) owned by the NATF
.

NEXT CHANGE (2)


NEXT CHANGE (3)
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