3

3GPP TSG-SA2/N1 Drafting

Bristol, UK, September 4-8, 2000
S2-001436


Source:

Telia

Subject: 
Ungraceful session termination in the IM domain


Purpose: 
Discussion/Decision 

Agenda item: R00 Issues
1. Introduction

This input is in response to [1] where a risk in losing the Ue from a radio perspective was identified and 3GPP members were encouraged to investigate the effect of this to the IM domain further.

The effect of an ungraceful termination of a SIP session when a stateful proxy server (S-CSCF) is involved is that the state machine in the S-CSCF will not terminate since it has seen no BYE request. Thus, this will result in memory leaks and eventually S-CSCF failure. This document describes two ways of remedy the problem and suggest some text to this effect to 3G TS 23.228.

2. The SIP Session Timer 

The SIP session timer is described in detail in [2], it is as of yet an Internet draft and must be considered as work in progress. 

The basic mechanism is very straightforward, a timer is negotiated at session set up and a re-INVITE must be sent within this timer interval or the stateful proxy server (S-CSCF) may flush its state for the call leg in question.

The way the negotiation is performed allows the SIP proxy server to insert or alter the session timer. It is not allowed to increase the timer, only lower it. This extension to SIP introduces a new header, "Session-Expires", that sets the size of the timer and a new option tag, "timer", to the Require- and Supported-header. The "Session-Expires" header is optional, and only allowed in, INVITE requests and responses. Figure 1 gives an example of how the timer is negotiated.
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Figure 1, An example of negotiation of the SIP session timer

1. The caller sends an INVITE with a Session-Expires header indicating a timer length of 240 seconds. The Supported header must be present, optionally a Require header could be inserted to signal to the S-CSCF that the SIP session timer must be supported in order to process the call correctly.

2. The S-CSCF decides to shorten the timer length to 180 seconds and then passes the INVITE on to the callee.

3. The callee decides to further shorten the timer, sets it to 120 seconds and starts it. The 200 OK sent up stream must contain a Require header.

4. The S-CSCF starts the timer when receiving the 200 OK and passes on the message. The S-CSCF is not allowed to change the timer in a message going up stream.

5. The caller starts the timer and answers with an ACK following standard SIP procedure.

6. The ACK is forwarded by the S-CSCF to the callee. 

The caller must now send a re-INVITE every 120 seconds, following the procedure depicted in Figure 1, or the S-CSCF and the callee may consider the session terminated. The proper timer value for the IM domain is probably much higher than 120 seconds.

The use of the SIP Session timer opens up an opportunity for DoS attacks. Since any node in the signalling path can shorten the timer and it can't be increased, there is a risk that a malicious node sets the timer to a very low value (e.g. 1 second) and thus causes a flood of re-INVITE messages to be sent over the radio interface. A way to work around this could be to add a new error code, e.g. "506 Bad Session Timer", that the S-CSCF could use to stop very short timers. This new error code would have to be accepted and approved by the IETF.

3. SCTP as SIP transport

The Stream Control Transmission Protocol (SCTP) is described in detail in [3], it must be considered as work in progress since it has not achieved RFC status yet.

SCTP has several features to ensure SS7-like reliable transport, some of them are listed here but for further detail see [3] and [4]:

· Multihoming, an SCTP connection can use several IP addresses between endpoints. Data is always sent on one of the addresses but the other are used as backup to improve reliabilty. 

· Fast Retransmit, similar to the TCP mechanism with the same name. 
· Acknowledged error-free non-duplicated transfer of user data.
· Congestion Control, similar to the TCP mechanism.

· Multiplexing of user datagrams into SCTP datagrams.

· Streams, within a SCTP connection streams of data from different higher level applications can be supported. The different streams are only ordered internally, streams flow independently from each other within a SCTP connection. 

Relevant for this contribution is the keep-alive mechanism that SCTP employs. Two messages (or "chunks" as the proper SCTP term is) are used to allow the endpoints to probe the reachability of a particular destination transport address, the HEARTBEAT and HEARTBEAT ACK. A counter keeps track of the number of retransmissions made, if this counter exceeds a pre set value the association is considered terminated. The counter is reset every time a data chunk or a HEARTBEAT ACK is received.

After session set up the CSCF may very well not see any more signalling before the BYE message, thus the counter will not be increased and a fault connection not detected. This is worked around by sending out periodic HEARTBEATs. The HEARTBEAT rate is determined by the CSCF and may be altered at any time, which would make this a timer based solution too. 

Using a transport level mechanism such as SCTP to detect broken sessions means that it is the P-CSCF that would have this functionality since it is the first point of contact for the Ue. To what extent this will increase the complexity and cost of the P-CSCF(s) is unclear.

SCTP is a heavyweight protocol, and as such it will be hard to implement on low end terminals. Some of its features are unnecessary, some even inappropriate, for the Gm and radio interface. The protocol is however very suitable to use over e.g. the CSCF-CSCF and CSCF-MGCF interfaces where a high number of SIP messages are passed and solid reliability is a must, details about this is however FFS.

4. Conclusion and Suggestion

Some sort of mechanism to handle ungraceful session termination is required in the IM domain to avoid S-CSCF failure and cater for carrier grade service.  SCTP gives a very solid solution to this but the protocol stack is probably to heavy to implement on low end terminals. 

The SIP session timer [2] is a SIP level lightweight mechanism, so even if there are some unsolved issues we propose that it is used for handling ungraceful session termination and that a proper stage 2 description is inserted in TS 23.228. 

Proposed text for TS 23.228, section 5.7 "Call Clearing Procedure":

"The S-CSCF requires a means of detecting ungraceful session termination. The mechanism used for this is the SIP session timer [2] which is mandatory for S-CSCF:s as well as Ue:s wishing to attach to the IM domain."
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