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1 Discussion
So far, two steering functionalities are defined for ATSSS: the MPTCP and the ATSSS-LL. This document defines a new steering functionality called QUIC-Low Layer (QUIC-LL). It is a "Low Layer" steering functionality because it operates below the IP layer (such as ATSSS-LL), in contrast to a high layer steering functionality that operates above the IP layer (such as MPTCP).
The text below specifies the QUIC-LL steering functionality and it is proposed to insert it into TR 23.700-93.
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NEXT CHANGE (All text is new)
6.X
Solution #x: QUIC-LL Steering Functionality

6.X.1
Introduction

This clause defines a new ATSSS steering functionality called QUIC-Low Layer (QUIC-LL). It is a "Low Layer" steering functionality because it operates below the IP layer (such as ATSSS-LL), in contrast to a high layer steering functionality that operates above the IP layer (such as MPTCP).

The QUIC-LL provides an unreliable tunneling service between the UE and the UPF that is based on:

1.
The QUIC protocol specified in draft-ietf-quic-transport [6] along with the loss detection and congestion control specified in draft-ietf-quic-recovery [7]; and
2.
The QUIC extensions specified in draft-ietf-quic-datagram [8] for supporting unreliable datagram transport.
Editor's note: It is FFS if the tunneling mechanisms in draft-piraux-quic-tunnel [9] need to be considered.

Editor’s note: Whether the QUIC-LL can support reliable transport (i.e. using QUIC streams) is FFS.
Editor's note: it is FFS whether network bandwidth overhead and packet processing overhead caused by additional headers in the solution are significant or not.
Editor's note: the benefit of using QUIC-LL over using ATSSS-LL should be clarified.
6.X.2
Overview of QUIC-LL

The following list provides a brief overview of how QUIC-LL operates and how it is applied to support ATSSS in a MA PDU Session.
1. During the establishment of the MA PDU Session, the UE indicates whether it supports QUIC-LL and the network selects whether QUIC-LL will be used for routing (some or all) traffic of the MA PDU Session across 3GPP and non-3GPP accesses. 
2. If the network selects to apply the QUIC-LL steering functionality for the MA PDU Session, then, after the establishment of the MA PDU Session, the UE ensures there are N QUIC connections over 3GPP access and N QUIC connections over non-3GPP access, where N is the number of QoS flows of the MA PDU Session.
Editor’s note: It is FFS if a QUIC connection between the UE and UPF is created right after the establishment of the MA PDU Session (as stated above), or when data arrives for this QUIC connection. 
Editor’s note: It is currently assumed that the QoS flows of the MA PDU Session are bidirectional. In case there are downlink-only QoS flows, it is FFS how the QUIC connections for these QoS flows are established.
3. Each QUIC connection is mapped to one QoS flow. So, if for example two QoS flows are assigned to the MA PDU Session (as shown Fig. 6.X.2-1), then two QUIC connections are established between the UE and the UPF over 3GPP access and two QUIC connections are established between the UE and the UPF over non-3GPP access.
Editor’s note: How a QUIC connection is mapped to a QoS flow needs further clarification. More generally the interactions between QoS rules and QUIC connections are FFS.
NOTE 1:
The QUIC protocol can multiplex several PDUs in a single QUIC packet. By using a separate QUIC connection for each QoS flow, we ensure that PDUs belonging to different QoS flows cannot be multiplexed in the same QUIC packet.
4. Each QUIC connection carries a sequence of QUIC packets and each QUIC packet carries one or more datagram frames (defined in draft-ietf-quic-datagram [8]). Each datagram frame encapsulates one PDU that is transmitted via the MA PDU Session. When the type of the MA PDU Session is “ethernet”, each PDU is an Ethernet frame, when the type of the MA PDU Session is “IPv4”, each PDU is an IPv4 packet, etc.
5. Each QUIC connection provides an unreliable transport service between the UE and the UPF, hence, it can carry any type of protocol traffic, such as UDP, TCP, SCTP, ICMP for IP PDU Session type, Ethernet, ARP for Ethernet PDU Session type, etc.
6. The QoS rules in the UE are used to steer the traffic of each QUIC connection to the associated QoS flow.
7. After the establishment of the QUIC connections between the UE and the UP:

a. 
The UE applies the ATSSS rules to (a) steer each PDU (e.g. IP packet or Ethernet frame) to a specific access, and then (b) to steer each PDU to a specific QUIC connection on this access. 

b. 
The UPF applies the N4 rules in a similar way.
Editor's note: R16 UP processing does not require QoS selection before access selection. It is FFS whether the order of actions above: a) steer each to a specific QoS (MPQUIC connection), and then (b) to select the access fits with UP processing per N4 rules.
Editor's note: The UDP ports shown in Fig. 6.X.2-1 which are used per QUIC connection need further work. 
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Fig. 6.X.2-1: Tunneling MA PDU traffic via different QUIC connections
8. Fig. 6.X.2-2 explains (via an example) how the QUIC-LL steering functionality is applied to route the traffic of an MA PDU Session:
a. 
The UE is assigned with three IP addresses: The IP@3, which is the IP address of the MA PDU Session, and two link-specific IP addresses, one for 3GPP access (IP@1) and one for non-3GPP access (IP@2). The scope of the link-specific IP addresses is local, i.e. they are used only for UE-UPF communication.
b. 
In the example scenario shown in Fig. 6.X.2-2, it is assumed that two QoS flows are assigned to the MA PDU Session. Hence, the UE uses the IP@1 to establish two QUIC connections to UPF over 3GPP access and uses the IP@2 to establish two QUIC connections to UPF over non-3GPP access.

c. 
On the UE side, each IP packet that enters the IP interface associated with the MA PDU Session:

i. First, goes though an Access Selection, which selects the access on which the packet should be transmitted. This selection is based on the ATSSS rules and the measurements (e.g. RTT, loss rate, etc.) received by the QUIC protocol.

ii. Next, the IP packet goes through the QUIC Connection Selection (QCS), which sends the IP packet to a specific QUIC connection over the selected access. The QUIC connection is selected based on the ATSSS rules (see the QUIC Connection Selection Descriptor in the example ATSSS rules in Fig. 6.X.3-2).
Editor's note: It is currently assumed that a QUIC connection is selected based on the ATSSS rules. It is FFS if a QUIC connection can be selected based on the QoS rules.
iii. Finally, the IP packet goes through the QUIC protocol. It is encapsulated in a QUIC packet (possibly with other IP packets of the same QUIC connection) that has confidentiality and integrity protection and goes to an access interface (3GPP or non-3GGP) via the UDP/IP layers. The outer IP packet has source address IP@1 or IP@2 and destination address an IP address of UPF, which is provided to UE during the MA PDU Session establishment.
NOTE 2:
Fig. 6.X.2-2 shows two instances of QCS and two instances of the QUIC protocol (one for each access). However, this is only for illustration purposes. In a real implementation, one QCS and one QUIC protocol instance could be used.
NOTE 3:
The QCS is like an application that sends unreliable datagrams over one or more QUIC connections. 

9. Normally, the QUIC-LL steering functionality does not split the packets of an IP flow (defined by a 5-tuple) across the two accesses. It is feasible to split an IP flow across the two accesses but, in this case, the QUIC-LL may not be able to avoid out-of-order delivery. Layers above the QUIC-LL (e.g. the application layer) could handle the out-of-order delivery. Note that QUIC Datagram frames are not retransmitted upon loss detection (see draft-ietf-quic-datagram [8]), hence, duplications are not possible.
Editor’s note: If the QUIC-LL creates out-of-order delivery, the value of QUIC-LL vs the ATSSS-LL should be further clarified.
10. The QUIC-LL can transfer an IP flow from one access to another access according with the ATSSS rules and the measurements (e.g. RTT) received from the QUIC protocol. For example, the blue IP flow in Fig. 6.X.2-2 can be transferred from QUIC connection #4 over 3GPP access to QUIC connection #2 over non-3GPP access, when the Access Selection determines e.g. that the RTT of QUIC connection #4 is higher than the RTT of QUIC connection #2. Note that when an IP flow is transferred to another access, the QoS flow used for this IP flows remains the same.
[image: image2.emf]App-A

MA PDU 

Session using 

QUIC-LL

Access Selection

(based on Steering Mode)

Non-3GPP access 3GPP access

QUIC connection 

selection (QCS)

IP

hdr

UDP

hdr

UDP/IP

QUIC

hdr

IP packet

Datagram Frames

IP packet

QUIC Connection #1

QUIC Connection #2

QUIC Connection #3

QUIC Connection #4

MA PDU 

Session using 

QUIC-LL

3GPP Non-3GPP

GTP tunnel GTP tunnel

IP packet

IP packet

UE UPF

IP layer

Upper layers

App-C

ATSSS Rules

QUIC connection 

selection (QCS)

IP@1

IP@3

IP@2

Non-3GPP

QUIC connection 

selection (QCS) 

QUIC connection 

selection (QCS)

IP packet

IP packet

IP packet

IP

hdr

UDP

hdr

QUIC

hdr

IP packet

Datagram Frame

IP packet

IP packet

3GPP

IP packet

QUIC protocol

IP packet

IP packet

IP packet

App-B

UDP

TCP

IP

QUIC protocol

RTT

RTT

RTT

IP packet

UDP/IP

QUIC protocol QUIC protocol

IP packet

IP packet

#1 #2 #3 #4

#4 #3 #2 #1

Map QUIC connection #1 

to QoS flow 1 & 

QUIC connection #2 to 

QoS flow 2

Map QUIC connection #3 

to QoS flow 1 & 

QUIC connection #4 to 

QoS flow 2

QoS

flow 2

QoS

flow 1

QoS

flow 1

QoS

flow 2


Fig. 6.X.2-2: Example of User-Plane operation (UL direction)
11. In summary, the QUIC-LL:

a. 
Supports an unreliable and secure tunneling service between the UE and UPF.

b. 
Does not support retransmission of lost QUIC datagram frames but supports loss detection, according to draft-ietf-quic-datagram [6].

c. 
Supports congestion control per QUIC connection, i.e. it employs the QUIC connection's congestion controller. As a result, the UE and the UPF may stop sending datagram frames on a QUIC connection when congestion is detected by the QUIC protocol on this connection.

d. 
Supports round-trip and packet loss measurements per QUIC connection, as specified in draft-ietf-quic-transport [6]. Since each QUIC connection is transmitted on a specific QoS flow, this means that QUIC-LL supports round-trip measurements per QoS flow and packet loss measurements per QoS flow. 

Editor's note: As described above, the QUIC-LL steering functionality is not required to apply some QUIC protocol capabilities, such as connection migration, reliable streams, etc. It is FFS whether such capabilities are required for QUIC-LL.

Editor's note: It is FFS whether this solution needs double-layer security between the UE and the 5GS (radio level security + QUIC mandatory security). If that is the case, it needs to be clarified how QUIC/DTLS security is set-up. 
6.X.3
Establishment of MA PDU Session using MPQUIC-LL
The following figure shows how an MA PDU Session using QUIC-LL can be established. It is based on the existing MA PDU Session establishment procedure defined in TS 23.502 [] clause with some additions shown in red.
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Fig. 6.X.3-1: Enhancement of MA PDU Session Establishment for QUIC-LL support
The following Fig. 6.X.3-2 shows an example of PCC rules provided by PCF to SMF in step 5b and illustrates how the SMF can derive the corresponding ATSSS rules and QoS rules for the UE. In a similar way, the SMF derives also N4 rules from the PCC rules.

Editor's note: The contents of the QUIC Connection Selection Descriptor (i.e. how the traffic of a specific QUIC connection is identified) need to be further studied.
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Fig. 6.X.3-2: Example of PCC rules and ATSSS rules/QoS rules derived from the PCC rules

6.X.4
Impacts on services, entities, interfaces and IETF protocols

Editor's note: it is FFS the evaluation of the impacts of this solution on services, entities, interfaces and IETF protocols.
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