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Abstract: Removes some ambiguities in the description of KI#4 (UE Onboarding and remote provisioning).
Discussion
The description of KI#4 needs to be clarified, in particular because it uses the term “subscription” with different and ambiguous meanings.
It is also necessary to clarify that the provisioning of credentials to the UE only applies to non-3GPP credentials, considering the following stage-1 requirement specified in TS 22.263:
The 5G system shall support a secure mechanism for a network operator of an NPN to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.
TS 23.501 specifies the following:
	An SNPN-enabled UE is configured with subscriber identifier (SUPI) and credentials for each subscribed SNPN identified by the combination of PLMN ID and NID.
A subscriber of an SNPN is either:
-	identified by a SUPI containing a network-specific identifier that takes the form of a Network Access Identifier (NAI) using the NAI RFC 7542 [20] based user identification as defined in TS 23.003 [19] clause 28.7.2. The realm part of the NAI may include the NID of the SNPN; or
-	identified by a SUPI containing an IMSI.


[bookmark: _Ref28079446]Table 1 – Extract from TS 23.501 clause 5.30.2.3
Obviously, the term "non-3GPP identities" in TS 22.263 corresponds to the 'yellow' case.  
Discussion on this at SA2#136AH resulted in asking confirmation to SA1, and SA1 replied in S1-201087 / S2-2002629 that the above-quoted requirement does not include provisioning of IMSI accompanied by AKA credentials to SNPNs. SA1 further pointed out that a similar requirement not limited to non-3GPP identities and credentials exists in TS 22.261 and that this requirement was considered an existing feature during FS_AVPROD study, which led to the TS 22.263 requirement.
However, this pCR does not propose to limit the scope of KI#4; instead it implements the way forward proposed by the Rapporteur (see Notes from Conference Call 13th May).
Proposal
[bookmark: _Toc519004414][bookmark: _Toc14708150][bookmark: _Toc20224663]It is proposed to add the below text into the TR 23.700-07.
*** Start of changes ***
[bookmark: _Toc21087531][bookmark: _Toc23326064][bookmark: _Toc25934654][bookmark: _Toc26337034][bookmark: _Toc26337075]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.261: "Service requirements for next generation new services and markets".
[3]	3GPP TS 22.263: " Service requirements for Video, Imaging and Audio for Professional Applications (VIAPA)".
[4]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[5]	3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station in idle mode".
[x]	GSMA SGP.01: "Embedded SIM Remote Provisioning Architecture", Version 4.0.
[y]	GSMA SGP.02: "Remote Provisioning Architecture for Embedded UICC Technical Specification", Version 4.0.
[z]	GSMA SGP.21: "eSIM Architecture Specification", Version 2.2.
[t]	GSMA SGP.22: "eSIM Technical Specification", Version 2.2.1.
*** Next change ***
[bookmark: _Toc21087533][bookmark: _Toc23326066][bookmark: _Toc25934656][bookmark: _Toc26337036][bookmark: _Toc31114283][bookmark: _Toc31120307]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Default credentials: Information that the UE have before the actual onboarding procedure to make it uniquely identifiable and verifiably secure.
Default Credential Server (DCS): The server that can authenticate a UE with default credentials or provide means to another entity to do it.
NPN: Non-Public Network as defined in TS 23.501 [4]. The terminology NPN refers to both SNPN and PNI-NPN in this TR unless otherwise stated.
Onboarding Network (ON): The network providing initial registration and/or access to the UE for UE onboarding.
Provisioning Server: The server that will provision the UE.
Subscription Owner (SO): The entity that will as result of the onboarding procedure provide the subscription data for the UE.
UE onboarding: Provisioning of information, to a UE and within the network, required for the UE to get authorized access and connectivity to an NPN.
NPN credentials: Information that the UE uses for authentication to access a NPN.

NOTE:	the definition of terms has the scope to provide a common language compared to the definitions in specific solutions. It is up to solutions to use the common terms, when applicable.
*** Next change ***
5.4	Key issue #4: UE Onboarding and remote provisioning
[bookmark: _Toc25934669][bookmark: _Toc26337049][bookmark: _Toc26337090]5.4.1	Description
The Key Issue is to study the architecture and solutions to support UE onboarding and provisioning for the NPN, including: 
-	Architecture including which NFs are involved, and which scenario(s) the solution is addressing, including:
-	Which network entity performs UE's subscription provisioning for the NPN and where is the network entity located.
-	If the network entity performing UE subscription provisioning for the NPN is external to the SNPN, what is the service-based interface exposed by the SNPN towards that network entity for UE onboarding and provisioning.
-	Means for a UE, that is verifiably secure and uniquely identifiable to 5GS, for remote provisioning, including:
-	How does the UE discover and select the NPN before UE is provisioned with the NPN credentialssubscription is provisioned.
-	How does the network authenticate the UE before the UE's subscription is provisioned with the NPN credentials.
-	How does the 5G system provides and updates in the network the subscription of an authorized UE in order to allow the UE to request connectivity to a desired NPN.
-	Means to remotely provision the required new or updated information to the UE for enabling the UE to access the NPN using 5GS, including e.g.:
-	Triggers and procedures used to initiate the provisioning procedure.
-	How to establish a secure connectivity between the UE and the network entity for provisioning.
-	How the network entity provisions the NPN subscription credentials to the UE.
-	Support of exposure via APIs to support UE onboarding and remote provisioning, if required.
The associated solutions need to consider the following UE characteristics:
-	Before the UE onboarding process there should be information in the UE for it to be "uniquely identifiable and verifiably secure".
NOTE 1:	This does not mean the UE is required to support the frequency bands the PLMN deploys for public network.
-	A TE might not have an interface that can be used to provision the MT.
NOTE 2:	This key issue covers devices with and without a UICC. 
NOTE 3:	Security aspects should be discussed and confirmed by SA WG3. 
NOTE x: For the provisioning of IMSI accompanied by AKA credentials, it is assumed that a mechanism outside 3GPP scope is used, e.g. as specified in GSMA SGP.01 [x], SGP.02 [y], SGP.21 [z] and SGP.22 [t].
*** End of changes ***
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