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1
Background
The use of Remote Identification for UAV tracking and identification requires mechanisms to ensure an acceptable level of security. Though regulatory bodies are still discussing, and sometimes only marginally, security issues of Remote Identification, the experience of V2X has demonstrated how a solid security solution at the application layer is essential to the success of this type of solutions. Though SA2 is not the group to define such security, in the design of mechanisms for UAVs, SA2 needs to be able to make certain assumptions that would then have to be satisfied by the work done in other groups, either in SA3 or outside 3GPP. This paper is meant to describe one example of possible solutions that can be designed outside of 3GPP to ensure security of Remote Identification.
2. Proposal

It is proposed to include the following text as an informative annex in TR 23.754. All the text is new.
* * * * First Change * * * *
Annex X (informative): Applicability of IEEE 1609.2 and V2X Certificate-Based Application Layer Solution to Remote Identification
X.1 Introduction

The use of Remote Identification for UAV tracking and identification requires mechanisms to ensure an acceptable level of security. Though regulatory bodies are still discussing, and sometimes only marginally, security issues of Remote Identification, the experience of V2X has demonstrated how a solid security solution at the application layer is essential to the success of this type of solutions. Though SA2 is not the group to define such security, in the design of mechanisms for UAVs, SA2 needs to be able to make certain assumptions that would then have to be satisfied by the work done in other groups, either in SA3 or outside 3GPP. This annex is meant to describe as a reference an example of possible solutions that can be designed outside of 3GPP to ensure security of Remote Identification.

Specifically, the annex describes a method of applying the transportation industry’s IEEE 1609.2 cryptographic credential and security services, already adopted by V2X, to ASTM 3411-19 Standard Specification for Remote ID and Tracking. The annex provides a concept definition and security model for implementing the IEEE 1609.2 security standard as a means of securing UAS identity and tracking communications. It meets basic operating concepts described in the FAA’s proposed Drone ID and Tracking NPRM, apply the 1609.2 security model and allow the security services of 1609.2 to function within the constraints of ASTM Remote Identification. 
Unmanned Aerial Systems (UAS) require lightweight, strong cryptographic certificates in order to apply authentication and integrity controls to identity and tracking-related information, especially in network-disconnected paradigms. Network-disconnected operation is characterized a receiver of the UAS broadcast having degraded or no cellular or other IP connectivity, no DNS services and therefore no access to application or network authentication services. When network connectivity is available, enhanced support to 1609.2 becomes available. In addition to depicting use of IEEE 1609.2 in the context of Remote Identificatio, the paper provides a description of enhanced 1609.2 security services available if C-V2X radio layers are utilized instead of Bluetooth/WiFi.
The transportation industry’s Wireless Access in Vehicular Environments (WAVE) protocol is defined in the IEEE 1609-series of standards. While the 1609.2 security services were engineered for V2X communications in the 5.9GHz licensed band, they operate above the radio access layers and are suitable for use in any mobile IoT, application or network security communications. Given the small size of the 1609.2 certificate, it is able to be used effectively within the beacon frame constraints of WiFi and Bluetooth. Well-structured interfaces and primitives allow the security model to be enforced in an unlimited number of application paradigms, and a variety of existing infrastructure and provisioning services are available today to deploy 1609.2 communications security.
X.2 Summary of IEEE 1609.2 
IEEE 1609.2 defines a compact cryptographic certificate format that is permissions-based (i.e. vs. identity-based, which means they provide a level of trust in the holder of the certificate and are more suitable for being used offline), and a security framework and set of primitives that enable the certificate to be used to meet a variety of communications security objectives beyond simple identification and authentication of the message or its sender. 
1609.2 is a security technology engineered and standardized to be used in millions of vehicles in US, Europe, China, Canada, etc. that have standardized its use both in DSRC and Cellular V2X (C-V2X) communications. Chipset manufacturers have integrated 1609.2 certificates and associated secret and private key material into secure processors. 

The aviation community can benefit from scaling-related cost reductions in software, hardware and PKI services offered by companies supporting IEEE 1609.2 for V2X. Additionally, the unmanned aviation community can benefit from a substantial amount of engineering performed to ensure IEEE 1609.2 security works even under severe bandwidth and security overhead limitations.
1609.2 certificates are engineered to be very small and functional in bandwidth-constrained environments without sacrificing cryptographic strength. The 1609.2 certificate comes in both an explicit format, in which the end entity’s full public key is contained in the certificate, signed by a Certificate Authority (CA), and an implicit format that allows the associated public key to be reconstructed from a reconstruction value and the certificate authority’s public key rather than directly providing the associated public key. 
1609.2 cryptographic signatures are 64 Bytes in length. 
1609.2 supports an additional feature to reduce the SignedData message size by omitting the 1609.2 certificate (containing the signature verification public key or reconstruction value) and instead attaching a hash-based identifier of the certificate. The certificate hash is used by message receivers as an index to the full certificate that it received in prior transmissions or from out-of-band methods (e.g., a web-based Authentication service lookup). Using this method the certificate must be made available to broadcast receivers who requires its public key to cryptographically verify the drone’s broadcasted message. Caching of certificate hashes to the certificates’ associated public keys provides for quick signature verification by the broadcast receiver. 

X.3 Objectives of Security Model for Remote Identification

ASTM has touched on some security aspects of Remote Identification in the standard used as basis for the FAA NPRM in [2]. In their NPRM on Remote Identification [2], the FAA has briefly touched on security aspects but has not defined any solutions.

In ASTM discussion, and in IETF discussion, it is becoming clear that in order to have successful deployments of Remote Identification, security solutions are required for both Broadcast Remote Identification and Networked Remote Identification. Networked Remote Identification can leverage the cellular connectivity security that protects the traffic exchanged over the air, in addition to any potential application layer security.

The following objectives are derived directly from the FAA NPRM, the ASTM Remote Identification standard, the requirements and architectural assumptions of the IETF DRIP work:

-
OBJECTIVE 1: Enable broadcast receivers to trust the authenticity and integrity of broadcasts when disconnected from IP/cellular services
-
OBJECTIVE 2: Minimize cryptographic security overhead in order to fit cryptographic security primitives into the frame size and field constraints of Bluetooth and WiFI beacons

-
OBJECTIVE 3: Support privacy-preserving, secure broadcast wherein USS identity information is not linkable to the operator and is only accessible to authorized parties such as regulators and law enforcement

-
OBJECTIVE 4: Support network-disconnected as well networked ID & Tracking operations. Scenarios include UAS and Receiver both connected to network, UAS and Receiver both disconnected from the network, UAS connected to network while Receiver disconnected from network, and UAS disconnected from network while Receiver is connected to the network

-
OBJECTIVE 5: Support but don’t restrict USS/UTM network authentication methods such that various commercial, industry-standard network authentication methods are usable to USS operators. TLS using IEEE 1609.2 (ISO 21177), X.509 certificates, OAUTH, cellular CN services, Host Identity Protocol (HIP) and many others may be used in network security and authentication. Different USS/UTM systems may support different methods based on cost, commercial viability as well as functional needs and differentiation in service offerings.

-
OBJECTIVE 6. Minimize cost and time to deploy

-
OBJECTIVE 7. Support a robust security model that integrates well into supply chain security best practices in the enrollment and bootstrap of UAS platforms.
A 1609.2 implicit certificate is approximately 100 Bytes, small enough to be transmitted in an ASTM Remote Identification defined message frame [OBJECTIVE 1, OBJECTIVE 2].
IEEE 1609.2 allows Pseudonym certificates that contain no long-term, static identity information linkable to the certificate owner, are intended to have very short lifetimes and only be used for short durations to help preclude tracking and correlation threats [OBJECTIVE 1, OBJECTIVE 3]. It also allows Identity certificates which contain static, identifying information specific to the certificate owner, and may be used for long periods of time [OBJECTIVE 1].

X.4 Solution Overview

X.4.1 Prerequisites to 1609.2-Secured UAS ID & Tracking

Prerequisites include:

-
A Certificate Authority trust chain is allocated to the broadcast recipient. This is a signed structure indicating one or more Certificate Authorities and their roots of trust. This structure may be published electronically and downloadable. UAS devices that need to receive and process UAS broadcasts from other UASs must be similarly provisioned. 

-
The UAS is provisioned a 1609.2 Enrollment certificate. The UAS will use this certificate for requesting flight-usable Authorization certificates from an approved certificate provider (Certificate management processes are defined in Certificate Management Services).
-
The UAS is issued an Authorization certificate it will use to sign its broadcasts. This certificate is defined as an IEEE 1609.2 Identity Certificate 
NOTE: the certificate type must be ‘Implicit’ to ensure the compactness of the certificate and its ability to be broadcast within the message size limitations identified for UAS)
-
The broadcast receiver has obtained the UAS signing certificate such that it can verify signed messages broadcast from the UAS

X.4.2 Relationship Between UAS Identity, Certificate and 1609.2 Authentication

ASTM Remote Identification and the proposed Federal Aviation Regulations intend to support three identification methods: UAS Serial Number per the ANSI/ CTA-2063-A Serial Number format, Civil Aviation Authority (CAA) issued Registration ID, and UTM-assigned Identifier in the form of a 128-bit UUID (16 Bytes).
The use of IEE 1609.2 supports all three formats:

-
Serial Number Identification and Authentication: the UAS serial number populates the certificate_id field within the 1609.2 certificate. The UAS may authenticate the messages using the private key pairwise with the public key associated with this certificate. Only the UAS maintains a copy of this private key. The UAS certificate size when embedding a UAS Serial Number is 86 Bytes.
-
CAA-Issued Registration Identifier and Authentication: the CAA-issued identifier populates the certificate_id field within the 1609.2 certificate, and the total UAS certificate size when embedding a CAA-Issued Registration ID is up to 90 Bytes.
-
USS/UTM-Issued UUID and Authentication: A UAS may be identified using a time-limited UUID similar to a network session ID, intended to be short-lived to reduce tracking related privacy threats to UAS operators. In this case in order to cryptographically authenticate the UUID, either the the UUID is embedded in the UAS certificate, or the UUID is defined as the least significant 16 Bytes of the SHA-256 hash of the UAS certificate. Either option may be performed depending on the USS and certificate services business model. The latter option is simpler and negates the need to manage both a UUID and a certificate hash to link the UUID to the certificate. In the first option the UAS certificate size is 86 Bytes, whereas in the second option it is 72 Bytes. The USS/UTM computes the UUID by performing an IEEE 1609.2 HashedId16 of the UAS certificate, where HashedId16 is the least 16 significant bytes of the certificate’s SHA-256 hash. 
A fourth option is possible for the UAS identification when using IEEE 1609.2, i.e. identification of the UAS using a cryptographic hash of its certificate. 

X.4.3 Broadcast Receivers Obtain the UAS Authorization Certificate

A broadcast receiver obtains a UAS Authorization certificate in order to verify messages originating from the UAS in the following way: 

-
when network-connected, a broadcast receiver may also query an authentication service to either obtain a copy of a UAS authorization certificate based on the information the receiver detected from a signed broadcast, or send the authentication material service for a proxy-verification of the signature, as described in ASTM Remote Identification. In a flight where the UAS is transitioning in and out of network connectivity, both options may be necessary. In some instances of network connectivity, broadcast receivers may elect to cross-correlate authenticated UAS Broadcasts with authentication from the authentication service.

-
when disconnected from the network, the message receiver has no access to networking infrastructure or authentication services.

-
The UAS periodically broadcasts (with a configurable periodicity) its own authorization certificate using the Peer-to-Peer certificate distribution [P2PCD] protocol in IEEE 1609.2, designed for use in disconnected environments when a message recipient is unable to verify a message to a complete cryptographic trust chain due to lack of a certificate. UAS uses this technique to make their authorization certificates known. CA certificates are assumed to be pre-installed in broadcast recipients and made updatable via ID/Tracking PKI certificate services.

-
Message receivers extract the UAS authorization certificate from the UAS broadcast, verify the certificate based on its public key reconstruction value and known CA certificate, and associate the UAS authorization certificate to the reconstructed public key from the certificate. 
Given the low flight speeds anticipated in most small UAS, the recommended certificate broadcast rate will likely range between 5 and 10 seconds. Thus, any messages detected by the broadcast are guaranteed to be verifiable within  a 5 to 10 seconds interval of time. All subsequent messages transmitted by the UAS will be immediately verifiable with the cached certificate.

X.4.4 Cryptographic Authentication of Open Drone ID Broadcasts 

Three methods are possible that benefit from the extended frame sizes when using extended Bluetooth 5 Extended Advertising and Wi-Fi Neighbor Awareness Networking (NAN), per Remote Identification standards and regulations:

-
Method 1: 1609.2-Authenticating a message with IEEE 1609.2 Encapsulation: the Remote Identification message pack is encapsulated in an IEEE 1609.2 SignedData structure, then encapsulates the structure in a custom message (either to be defined in ASTM or IETF). The message is then broadcast by the UAS. The broadcast receiver cryptographically verifies and decapsulates the 1609.2 SignedData structure and before processing the message(s) in its payload. This enables broader use of the IEEE 1609.2 security services and avoids the limitations of existing Remote Identification Authentication message 109 Byte size.

-
Method 2: 1609.2-Authenticating a message with Native Encapsulation: a more compact IEEE 1609.2 SignedData structure is embedded into an existing Remote IdentificationAuthentication message as a means of authenticating a prepended message set and associated timestamp. This method utilizes pre-hashing of the message set to allow the authentication data to fit within the constraints of the authentication message. 
-
Method 3: Authenticating the UAS in a self-contained Authentication Message: this method allows the UAS to authenticate its identity or that of the UAS operator and is only used in paged Remote Identificationmessages when using Bluetooth 4 beacons.
Each method requires that the broadcast receiver first obtain the UAS Authorization as described above. 

X.4.5 Certificate Management Services

Existing 1609.2-supporting PKI definitions, client interfaces and services are available today for use in Remote Identification.

The PKI is the source of 1609.2 credential-based trust for UAS operating in the National Airspace System. It consists of the following nodes:
-
Root CA: the root of trust, a self-signed or Elector-signed credential used to issue Intermediate CA, Enrollment CA and other CA credentials within the PKI. 

-
Enrollment CA: issues Enrollment Credentials to UAS communications module in the manufacturing environment. 

-
Intermediate CA: issues other Intermediate CAs, Misbehavior Authorities, Enrollment Authorities and Authorization Authorities. 

-
Authorization CA: signs and issues Authorization Certificates for UAS. Authorization certificates may be of type Identity (uses static identifiers) or of type Pseudonym (short-term certificates with no publicly linking identifiers linking operator to the UAS). The UAS does not interact directly with the ACA but most go through a Registration Authority. 

-
Registration Authority (RA): provides the external interface through which a UAS obtains Authorization certificates from the Authorization CA. The RA may be run by a USS provider, or the USS may have direct, contracted services from a RA. The UAS may connect to the RA directly or via the USS. 

-
Misbehavior Authority (MA): is the PKI entity through which the FAA may revoke a UAS enrollment from its trust relationship in the National Airspace System (NAS). The FAA may indicate (directly, or via a USS) that a UAS with a specific serial number, Enrollment certificate or Authorization certificate needs to be revoked. The MA coordinates the blacklisting of the Enrollment credential (such that it may obtain no more Authorization certificates) and the addition of the UAS to a published Certificate Revocation list (CRL). The MA (or the Enrollment CA, depending on the implementation) will expose an interface to Law Enforcement that allows the discovery of the UAS owner/operator associated with a given certificate (as obtained by a misbehaving UAS broadcasting its certificate-signed ID/Tracking data).
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Figure X.4.5-1. 1609.2 Public Key Infrastructure High-Level Architecture
The following diagram describes the supply chain and provisioning considerations for the use of 1609.2 certificates.
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Figure X.4.5-2. 1609.2 Certificate Logical Flow.
The following table depicts the security information relevant to the application of IEEE 1609.2 certificate to UAS.
	Parameter
	Description

	UAS Chipset Root of Trust (Canonical Identifier)
	Installed in hardware security module during manufacturing

Used in the manufacturing supply chain to validate authenticity of the module
May be used as a PKI Enrollment trust mechanism in lieu of enrollment being performed in a well-secured environment. If so, the device would sign an enrollment request with the PKI and then receive its Enrollment certificate (later used to request operational ‘Authorization Certificates’)

While the Civil Aviation Authority (CAA) does not need to be aware of the UAS chipset Root of Trust, the CAA may request manufacturer support to accesses this root of trust during forensic or accident investigations

	UAS Serial Number
	The unique serial number (identity) of the UAS, embedded in the UAS Enrollment credential which is NOT used to sign ID/tracking messages

If privacy is not required, the UAS Serial Number may also be embedded in the UAS Authorization Certificate

If privacy is required, the UAS Serial Number may be omitted from the UAS Authorization Certificate and the Authorization Certificate may be of type ‘Pseudonym’

	UAS Enrollment Seed Key
	A public and private keypair generated on the UAS hardware security module or within the manufacturer’s secure server and then injected into the UAS in the manufacturing environment
The Seed Private Key is used by the UAS to digitally sign an Enrollment Certificate request generated by the HSM and sent to the PKI

The Seed Public Key is used by the Enrollment CA to verify the signature on the enrollment certificate request, and is embedded into the final Enrollment Certificate

	UAS Enrollment Certificate
	The unique identity for the secure communications module embedded in the UAS. Embeds the seed public key and UAS serial number and to which the communications module is bound.
Obtained by the UAS via an Enrollment certificate request/response exchange with the PKI. Once the UAS has received an enrollment response message from the PKI, the UAS Enrollment Certificate and associated private key are stored in the communications module HSM.
The UAS manufacturer associates this certificate to the Chipset Root of Trust 

Once the UAS is sold to an operator, the UAS Enrollment certificate’s private key is used to digitally sign requests (to the PKI or USS proxy) for Authorization Certificates

The UAS manufacturer reports to the FAA the UAS Enrollment certificate and the UAS Serial number, or the FAA stores or has access to via an interface with the PKI or USS.

	UAS Authorization Certificates (UAV Unique Identity)
	Obtained by the UAS operator (or the USS, if by proxy) from the PKI via an authorization certificate request and response with the PKI. Authorization certificate requests are signed by the UAS using the UAS Enrollment Certificate

Used to digitally sign (authenticate) Broadcast ID/Tracking messages

May be used to network-authenticate the UAS to a USS provider (depending on the USS-specific interface). If this is the case, the USS may operate its own PKI Registration Authority.
May contain permanent serial number information OR it may be pseudonymous, depending on operator type and preferences


Table X.4.5-1.
* * * * End of Change * * * *
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