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This pCR proposes a solution for KI#2.
Issue 2: UAV authorization by UTM:
-
How are UAVs authorized for operation in the 3GPP system to enable UAV tracking and identification once the UAV is authorized for flight by the UTM

Within FAA's proposed rule on Remote Identification of Unmanned Aircraft Systems (https://www.federalregister.gov/documents/2019/12/31/2019-28100/remote-identification-of-unmanned-aircraft-systems), one can find – specifically in https://www.federalregister.gov/d/2019-28100/p-317 - the following requirement for UAV to provide Remote Identification and Tracking Information:-
2. METHOD TO PROVIDE REMOTE ID AND TRACKING INFORMATION

The ARC recommended two methods for UAS to provide remote identification and tracking information: (1) Direct broadcast; and (2) network publishing to an FAA-approved internet-based database. With regard to direct broadcast capabilities, the ARC recommended the FAA adopt an industry standard for data transmission, which may need to be created, to ensure unmanned aircraft equipment and public safety receivers are interoperable, as public safety officials may not be able to equip with receivers for all possible direct broadcast technologies. With regard to network publishing, the ARC recommended that information held by Third Party Providers (TPP) or UAS Service Suppliers (USS) be governed by restrictive use conditions imposed on the TPP/USS related to the use and dissemination of any data and information collected.

Given this requirement is to publish information to a database, that database location (or address) must be made know to the UAV. And given that such (publishing of) information relates to the UAV performing its intended operations, we propose that this database location is provided to the UAS, by the USS, as part of the flight plan request/authentication/authorisation between UAV and USS.
Given also that any of information published by the UAV is "governed by restrictive use conditions imposed on the TPP/USS related to the use and dissemination of any data and information collected", we propose that the location of this database is transparent to the 3GPP system.

NOTE:
This however, does not in any way stop MNO of 3GPP systems, to ofeer Third Party Providers services as hosts of such databases or that such MNO facilitate with the disseminations of such information if authorized to do so.
However, because the UAS will be requesting resources from 3GPP for its flight operations (i.e considering the UAV3 interface), the 3GPP system has to know or be informed by the USS, that fligh authorization is (has been) given.
Proposal

It is proposed to include the following in the TR 23.754, v0.1.0.
* * * Start of Change * * * all text hereafter are new
6.X
Solution z: Network publishing server and indication of UAS flight authorization
6.X.1
Introduction

This solution addresses the key issue #2. This solution can be applied to LTE/SAE with minimal changes.
Within FAA's proposed rule on Remote Identification of Unmanned Aircraft Systems [2] and in ASTM F3411 – 19 [Z], it is suggested that the UAS ha sto support two methods to provide remote identification and tracking information, namely, (1) Direct broadcast; and (2) network publishing to an FAA-approved internet-based database.
For the UAS to publish to this approved database, the UAS must know the location, the address, of this database. Given that Remote Identification and Tracking has to be done when UAS is performing flight operations, this solution proposes that the address of the approved database for network publishing be given to the UAS when the UAS sought and is given the authorization for flight operations by the USS. 

An added reason to provide the UAS with the address of the approved database for network publishing database, is that there can be some considerable time difference (even days or weeks) between the UAS having performed its registration to USS to the time the pilot (of the UAS) wishes to perform flight operations. What's more, in many countries with sizable land masses, there may be more than one database for network publishing database. So picking the one when USS get sthe UAS request for authorization of flight operations allows optimal choice of location of such database.
Given that the 3GPP system is not involved in the UAS's network publishing functions, this solution proposes that the 3GP system need not be aware of the address of the approved database for network publishing. However, as the 3GPP system is involved in allocating radio resources to the UAS when in flight operations, it is not just useful but necessary that the 3GPP knows that USS has given flight authorization to the UAS. Thus in this solution, USS indicates to the 3GPP system when USS grants the UAS authorization to perform flight operations.
6.X.2
Functional description
The following are assumptions and pre-requistes:-
-
The UAV has registered with the 3GPP system. This can be done for instance by following the necessary steps indicated in the solution "Registration of UAV and issuance of Assigned Identity for Remote Identification and Tracking".
-
The UAV has registered with the USS and has obtained the USS Assigned ID. This can be done for instance by following the necessary steps indicated in the solution "Registration of UAV and issuance of Assigned Identity for Remote Identification and Tracking".

When the UAS wishes to engage in flight operations, the UAS contacts the USS and request for authorization for flight operations. To enable such UAS – USS exchange the UE, using session management procdures of TS 23.502 [7], will establish the user plane between UAS to 3GPP and over then over the data network to the USS. 
The USS will process the UAS's request for flight operations and if the USS decides to grant authorization, the UAS will be informed of this. As part of the authorization for flight operations, the USS can provide to the UAS the location (or address) of the approved database for network publishing of Remote Identification and Tracking informtion.

Separately, after providing authorization for flight operations to the UAS, the USS will inform the 3GPP system that flight operations for the UAS has been authorized. With this information, the 3GPP will be able to grant resources to the UAS when the UAS in the course of its flight operations request resources from the 3GPP system.

6.X.3
Procedures
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Figure 6.X.3-1: Procedure for UAS flight authorization, indication of database for network publishing and authorized flight operations
1.
The UAV/UE initiates a registration procedure to register to the 3GPP system. This could be a standalone registration procedure as detailed in TS 23.502 [7], subclause 4.2.2, or it can involve a linked procedure whereby the 3GPP system will extend that registration procedure toward sthe USS to obtain USS registration of the UAV. An example of how this can be performed is given in the Solution [X]: "Registration of UAV and issuance of Assigned Identity for Remote Identification and Tracking ".
2.
The UAV is now registered to 3GPP (i.e 3GPP registered) and also registered for UAS services with USS (i.e USS registered). With this the UAS has a USS_Assigned_ID.

NOTE 1:
There is no suggestion that step 2 always happens when step 1 happens. For instance, for a registration update by the UAV/UE, contacting the USS is not necessary.

NOTE 2
The time between step 2 and step 3 can be some time in between, maybe even hours or even days.

3.
UAS wishes to perform flight operations and if the user plane resources for UAS to contact UTM/USS is not available, the USS application through the UE initiates session management procedures of TS 23.502 [7], to establish connectivity with the USS. Whilst the session mamangement procedures are part of the 3GPP system, the intend of UAS using the allocated resources for flight authorization request need not be made known to the 3GPP system.
4.
Between the UAS and USS communication and information exchange is performed over the user plane. The USS grants the UAS the authorization to perform flight operations and along with that provides the USS with the address (and location details) of the database to which the UAS can publish flight information as part of Remote Identification and Tracking.

NOTE 3:
Step 4 is application level exchange and is transparent to the 3GPP system.
5.
USS informs the 3GPP system that the UAS has been garnted authorization for flight operations. With knowledge of that authorization, the 3GPP system knows the UAS is entitled to request 3GPP resouces as part of the flight operations.

6.X.4
Impacts on services, entities and interfaces

Editor's note:
This clause lists impacts to services, entities and interfaces.

* * * End of Change * * * *
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