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Abstract of the contribution: New solution for low latency API between an Edge application and network utilizing the CAPIF framework which allows another NF then the NEF to act as an API service provider.
Background
The network exposure framework, CAPIF, is documented in TS 23.222 “Common API Framework for 3GPP Northbound APIs”. It is shown that the sub-functionalities e.g. discovery, authentication, authorization, policy enforcements, charging, API exposure, API publishing and API management in CAPIF can be distributed within a system. However, the deployment options listed in annex B show that the API invoker (AF) use CAPIF-2e (Nnef) to communicate with the service APIs, implying that the API service provider is the NEF. 
If an Edge Application (API invoker) is forced to use the NEF as the API provider of low latency exposure API (Nnef), then that would mean that:

· A centrally located NEF would add latency for the low latency exposure of QoS status information.
· QoS information will not be routed on the closest path to the Edge Application Server, since the NEF will be an additional network function that receives and forwards the QoS information, even if the NEF is locally deployed.
Are there any other alternative? Yes, there is!

CAPIF does not limit the functionality to the mentioned deployments in annex B. It is a framework that allows any NF to be API service provider. 
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Figure 1: CAPIF framework and sub-functions and the interfaces.

Proposal

This solution proposes that the local PSA UPF node, that as specified for URLLC collects QoS information e.g. UL/DL packet delay also provides low latency QoS status information to an edge application function. The PSA UPF acts as the Service API provider instead of the NEF.
The PSA UPF is the Service API provider and provides a service API that can be used directly by the Edge App (API invoker). The API discovery functionality and the initial authentication, authorization of the API Invoker is provided by the CAPIF Core Function and that functionality does not have any latency constrains. Therefore, the CAPIF Core Function can remain centrally deployed in the network e.g. in a centralized NEF. 
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Figure 2: Alt. 1: Proposed low latency exposure solution for RAN QoS information. 

As an alternative, it could be possible to build on the effort SA4 has done. SA4 has specified Network Assistance node functionality for multimedia streaming services in previous releases for EPS and for 5GS in Rel-16 “5G Media streaming” TS 26.501 [x]. The Network Assistance node provides assistance data in order for the streaming service to perform better and adapt to changes in radio network conditions. The interface between the RAN node or other network function and the Network Assistance node is currently implementation specific, it is assumed to be a tight integration.
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Figure 3: Alt. 2: Proposed low latency exposure solution for RAN QoS information. 

* * * Start of changes* * * 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.501: "System Architecture for the 5G System".

[3]
3GPP TS 23.502: "Procedures for the 5G System".

[4]
3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".

[5]
3GPP TR 23.758: "Study on application architecture for enabling Edge Applications".
[6]
3GPP TS 22.261: "Service requirements for the 5G system".

[7]
IETF RFC 7871: "Client Subnet in DNS Queries".
[x]
3GPP TS 23.222: “Common API Framework for 3GPP Northbound APIs”

[y]
3GPP TS 33.122 “Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs”
[z]
3GPP TS 26.501 “5G Media Streaming (5GMS)”
* * * Next change, all new text* * * 

6.X
Solution #X: RAN as a Service API provider and API exposure function.
6.x.1
Introduction
This solution addresses KI#3 and proposes a distributed deployment of the CAPIF framework where the PSA UPF is the Service API provider exposing a service API directly to the API invoker (AF/Edge Application) and the NEF provides the CAPIF Core Function e.g. the API discovery functionality and the initial authentication, authorization of the API Invoker. The CAPIF Core Function and related functionality does not have any latency constrains, therefore the CAPIF Core Function can remain centrally deployed in the network e.g. in a centralized node NEF.  
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Figure 6.x.1-1 Alt.1: Low latency exposure solution for RAN QoS information to and edge application.

As an alternative, it could be possible to build on the effort SA4 has done on network assistance for 5GS in Rel-16 “5G Media streaming (5GMS)” TS 26.501 [z]. SA4 has specified Network Assistance node functionality for multimedia streaming services. The Network Assistance node provides assistance data in order for the streaming service to perform better and adapt to changes in radio network conditions. The interface between the RAN node or other network function and the Network Assistance node is currently implementation specific, however it is assumed to be a tight integration with e.g. the RAN node.
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Figure 6.x.1-2 Alt.2: Low latency exposure solution for RAN QoS information via the Network Assistance node. 

6.x.2
Functional Description

In this solution it is proposed that the PSA UPF or the Network Assistance node can be the Service API provider and the CAPIF Core Function could remain deployed in a centralized NEF. The following principles are used:

-
It assumed that the UE and Edge application have established a session, and this triggers the Edge application to invoke the service API for RAN QoS Information.

Editor’s note: The service API can probably be similar to Nnef_AFsessionWithQoS but may need adaptions to support Edge Application scenario. 

-
The specified features of CAPIF in TS 23.222 [x] will be reused.

- The Service API provider (e.g. PSA UPF or Network Assistance node) will request the CAPIF core function (located e.g. in the NEF) to publish the service API using CAPIF-4.
- The Edge Application will request to get onboarded to use the service API. This will trigger authentication and authorization procedure according to TS 33.122 [y]. The Edge Application and CAPIF Core Function will negotiate security method to be used on CAPIF-2e, the interface between the Edge Application and Service API Provider (e.g. the PSA UPF).

- The API Invoker (Edge App) will discover the service API by querying the CAPIF Core Function. The address of the Service API provider is provided to the API Invoker during the discovery, based on e.g. UE IP address, Flow descriptor and GPSI.

NOTE: The Nnef_AFsessionWithQoS uses the IP address and flow descriptor to support QoS Monitoring for URLLC, but alternatively the NEF should be able to use the GPSI to locate the serving node by using e.g. Namf_location service.
- The Edge application will trigger authentication and authorization to use the Service API according to TS 33.122 [y]. The Edge Application and CAPIF Core Function will negotiate security method to be used on CAPIF-2e, the interface between the Edge Application and Service API Provider (e.g. the PSA UPF).

- The Edge Application will trigger the establishment of a secure connection (CAPIF-2e) to the Service API provider (e.g the PSA UPF) according to TS 33.122 [y]. 
-
The Service API utilization information reporting used for charging will follow the principle described in TS 23.222 [x].
- 
Other Service API managements functions are according to CAPIF-5 in TS 23.222 [x].

6.x.3
Procedures

The procedure below is according to TS 23.222[x] and TS 33.122 [y] and should be seen as an overview of the proposed solution. The details are found in the listed specifications.
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Figure 6.x.3-1: High level procedure using the CAPIF framework for establishing a low latency service API between PSA UPF and AF/Edge Application.
0. The Service API provider (PSA UPF) publish the service API. There is an established connection between the UE and the AF/Edge Application.
NOTE: Alt1 is used to explain the procedure. If alt 2 is selected, then the PSA UPF should be exchanged with a Network Assistance node.
1-2.
The Service API Invoker (AF/Edge Application) request the CAPIF core function e.g. hosted in the central NEF to onboard and receive an API Invoker ID. An Invoker profile is created in the CAPIF Core Function.
3-4.
The AF/Edge Application queries the CAPIF Core Function for the interested Service API and gets a response with e.g. interface details to the PSA UPF e.g. IP address, port number, URI), protocols, version, data format. Either the UE IP address, Flow descriptor or GPSI is included in the query in order to find the correct PSA UPF serving the UE.
5-6.
The AF/Edge Application requests the CAPIF Core Function to get authorized to use the Service API
7-9.
After being authorized by the CAPIF Core Function to use the service API, the AF/Edge Application requests the PSA UPF to invoke the Service API. The PSA UPF checks locally whether the AF/Edge Application is authorized, and if needed check with the CAPIF Core Function. An end-to-end security between the PSA UPF and Edge Application Server is set-up.
10.
The AF/Edge Application and PSA UPF directly use the service API to e.g. subscribe and get notified on QoS status information.
6.x.4
Impacts on existing entities and interfaces

PSA UPF (or Network Assistance node):

-
Support the features required to be a Service API provider according to the CAPIF framework.
NEF:
-
Support CAPIF-3 and CAPIF-4 towards PSA UPF or Network Assistance node (Specified by SA4 but not shown in SA2 architecture)
AMF:
-
None
SMF:

-
none.
UPF:

-
none.
UE:

-
None
* * * End of changes * * * 
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AF
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0. Service API publish Request
0. Service API publish Response
1. Onboarding Request
2. Onboarding Response
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4. Service API discovery Response
5. Service API Auth Request
6. Service API Auth Response
7. Service API Invocation Request
8. Check authorization and obtain security info if needed
9. Service API Invocation Response
10. Secure end-to-end Service API usage
0. Session with UE is established.
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