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Abstract of the contribution: This paper proposes a solution to the key issue on UE Onboarding and remote provisioning.
Proposal

Add the following solution to TR 23.700-07.
*** BEGIN CHANGES ***

6.X
Solution #X: UE Onboarding and provisioning for an SNPN 

6.X.1
Introduction


This solution addresses key issue X "UE Onboarding and remote provisioning".

The solution enables UEs to get network connectivity for being provisoned with necessary information for access to an SNPN.
6.X.2
Functional Description


6.x.2.1
Architecture
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Figure 6.x.2.1-1: Architecture for UE Onboarding to an SNPN
Editor's note: 5GC CP SBI interfaces for the Provisioning Server is FFS, and whether it is connected to UP via DN or directly to UPF.
6.X.3
Procedures


The figure 6.X.3-1 below shows a high-level flow of the actions needed for a successful onboarding of the device into an SNPN. 
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Figure 6.X.3-1: high-level flow of onboarding of the UE into an SNPN

The procedure includes the following steps:

A)
Pre-configuration: this step includes two parts: 

(A1)
pre-configuration typically executed by the device manufacturer, which includes a vendor-supplied device certificate that allows at successful authentication of the device during the Provisioning step. Also, in certain cases, where agreement exists between the SNPN and the device vendor, the latter might be able to configure certain additional information, such as PLMN ID and NID of the SNPN, S-NSSAI, DNN, etc. 

(A2)
includes the SNPN operator provisioning its provisioning server and/or UDM/UDR with the vendor certificates (or policy to allow the usage of specific AAAs for the authentication) of the devices that are authorized to enrol the network, as well as credentials required by the UE to register in the SNPN, and profiling information, such as S-NSSAI, DNN, pre-configured QoS rules, or any other parameter that must be configured in the UE.

B)
Initial access: In this step, the device either manually or automatically (if the UE is loaded with initial access data) selects the SNPN network and registers to it by providing, e.g., the vendor supplied certificate. The network authenticates the UE, possibly involving a AAA server, verifies that device is authorized to perform the on-boarding, and accepts the registration. 

C)
Provisioning PDU sessions: The device establishes a provisioning PDU session. This PDU Session is directed either to a well-known or pre-configured S-NSSAI or DNN, which is used just for provisioning purposes and has limited connectivity capabilities.

D)
Provisioning: The device discovers and connects, at application level, to a well-known provisioning service for retrieving its own personalized information. The provisioning server can retrieve the network credentials that must be sent to the UE, as well as PDU session parameters, such as S-NSSAI, DNN, URSPs, QoS rules, and other required parameters to access the SNPN and establish a regular PDU session.

NOTE:
The security aspects is to be specified by SA3.
E)
De-registration: Upon a successful provisioning in the previous step, the device releases the PDU Session and deregisters from the network.

F)
Normal service: Upon a successful de-registration as per step E, the device initiates a regular procedure, including PLMN selection, Registration with the provisioned credentials, and PDU Session establishment(s).
6.X.4
Impacts on existing entities and interfaces

Editor's note:
This clause lists impacts to existing entities and interfaces.

*** END CHANGES ***
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