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1. Overall Description:

SA2 thanks SA3 for sending the LS on UP gateway function on the N9 interface. For better understanding what is the requirement from SA3 point of view, SA2 reads the relevant texts in TS 33.501:
5.9.3.4
Requirements for User Plane Gateway Function (UPGF)

The UPGF is a transparent proxy function.

The UPGF receives GTP-U tunnel information (destination IP address and TEID) from the SMF. 

The interface between the UPGF and SMF shall be confidentiality, integrity and replay protected.

The UPGF that intercepts incoming GTP-U traffic on the N9 interface, shall only forward valid GTP-U packets to the concerned UPF inside the PLMN
-
The UPGF shall check the destination IP address and the TEID in the received GTP-U packet and only forward those packets to the UPFs that are identified to be part of an active PDU session.

-
The UPGF shall drop GTP-U packets that do not belong to any active PDU session.

SA2 believe the red texts are talking about packet filtering, which is already supported by UPF.

The other requirement “The interface between the UPGF and SMF shall be confidentiality, integrity and replay protected.” is realized by establishing a secure transmission path between UPGF in VPLMN and UPGF in HPLMN. The parameters for establishing a secure transmission are configured locally on each UPGF, thus no need for SMF to provision on N4 interface.

Attached are the agreed SA2 CR with more details
2. Actions:

To SA3 group.

ACTION: 
SA2 asks SA3 group to take above information into account.
3. Date of Next TSG SA WG2 Meetings:

TSG-SA2 Meeting #136 Ad Hoc
13 – 17 Jan 2020

TBD, KR
TSG-SA2 Meeting #137

24 – 28 Feb 2020

New Delhi, IN
