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Abstract: This contribution introduces a solution to KI: UE on boarding and provisioning for non-public networks.
1. Introduction/Discussion
This contribution introduces a solution to KI: UE on boarding and provisioning for non-public networks. In particular, it address the following issues:
· Architecture including which NFs are involved, and which scenario(s) the solution is addressing, including:

· Which network entity performs UE’s subscription provisioning and where is the network entity located.

· Means for a UE, that is uniquely identifiable to 5GS for remote provisioning, including:
· How does the UE discover and select the NPN before UE subscription provisioning.

· How does the network authenticate the UE before the UE’s subscription provisioning.

· How does the 5G system update the subscription of an authorized UE in order to allow the UE to request connectivity to a desired NPN.
· Means to remotely provision the required new or updated information to the UE for enabling the UE to access the NPN using 5GS, including e.g.:

· Trigger and procedure used to initiate the provisioning procedure.

· How to establish a secure connectivity between the UE and the network entity for provisioning.
· How the network entity provisions the NPN subscription to the UE.
The associated solutions need to consider the following UE characteristics:
· The UE without any subscriptions and credentials to the SNPN may have default credentials provided e.g. at manufacture (in case of SNPN). 

· A UE already has a subscription and credentials to the PLMN (in case of PNI-NPN).
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-07.
* * * * First change * * * *

6.X
Solution X: UE on-boarding and provisioning for non-public networks
6.X.1
Introduction

Editor's Note:
This clause lists the key issue(s) addressed by this solution, and briefly the main principles of the solution.

This solution addresses the key issue: UE onboarding and provisioning for non-public networks. This solution allows the UEs without subscription to the service providers to register to the 5GS temporarily and to establish a restricted PDU Session for reception of a newly assigned subscription from the service providers.
6.X.2
Functional Description

Editor's Note:
This clause further details the solution principles and any assumptions made.

6.X.2.1
Architecture and Concept
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Figure 6.X.2.1-1: Architecture in case separate entity is deployed by the vertical
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Figure 6.X.2.1-2: Architecture in case separate entity is deployed by the PLMN
NOTE 1:
For the sake of simplicity, the figure does not show all NFs and interfaces.
NOTE 2:
The 5GC can belong to the PLMN, PNI-NPN or SNPN.
SP: Service Provider, who provides the AAA-S and the services to the end user. It can be the verticals or PLMN operators.
AAA-Server (AAA-S): It is responsible to provide/update the external subscription to the UE. It is owned by the SP. If the SP is PLMN, the AAA-S can be the UDM in PLMN of SP.
AAA-P: it acts as the relay for interactions between AUSF and the AAA-S of SP.

AUSF: The AUSF undertakes any AAA protocol interworking with the AAA protocol supported by the AAA-S. The AUSF uses towards the AAA-P or the AAA-S an AAA protocol message of the same protocol supported by the AAA-S.
Nx: Reference point between AUSF and AAA-S.

Nx1: Reference point between AUSFs.
SP-ID: SP Identity, it is used to uniquely identify a SP. SP-ID can be domain name in case SP is the vertical or the PLMN ID in case SP is PLMN operator. The AUSF can address the AAA-S with the SP-ID.

External Subscription (E-Sub): it is the credential/identity stored at AAA-S of the SP. It can be PLMN identities and credentials in case the SP is the PLMN, or be non-3GPP identities (e.g. non-IMSI) and credentials in case the SP is not PLMN. E-Sub is used to authenticate and authorize the UE on the following aspects:

· Access to the services of the SP, and/or

· Access to the 5GS that provides connectivity to services of the SP.

Internal Subscription (I-Sub): it is the credential/identity stored at UDM of the 5GC. It is PLMN identities and credentials in case the 5GC is deployed by the PLMN or be non-3GPP identities (e.g. non-IMSI) and credentials in case the 5GC is not deployed by the PLMN. I-Sub is used to authenticate and authorize the UE for access to the 5GS that provides connectivity to services of the SP. I-Sub is provisioned to a UE at manufacture.
6.X.2.2
On-boarding for E-Sub provisioning over PLMN or PNI-NPN for the UEs using I-Sub
This clause applies when a UE already has a subscription and credentials to the PLMN in case of PNI-NPN; I-Sub refers to subscription and credentials to the PLMN in this case.
For the UEs using I-Sub, it works as following:

· UE and the 1st 5G network(PLMN) supports the I-Sub;
· UE discovers and selects the 1st 5G network using the I-Sub;
· Based on I-Sub the 1st 5G network provides the registration for limited service and a PDU Session to the UE for the purpose of performing on-boarding procedure;
· Over that PDU Session, the AAA-S provisions a newly assigned E-Sub to the UE;
· After UE obtained the E-Sub, the UE may de-register from the 1st 5G network, then discover and select the 2nd 5G network which can be either a PNI-NPN or a SNPN to request access to the SP services using E-Sub.
If the 1st 5G network belongs to the PNI-NPN, than the UE may also have CAG information for network and cell (re-)selection as defined in clause 5.30.3.4 of TS 23.501 [x].

If the 1st 5G network belongs to the PLMN, than the UE may also have information for network selection as defined in clause 5.2.2 of TS 23.501 [x].

6.X.2.3
On-boarding for E-Sub provisioning over SNPN for the UEs without using I-Sub
This clause applies when the UE without any subscriptions and credentials to the SNPN may have default credentials provided e.g. at manufacture. The default credentials are used to provisionally authenticate and authorize the UE that is permitted for on-boarding.
For the UEs without using I-Sub, it works as following:
· UE is provisioned with default configuration at manufacture, the default configuration is used for SNPN discovery and selection; the default configuration contains the following information for each available SNPN:
· Network Information; and
· Priority; and optionally
· SP ID list
· SNPN broadcasts the following information:
· Network Information; and
· support of UE on-boarding, and optionally
· SP-ID list;
· UE discovers and selects the 1st SNPN based on default configuration and the broadcast information;
· Based on local policy the 1st SNPN provides the registration for limited service and a PDU Session to the UE for the purpose of performing on-boarding procedure;
· Over that PDU Session, the AAA-S provisions a newly assigned E-Sub to the UE who is provisionally authenticated and authorized using the default credentials provided e.g. at manufacture;
· After UE obtained the E-Sub, the UE may de-register from the 1st SNPN, and then may re-select the 1st SNPN or select a 2nd SNPN to request access to the SP services using E-Sub as defined in Solution Y: External Authentication and Authorization, clause 6.Y.2.3 (S2-1911669).
If the 5GS belongs to the SNPN, than the Network Information at broadcast contains information as defined in clause 5.30.2.2 of TS 23.501 [x], the Network Information at UE contains information as defined in clause 5.30.2.3 of TS 23.501 [x].

6.X.3
Procedures

Editor's Note: This clause describes procedures and information flows for the solution.
6.X.3.0
General
For On-boarding for E-Sub provisioning over PLMN or PNI-NPN for the UEs using I-Sub, refer to clause 6.X.3.1. In this case, UE selects and registers to the PLMN (in case of PNI-NPN) using the I-Sub (subscription and credentials to the PLMN).
For On-boarding for E-Sub provisioning over SNPN for the UEs without using I-Sub, refer to clause 6.X.3.2. In this case, UE selects and registers to the SNPN using default configuration and broadcast system information. 
In both cases, the network allows the UE to register for limited service and a restricted PDU Session to the UE for the purpose of performing on-boarding procedure. The UE initiates the de-registration after finishing the E-Sub provisioning or the network initiates the de-registration, e.g., when the time is up.

6.X.3.1
On-boarding for E-Sub provisioning over PLMN or PNI-NPN for the UEs using I-Sub
For On-boarding for E-Sub provisioning over PLMN or PNI-NPN for the UEs using I-Sub, refer to figure 6.X.3.1-1.
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Figure 6.X.3.1-1: On-boarding for E-Sub provisioning over PLMN or PNI-NPN for the UEs using I-Sub
1.
Steps 1-14a in clause 4.2.2.2.2 of TS23.502 are performed with the following changes:


In Step 1, the UE includes the support for UE on-boarding in the AN message and Registration Request.


In Step 2, the RAN selects an AMF that supports for UE on-boarding.

2.
AMF retrieves the I-Sub data from UDM using Nudm_SDM_Get service operation. The I-Sub data includes the indication and period for temporary registration, as well as other restriction information, e.g., SMF selection subscription data, number of PDU Session, subscribed DNN.
3.
AMF starts the temporary registration based on UE’s request and I-Sub.
4.
Steps 14c-25 in clause 4.2.2.2.2 of TS23.502 are performed.
5.
Steps 1-21 in clause 4.3.2.2.1 of TS23.502 are performed with the following changes:


In Step 2, the AMF validates UE request and selects the SMF that supports UE on-boarding based on I-Sub data.


In Step 4, the SMF retrieves the I-Sub SM data from UDM using Nudm_SDM_Get service operation. The I-Sub SM data may include the restriction information for the PDU Session, e.g., port ID, valid period, allowed destination address list and QoS information. This restriction information is used by the SMF to set the N4 rules in the UPF, QoS rules at the UE and QoS profile at RAN.

6.
E-Sub is provisioned to the UE over the restricted PDU Session.

Editor's note: details of this E-Sub provisioning procedure are FFS.
7.
When UE completes the E-Sub provisioning, UE triggers the UE-initiated de-registration in clause 4.2.2.3.2 of TS23.502. Otherwise when the temporary registration is invalid, i.e., the valid period expires, the AMF triggers the network-initiated de-registration.
6.X.3.2
On-boarding for E-Sub provisioning over SNPN for the UEs without using I-Sub
For On-boarding for E-Sub provisioning over SNPN for the UEs without using I-Sub, refer to figure 6.X.3.2-1.


[image: image4.emf]AUSF SMF Serving AMF RAN AAA-S

UE

1. General Registration Step 1~Step 8 in 

clause 4.2.2.2.2  of TS23.502

3. Start Temporary 

Registration

7. UE-initiated Deregistration in clause 4.2.2.3.2 of TS23.502 or Network-initiated 

Deregistration in clause 4.2.2.3.3 of TS23.502

6. External Subscription Provisioning over the restricted PDU Session

4. General Registration Step 21~22 in clause 4.2.2.2.2 of TS23.502

5. PDU Session Establishment in clause 4.3.2.2.1 of TS23.502

2. Authentication/Security


Figure 6.X.3.2-1: On-boarding for E-Sub provisioning over SNPN for the UEs without using I-Sub
1.
Steps 1-8 in clause 4.2.2.2.2 of TS23.502 are performed with the following changes:


In Step 1, the UE includes the support for UE on-boarding in the AN message and Registration Request.


In Step 2, the RAN selects an AMF that supports for UE on-boarding.


In Step 8, the AMF decides to trigger authentication/security between UE and AAA-S based on UE request and local policy, and selects an AUSF that supports for exchange of authentication signalling between UE and AAA-S.

2.
AMF performs the authentication between UE and AAA-S using the default credentials provided e.g. at manufacture.
3.
AMF starts the temporary registration based on local configuration. The local configuration includes the period for temporary registration, as well as other restriction information, e.g., SMF selection subscription data, number of PDU Session, subscribed DNN
4.
Steps 21-22 in clause 4.2.2.2.2 of TS23.502 are performed.
5.
Steps 1-21 in clause 4.3.2.2.1 of TS23.502 are performed with the following changes:


In Step 2, the AMF validates UE request and selects the SMF that supports UE on-boarding based on local configuration.


In Step 4, the SMF obtains the local configuration instead of retrieving the subscription data from UDM. The local configuration includes the restriction information for the PDU Session, e.g., port ID, valid period, allowed destination address list and QoS information. This restriction information is used by the SMF to set the N4 rules in the UPF, QoS rules at the UE and QoS profile at RAN.

6.
E-Sub is provisioned to the UE over the restricted PDU Session.

Editor's note: details of this E-Sub provisioning procedure are FFS.
7.
When UE completes the E-Sub provisioning, UE triggers the UE-initiated de-registration in clause 4.2.2.3.2 of TS23.502. Otherwise when the temporary registration is invalid, i.e., the valid period expires, the AMF triggers the network-initiated de-registration.
6.X.4
Impacts on existing entities and interfaces
Editor's Note: This clause lists impacts to existing entities and interfaces.
* * * * End of changes * * * *[image: image5.png]
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