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Abstract: This contribution proposes a solution for Indirect Communication via UE-to-Network Relay.
1. Introduction/Discussion
1.1
Stage 1 requirement

Motivating scenarios for UE-to-Network relay has been studied extensively in REFEC [1]. Compared to LTE, the scenarios of UE-to-Network relay have been extended to commercial ones, such as InHome Scenario, Factory Sensors, and Wearables. In order to enable the commercial success of those scenarios, it needs to consider security and service continuity. Note that TS 22.261[1] states the following general requirements of UE-to-Network relay:
Security: The 5G system shall support a secure mechanism to protect relayed data from being intercepted by a relay UE.

Service continuity: The 5G system shall support service continuity for a remote UE, when the remote UE changes from a direct network connection to an indirect network connection and vice-versa. The 5G system shall support service continuity for a remote UE, when the remote UE changes from one relay UE to another and both relay UEs use 3GPP access to the 5G core network.
For commercial scenarios, the above requirements are essential in UE-to-network relay. 
1.2
Scenario analysis
For service security, they are essential to the use cases like healthcare wearable devices, public safety and eMBB services where network coverage is extended via relay UEs. It is unacceptable for the relay UEs to intercept the user data from those personal wearable devices. For the firefighter use case in public safety scenario, firefighter’s data/video shall also be protected from interception at the relay UE. When eMBB services are extended by relay UEs into offices and residential areas, the privacy of personal data shall also be protected. Layer-2 relay by nature provides more secured relay mechanism because there is no PDCP decryption at the relay UE. Layer-3 relay on the other hand, needs to have further security solution at the APP layer. As long as the APP does not provide sufficient security solution, there exists a security risk at the relay UE.

Service continuity from an indirect connection to a direct network connection, or, from one relay UE to another, should behave the same as handovers. Mobility interruption time is used in 3GPP and ITU as a metric to evaluate service continuity/handover performance, which is defined as “the shortest time duration supported by the system during which a user terminal cannot exchange user plane packets with any base station during transitions”. The minimum requirement by ITU for IMT-2020 is 0ms and considered as essential to eMBB and URLLC services [2]. For example, in the factory/industrial IoT scenario, if the change of the remote UE’s connection brings interruption time, the whole product line would be impacted. Similarly, interruption of interactive services like VR/AR or even traditional voice call would be unacceptable. Layer-2 relay is able to establish and maintain multiple connections simultaneously to the remote UE via multiple relay UEs, as well as a direct connection. Handing over from one connection to another would introduce no interruption time. For example, before one of the connections is to be disconnected, a targeted new connection can already be established. This way, no interruption would occur when the connection is completely disconnected. For Layer-3 relay, only one connection exists for the remote UE. The remote UE needs to disconnect the existing connection first, and establish another connection. Before the other connection is established, an unpredictable interruption time would occur.

In addition, charging for remote UE when using Layer-2 relay can be done as normal. However, for Layer-3 relay, the Remote UE Report procedure needs to be added, where the Remote UE information ( such as User Info ID and IP address) is reported by the relay to the core network.
Layer-2 relay can provide better performance of security and service continuity than Layer-3 relay, and also charging for remote UE can be achieved as normal.
1.3
Proposal
The key issue on Support of UE-to-Network Relay includes five sub-issues:
· How to establish a connection between Remote UE and a UE-to-Network Relay to support connectivity to the network for the Remote UE. 
· How to support end-to-end requirements between Remote UE and the network via a UE-to-Network Relay, including QoS (such as data rate, reliability, latency) and the handling of PDU Session related attributes (e.g. S-NSSAI, DNN, PDU Session Type and SSC mode).
· How to transfer data between the Remote UE and the network over the UE-to-Network Relay.
· How to (re)select a UE-to-Network Relay UE.

· How to perform communication path switch between a direct Uu path and an indirect Uu path via a UE-to-Network Relay UE, or between two indirect Uu paths via different UE-to-Network Relay UEs. And how to guarantee service continuity during these communication path switch procedures.
This paper focuses on the potential solution of the first and the third sub-issues. Fully considering the better performance of Layer-2 relay on the security and service continuity, this paper proposes a Layer-2 relay based solution to develop the communication connection between the Remote UE and the network.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.752.
* * * * First change * * * *
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6.X
Solution #X: Indirect Communication via UE-to-Network Relay
6.X.1
Description

This solution proposes a Layer-2 relay based solution to develop the communication connection between the Remote UE and the network. In this solution, the traffic using indirect 3GPP communication between the Remote UE and NG-RAN can be security protected by legacy AS security procedures. RAN specified L2-relay functionality is used to forward the signalling and user data between the Remote UE and the network.
6.X.2
Procedures
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Figure 6.X.2-1: Connection Establishment for Indirect Communication via UE-to-Network Relay
0.
The Remote UE and UE-to-Network Relay independently perform the initial registration to the network according to registration procedures in TS 23.502 [X]. 
1.
The Remote UE and UE-to-Network Relay independently get the service authorization for indirect communication from the network. 
2&3. The Remote UE and UE-to-Network Relay perform UE-to-Network Relay discovery and selection. 
Editor's note: The detailed solution depends on the output of discovery procedure. 
Editor's note: Which entities perform UE-to-Network Relay selection and what criterion are used for UE-to-Network Relay selection are FFS. 

4.
Remote UE initiates a one-to-one communication connection with the UE-to-Network Relay, by sending an indirect communication request message to the UE-to-Network Relay.
5.
If the UE-to-Network Relay is in CM_IDLE state, triggered by the communication request received from the Remote UE, UE-to-Network Relay sends a Service Request message to its serving AMF. 
The AMF may perform authentication of the UE-to-Network Relay based on NAS message validation and if needed the AMF will check the subscription data. 
If the UE-to-Network Relay is already in CM_CONNECTED state and is authorised to perform Relay service then this step 5 can be omitted.
6.
The UE-to-Network Relay sends the indirect communication response message to the Remote UE.
7.
Remote UE sends a Service Request message to the serving AMF. The NAS message is encapsulated in an RRC message, and the UE-to-Network Relay forwards the message to the NG-RAN. The NG-RAN derives Remote UE's serving AMF and forwards the NAS message to this AMF. 
Editor's note: How the UE-to-Network Relay forwards the message to the NG-RAN depends on RAN specified L2 relay method.

The Remote UE's serving AMF may perform authentication of the Remote UE based on NAS message validation and if needed the Remote UE's AMF checks the subscription data. 
User Plane connection for PDU Sessions can also be activated. The other steps follow the clause 4.2.3.2 in TS 23.502 [X].

8.
Remote UE may trigger the PDU Session Establishment procedure as defined in clause 4.3.2.2 of TS 23.502 [X].
9.
The data is transmitted between Remote UE and UPF via UE-to-Network Relay and NG-RAN. The UE-to-Network Relay forwards all the data messages between the Remote UE and NG-RAN using RAN specified L2 relay method.
Editor's note: How to handle the PDU Session related attributes (e.g. S-NSSAI) regarding the relay scenario is FFS.
6.X.3
Impacts on Existing Nodes and Functionality
Editor's note:
This clause captures impacts on existing 3GPP nodes and functional elements.
This solution needs to use the RAN specified L2 relay functionality for forwarding the signalling and user data between the Remote UE and the network.
* * * * Second change * * * *
Annex X: Alternative#1 Layer 2 Architecture Reference Model

X.Y.1
Introduction
The following clauses describe the control plane and user plane protocol stacks for supporting Layer 2 evolved UE-to-Network Relay UE, in case of 3GPP access.
X.Y.2
Control and user plane stacks

X.Y.2.1
Control Plane
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Figure X.Y.2.1-1: Control plane when PC5 is used.

Editor's note: Whether an adaptation layer is needed for PC5 depends on the decision of RAN WG2 and will be updated later.

X.Y.2.2
User Plane
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Legend:

· PDU layer: This layer corresponds to the PDU carried between the UE and the DN over the PDU Session. When the PDU Session Type is IPv4 or IPv6 or IPv4v6, it corresponds to IPv4 packets or IPv6 packets or both of them; When the PDU Session Type is Ethernet, it corresponds to Ethernet frames; etc.
Figure X.Y.2.2-1: User plane when PC5 is used.
Editor's note: Whether an adaptation layer is needed for PC5 depends on the decision of RAN WG2 and will be updated later.
* * * * End of changes * * * *
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