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1. Introduction
This pCR proposes a KI (Key Issue) to study onboarding and remote provisioning of UE/IoT devices for non-public networks.

2. Discussion
The following the stage 1 requirements as given in TS 22.263, v.1.0.0 subclause 5.1 are proposed to be covered in this KI.

Based on MNO and NPN policy, the 5G system shall support a mechanism to enable MNO to update the subscription of an authorized UE in order to allow the UE to connect to a desired NPN. This on-demand mechanism should enable means for a user to request on-the-spot network connectivity which is authorized by its MNO.
……..

Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). The 5G system shall support an on-demand mechanism for a user (human or software) to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.

The 5G system shall support a secure mechanism for a network operator of an NPN to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.

3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-07 v0.1.0.
* * * First Change * * * *

3
Definitions of terms, symbols and abbreviations
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

NPN: Non-Public Network as defined in TS 23.501 [4]. The terminology NPN refers to both SNPN and PNI-NPN in this TR unless otherwise stated.
UE onboarding: Provisioning of a newly assigned NPN subscription to a UE that has no subscription to this NPN.
* * * Next Change * * * *

5.X
Key issue #X: UE Onboarding and remote provisioning
5.X.1
Description

This key issue intends to cover the following stage 1 requirements found in TS 22.263 [3].

-
Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). The 5G system shall support an on-demand mechanism for a user (human or software) to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.
-
The 5G system shall support a secure mechanism for a network operator of an NPN to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.
as well as covering

-
When NPN subscription is newly assigned for an NPN, the NPN subscriptions shall be provisioned to UE.
-
When NPN subscription is updated for an NPN, the NPN subscriptions shall be updated to UE.
The Key Issue is to study the architecture and solutions to support UE onboarding and provisioning for the NPN, including: 

· Architecture including which NFs are involved, and which scenario(s) the solution is addressing, including:

· Which network entity performs UE’s subscription provisioning and where is the network entity located.

· If the network entity performing UE subscription provisioning is external to the SNPN, what is the service-based interface exposed by the SNPN towards that network entity for UE onboarding and provisioning.

· Means for a UE, that is uniquely identifiable to 5GS for remote provisioning, including:
· How does the UE discover and select the NPN before UE subscription is provisioned.

· How does the network authenticate the UE before the UE’s subscription is provisioned.

· How does the 5G system update the subscription of an authorized UE in order to allow the UE to request connectivity to a desired NPN.
· Means to remotely provision the required new or updated information to the UE for enabling the UE to access the NPN using 5GS, including e.g.:

· Triggers and procedures used to initiate the provisioning procedure.
· How to establish a secure connectivity between the UE and the network entity for provisioning.
· How the network entity provisions the NPN subscription to the UE.
· Support of exposure via APIs, if required.
The associated solutions need to consider the following UE characteristics:
-
Before the onboarding process there should be information in the UE for it to be "uniquely identifiable and verifiably".
NOTE:
This does not mean the UE is required to support the frequency bands the PLMN deploys for public network.
· A TE might not have an interface that can be used to provision the MT.
NOTE:
Security aspects should be discussed or confirmed by SA WG3.
Editor's note: additional scenarios e.g. resulting from Key Issue "Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN" is FFS.

* * * End of Change * * * *
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