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Abstract of the contribution: This contribution proposes a solution for Edge Application Server discovery using DNS and IP Routing.

1
Background
This proposal provides a complete set of procedures relating to DNS and IP routing for EAS selection.  
2. 


Proposal

It is proposed to include the following solutions in TR 23.748.
* * * * 1st Change * * * *
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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* * * * 2nd Change * * * *
6.M
Solution #M: Server Discovery using DNS and IP Routing 
6.M.1
Description

Editor's Note: This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). Sub-clause(s) may be added to capture details. 

This contribution derives its procedures on UE behaviour, provisioning of distance metrics, guidelines on the UE address to be used in DNS client subnet option [RFC 7871] and flow sequence with classic DNS, DoT and DoH. 
The proposed solution supports “Distributed Anchor Point” and “Multiple PDU” sessions connectivity models to enable Edge Computing. A locally distributed UPF with IP anchor is used to access the Edge services. Other connectivity models maybe supported as well.

Editor’s Note: The support of other connectivity models such as “Session Breakout” is FFS.
The sum of these provide a complete set of procedures for EAS selection:

1.    Rel-16 procedures are used to setup the PDU session (section 6.M.2.1).
2.    PDU session /UPF-PSA (step 1) is used to send DNS query/response. Section 6.M.2.2 describes the DNS behaviour at UE. 
3.    First DNS resolver adds source IP Address in DNS request in DNS Client Subnet Option to provide DNS location. The source IP address is the address for the DNS packet at the UPF-PSA egress interface. Details are in section 6.M.2.3
4.    The authoritative DNS server uses distance, other metrics for selecting the closest server. Via SLA, configuration, OAM, or subscription, the AF is provisioned or collects these metrics.  UE source IP address (at UPF-PSA egress) and corresponding metrics collected is used by AF to configure DNS backend.
5.    Flow sequences for classic, DoT (section 6.M.2.5) and DoH (section 6.M.2.6) describe the flow sequences using the procedures in steps 1 – 4.
6.M.2
Procedures

Editor's Note: This clause describes high-level procedures and information flows for the solution.

6.M.2.1
Establishing PDU Session
This solution assumes that Rel-16 procedures are used to setup the PDU session. For example, during UE initial or mobility registration, URSP policy could be provisioned that along with S-NSSAI and other parameters allow SMF to setup appropriate PDU session and UPF-PSA. 
When the UE needs to send traffic destined to an edge server, the UE triggers the Edge AS discovery by sending a DNS query for an EAS FQDN. The details for this step are described in 6.M.2.2. After this, the Application Client sends an application layer service request to an IP address of the EAS in the Edge Hosting Environment.
6.M.2.2
DNS behavior at UE

A UE can perform discovery by performing the following procedures:

1.
Application Client attempts to access a resource at a certain URI

a.
Resource request is handled by the HLOS
b.
UE extracts the domain name
c.
UE performs PDU Session establishment with activation of user plane resources
d.
UE performs DNS query for the IP address associated with the domain name

2.
The UE performs DNS query for the IP address associated with domain name [X], [Y]:

a.
The DNS query is sent to either:
i.
the DNS resolver configured in the HLOS by the user
ii.
the DNS resolver provided by the serving MNO in step 1c.
b.
The DNS resolver recursively queries root nameservers & authorative nameservers to retrieve the IP address(es) currently associated with that domain name. 


With some existing extensions to DNS, the authoritative (DNS) nameserver may return different responses based on the perceived topological location of the user. This is described in 6.M.2.3
c.
This information is recursively returned to the DNS resolver, which responds to the requesting UE with the resolved IP address
NOTE 1: this complete sequence of queries is not necessarily performed every time a request is made. At each step, a DNS server may respond with a cached copy of the information
NOTE 2: In the case of Edge Computing, the returned IP address is likely to be an IP Anycast address, contrary to the way server IP addresses are discovered via application-layer solution (e.g. by HTTPS). This allows a single IP address to be resolved to the most local server to the source UE identified by the IP anycast destination address [Z].

3.
The UE attempts to access a resource at a certain IP address (e.g. HTTP PUT, GET, POST).
a.
The UE creates and sends a packet to the destination IP address as discovered in step (2) of this solution
b.
IP routing takes place to determine the most suitable path for the packet on a hop-by-hop basis

c.
In the case of IP anycast, a single destination address may have multiple routing paths to two or more endpoint destinations
d.
The routing differs between IPv4 (which uses Border Gateway Protocol (BGP)) and IPv6 (which supports Anycast natively) but, in both cases, the system will route the anycast packet to the "nearest" host with the anycast address
NOTE 3: “nearest” is determined in terms of distance metrics which may be based on other parameters than geographic location (e.g. lowest cost, least congested, shortest time)
As a result, the UE accesses the resource from the “closest” server.
6.M.2.3
UE IP Address in DNS Client Subnet Option

Many Authoritative (DNS) Nameservers today return different responses based on the perceived topological location of the user. They determine the address to return to the DNS client based on 

-
IP addressing information about the client: this may correspond to the source IP address of the DNS request or to the edns-client-subnet (ECS) EDNS0 option described in RFC 7871 “Client Subnet in DNS Queries” [X], and

-
topological information about the different (e.g. EAS) servers that support the FQDN (or shorter domain) targeted by the DNS request.  
The solution is described assuming the Authoritative (DNS) Nameserver may be operated by a 3rd party (so an entity distinct from the MNO) who for the target domain of a DNS request may also operate the corresponding different (e.g. EAS) servers.

The goal is to provide the Authoritative (DNS) Nameserver with addressing information about the initiator (the UE) of the DNS request that refers to an IP address / prefix related to where the UE is currently located and not with the IP address / Prefix of the UE.  

The MNO may assign the UE a private IPv4 address, public IPv4 address, or an IPv6 prefix for a PDU session. In the case of private IPv4 addresses, NAT at UPF-PSA rewrites the private address to a public IPv4 address (and the reverse on the downstream packet). MNO UPF-PSA typically assigns non-topological IP address/prefix to provide a degree of location anonymity. Thus, the UPF-PSA rewrites these addresses for UE packets to provide a topologically correct and externally routable address. In this solution, the IP address of the PDU session of UE seen by DNS and EAS are those at UPF-PSA external interface. 
The MNO DNS (acting as a DNS resolver) will use the UE source IP address seen at egress UPF-PSA for DNS client subnet option [RFC 7871]. This source IP address is representative of UE location /N6 interface and can thus be used by the authoritative DNS server in determining the best EAS (based on the provisioned information at the DNS backend – 6.M.2.4).

6.M.2.4
Provisioning Distance Metrics in AF

Via SLA, configuration, OAM, or subscription, the AF is provisioned/collects the metrics that are used to provision the DNS authoritative server. The DNS selects the most optimal EAS when the DNS authoritative server for the FQDN is provisioned with the IP subnet /DNAI from where the UE DNS query is originating and the closest LDN. This also apllies to cases in which the Authoritative (DNS) Nameserver may be operated by a 3rd party. It is assumed there is SLA between the parties and the details are outside the scope of the 3GPP.  



For example, the AF could subscribe to metric information (available in OAM or 5GC) and use to provision the DNS server for an FQDN. Alternatively, this information could be made available to the AF via SLA and/or OAM configuration. The N6 IP address/subnet information that gets provisioned here corresponds to the IP address information that is subsequently sent in the DNS query with client subnet subnet option [RFC 7871]. 
Editor’s Note: The details for AF to subscribe and get metrics information, and configuring DNS backend is FFS. 


1. 
2. 
3. 
4. 
5. 
6. 
7. 
6.M.2.5
Flow Sequence Classic DNS and DoT

The application in UE contacts the DNS stub server to resolve the FQDN for the application. The DNS query is resolved by the authoritative DNS server for the domain of the FQDN. The sequence in flow diagram below uses standard DNS (both plain and DoT) with no impact to the UE. 
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Figure 6.M.2.5-1: DNS to resolve EAS address

1.    Following PDU session setup /application launch with a Uniform Resource Locator (URL) in UE, the FQDN portion of the URL is used by the UE to initiate a DNS query (section 6.M.2.1). Details of how the UE handles the request is in section 6.M.2.2. 
This request is sent over the established PDU user plane and over N6. DNS query packet has topologically correct UE source address when DNS resolver gets it (see section 6.M.2.3)
2.    DNS resolver forwards the DNS query to an authoritative DNS server for that FQDN. The DNS resolver adds a client subnet option [RFC 7871] with the UE IP address/prefix to assist the authoritative server to select an EAS that is “close” to the IP subnet from which the query originated. 
Since the UE IP address is source IP address of DNS query packet at UPF-PSA egress, this is representative of UE location /N6 interface and uses distance/closeness metrics in section 6.M.2.4 to derive the A/AAAA records.
3.    The DNS authoritative server translates and returns a list of IP addresses for EAS which the UE may try in a round robin order. DNS server matches client subnet identifier with record for FQDN to srv-IP-addr (EAS) and returns A or AAAA resource record (RR). The DNS resolvers on path may cache the response.

4.    Application uses the IP address in DNS response to route the application request packet. If the address is a unicast address, the N6 network forwards it to EAS. If it is an anycast address, the N6 network selects the best instance of EAS servers based on dynamic IP route information in N6.

6.M.2.6
Flow Sequence for DoH
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Figure 6.M.2.6-1: DoH to resolve EAS address
1.    Following PDU session setup /application launch with a Uniform Resource Locator (URL) in UE, the FQDN portion of the URL is used by the UE to initiate a DoH request (section 6.M.2.1). Details of how the UE handles the request is in section 6.M.2.2. 
This request is sent over the established PDU user plane and over N6. DoH packet has topologically correct UE source address when DoH server gets it (see section 6.M.2.3)

2.    DoH server creates the DNS query to an authoritative DNS server for that FQDN. The DoH server adds a client subnet option [RFC 7871] with the UE IP address/prefix to assist the authoritative DNS server to select an EAS that is “close” to the IP subnet from which the DoH request originated. 
Since the UE IP address is source IP address of HTTPS packet at UPF-PSA egress, this is representative of UE location /N6 interface and uses distance/closeness metrics in section 6.M.2.4 to derive the A/AAAA records
3.    The DNS authoritative server translates and returns a list of IP addresses for EAS which the UE may try in a round robin order. DNS authoritative server matches client subnet identifier (or UE IP address seen at UPF-PSA egress in DoH) with record for FQDN to srv-IP-addr (EAS) and returns A or AAAA resource record (RR). 
DoH server returns the results received from DNS to the UE.
4.    Application uses the IP address in DNS response to route the application request packet. If the address is a unicast address, the N6 network forwards it to EAS. If it is an anycast address, the N6 network selects the best instance of EAS servers based on dynamic IP route information in N6.
6.M.3
Impacts on Existing Nodes and Functionality
Editor's Note: This clause captures impacts on existing 3GPP nodes and functional elements.
* * * * End of Change * * * *
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