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Abstract of the contribution: This paper proposes a solution to access SNPNs using credentials owned by an entity separate from the SNPN.
1
Proposal

It is proposed to include the following into TR 23.700-07.
*** Start of changes ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[X]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
*** Next change ***
6.0
Mapping Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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*** Next change ***
6.X
Solution #<X>: SNPN access using credentials owned by an entity separate from the SNPN
6.X.1
Introduction

This solution addresses Key Issue #1 ("Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN "). Those entities separate from the SNPN are referred to as Home SPs hereafter.
The solution addresses e.g. scenarios where it is not guaranteed that the Home SP can always provide the UE with the list of all allowed V-SNPNs before the UE needs to select a V-SNPN. The latter refers for example to scenarios where a new SNPN needs to be added for a UE while the UE is disabled and the UE is powered on in a location where only that V-SNPN is available. One example is audio/video recording equipment that is transported from a storage facility to a venue where it needs to be temporarily installed and connected to the venue's SNPN.
Key idea of the solution is that a Visited-SNPN (V-SNPN) broadcasts information that enables a UE to determine whether the UE can access the V-SNPN using any of the Home SP credentials that the UE is configured with.
In particular, a V-SNPN may broadcast identities of Home SPs that the V-SNPN has an agreement with, i.e. which supports access to the V-SNPN using the credentials of those Home SPs. 
A V-SNPN may also broadcast the identies of Roaming Groups that the V-SNPN has an agreement with for access to the V-SNPN using the credentials of any of the Home SPs that are part of the Roaming Group. The UE is assumed to be configured by the Home SP with one or more Roaming Groups that the Home SP is part of so that the UE can select a V-SNPN that suppports one of the Roaming Groups the UE is configured with. The benefit of the Roaming Group is that the V-SNPN does not need to broadcast the identities of all the Home SPs that are part of the Roaming Groupa but only needs to broadcast the Roaming Group ID instead.
Examples of a Roaming Group could be the different operating companies of a multi-national operator, all Home SPs that are connected to a roaming hub provider or a consortium of broadcasting companies (e.g. for venues to efficiently enable all members of the consortium to access the venues' SNPNs).
NOTE 1:
The Roaming Group ID is assumed to be globally unique. Assignment of a unique Roaming Group ID is beyond the scope of 3GPP.
Editor's note: The format of the Roaming Group ID is FFS.
The following clauses illustrate the solution in greater detail.
NOTE 2:
This solution can be used as a stand-alone solution or can also be combined with solution 1 as documented in clause 6.1, e.g. by first letting the UE search for V-SNPNs contained in the "Equivalent home network" list as described in solution 1, and – in case none of the networks listed therein are available – to then continue searching for V-SNPNs based on the method described in this solution.
6.X.2
Functional Description

6.X.2.1
Definitions

The following definitions apply:

Visited-SNPN (V-SNPN): An SNPN for which the UE does not have a subscription associated with the SNPN's identity (PLMN ID and NID combination) and which supports access using credentials owned by an entity separate from the SNPN (Home SP credentials).

Home Service Provider (Home SP): A PLMN or an SNPN that supports that its subscription is used to access a (different) SNPN.

Home SP subscription: A subscription issued by an SNPN or a PLMN.
Home SP-ID: Identifies the Home-SP that issued the subscription that a UE is using to access a V-SNPN. The Home SP ID consists of a PLMN ID, if the Home SP is a PLMN or a PLMN and NID, if the Home SP is an SNPN.

Roaming Group: A group of Home SPs that a V-SNPN has an agreement with for access to the V-SNPN using the credentials of any of the Home SPs that are part of the Roaming Group.
Roaming Group ID: Identifies a Roaming Group.
6.X.2.2
Architectures

Registration with V-SNPNs and access to data networks located in the V-SNPN or the Home SP is supported based on the following architectures:

1)
5GS architecture for local breakout scenarios as documented in TS 23.501 [4] clause 4.2.4 with the V-SNPN taking the role of the V-PLMN and the Home SP taking the role of the HPLMN (Figure 6.X.2.2-1).


This architecture enables access to V-SNPN services (e.g. local IP access or Internet access).

2)
5GS architecture for home-routed scenarios as documented in TS 23.501 [4] clause 4.2.4) with the V-SNPN taking the role of the V-PLMN and the Home SP taking the role of the HPLMN (Figure 6.X.2.2-2).

-
This architecture enables access to Home SP services using a home-routed PDU session.
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Figure 6.X.2.2-1: Access to V-SNPN services (e.g. local IP access or Internet access) using home SP credentials for authentication in the V-SNPN
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Figure 6.X.2.2-2: Access to Home SP services (e.g. local IP access or Internet access)
using a home-routed PDU session.
NOTE:
It is assumed that a UE that can register in a V-SNPN using the credentials of a Home SP can also access services of the Home SP using the architecture depicted in Figure 6.X.2.2-2, i.e. the UE will not access the Home SP services via the Home SP's N3IWF.
6.X.2.3
System information broadcast

NG-RAN nodes which support access using Home SP credentials broadcast the following information per SNPN:

-
Indication that access using Home SP credentials is supported

-
List of supported Home SP IDs

-
List of supported Roaming Group IDs
NOTE:
Further details, number of supported Home SP IDs and number of supported Roaming Group IDs that can be broadcast as well as optimizations will be determined by RAN2. This includes whether the indication that access using Home SP credentials is supported is needed or can be combined with other information and whether the (full) list of supported Home SP IDs/roaming group IDs is always provided or only on demand.
6.X.2.4
UE configuration

A UE is configured with one or multiple Home SP subscriptions. Each Home SP subscription may optionally contain some the following information:

-
Prioritized list of allowed Roaming Groups

The above information can be updated by a Home SP (for its subscription) using the UE Configuration Update procedure as defined in TS 23.502 clause 4.2.4.2 [X].
When using a Home SP subscription issued by an SNPN, the UE operates in SNPN access mode. When using a Home SP subscription issued by a PLMN, the UE does not operate in SNPN access mode.
NOTE 1:
Details of AS/NAS impacts of searching for SNPNs when using a Home SP subscription issued by a PLMN are expected to be discussed by RAN2 and CT1.
NOTE 2:
AKA credentials are assumed when using a Home SP subscription issued by a PLMN.
NOTE 3:
Home SPs that support access to V-SNPNs using the Home SP subscription are assumed to provision the UE with a SUPI that enables the V-SNPN to find the Home SP's UDM.
6.X.3
Procedures

6.X.3.1
V-SNPN selection and registration procedure

If none of the UE's Home SP networks are available, then the UE discovers and selects a V-SNPN as follows:

-
For SNPNs indicating support for access using Home SP credentials the UE retrieves the list of supported Home SP IDs and list of supported Roaming Group IDs from the SNPN's SIB.

-
Based on the acquired information, the UE selects a V-SNPN as follows:

-
If an available V-SNPN supports a Home SP ID that matches the UE's Home SP subscription then the UE selects that SNPN.

-
If an available V-SNPN supports a Roaming Group (identified by Roaming Group ID) that is contained in the UE's list of supported Roaming Groups, then the UE selects that SNPN. If multiple Roaming Groups are supported by different SNPNs, then the UE selects the SNPN supporting the Roaming Group with the highest priority as per the list of supported Roaming Group.
NOTE 1:
Selection in case multiple SNPNs support access using the UE's Home SP credentials or in case the UE has multiple Home SP credentials and multiple of those are supported by the available SNPNs is up to UE implementation.

-
If none of the UE's Home SPs are explicitly supported, nor any of the Roaming Group IDs in the UE's list of supported Roaming Groups are supported by any of the available V-SNPNs then the UE selects one of the V-SNPNs, which indicates support for access using Home SP credentials but which does not provide any Home SP ID information (i.e. for which it is unknown prior to registration which Home SPs are supported).

Once the UE has selected a V-SNPN and a Home SP-subscription to use, the UE performs the Registration procedure (TS 23.502 [X], clause 4.2.2.2.2). The UE provides to the V-SNPN the SUCI of the Home SP subscription selected as described above. The UE is authenticated by the Home SP.
6.X.3.3
Service continuity support

If a UE is registered with a V-SNPN using a Home SP subscription moves to a different V-SNPN that supports access using Home SP credentials for the same Home SP but no N14 interface between source and target V-SNPN, then the UE attempts to transfer PDU sessions to the target V-SNPN using the PDU Session Establishment procedure with Existing PDU Session indication as defined in TS 23.502 [X] clause 4.3.2.2.
If a UE is registered with a V-SNPN using a Home SP subscription (where Home SP = PLMN) moves to a PLMN which does not support the N14 interface between V-SNPN and PLMN, then the UE attempts to transfer PDU sessions to the PLMN using the PDU Session Establishment procedure with Existing PDU Session indication as defined in TS 23.502 [X] clause 4.3.2.2.
If a UE is registered with a PLMN and moves to a V-SNPN that supports access using Home SP credentials for the UE's HPLMN but does not support the N14 interface between V-SNPN and PLMN, then the UE attempts to transfer PDU sessions to the target V-SNPN using the PDU Session Establishment procedure with Existing PDU Session indication as defined in TS 23.502 [X] clause 4.3.2.2.
NOTE:
Service continuity is only supported for PDU sessions anchored in the Home SP network.
Editor's note: How the UE using a Home SP subscription (where Home SP = PLMN) determines whether to select a V-SNPN or a V-PLMN, i.e. how to determine the relative priority between SNPNs and PLMNs is FFS.
6.X.4
Impacts on existing entities and interfaces
NG-RAN:
-
Broadcast of additional information
UE:
-
Support of additional configuration information (list of allowed Roaming Groups)
-
Reading and processing of additional information from SIB

-
Support of V-SNPN selection and registration procedure

AMF/UDM:
-
Support of additional information for UE Configuration Update procedure
*** End of changes ***
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