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[bookmark: _Toc11145258]* * * First change * * * 
[bookmark: _Toc19106313][bookmark: _Toc27823126]6.7.2	UE mobility analytics
[bookmark: _Toc19106314][bookmark: _Toc27823127]6.7.2.1	General
NWDAF supporting UE mobility statistics or predictions shall be able to collect UE mobility related information from NF, OAM, and to perform data analytics to provide UE mobility statistics or predictions.
The consumer of these analytics may indicate in the request:
-	The Target of Analytics Reporting which is a single UE or a group of UEs.
-	Analytics Filter Information optionally containing: 
-	Area of Interestoptional list of TA or Cells, ; 
-	optional maximum number of results.
-	An Analytics target period indicates the time period over which the statistics or predictions are requested.
-	Preferred level of accuracy of the analytics (low/high).

[bookmark: _Toc19106319][bookmark: _Toc27823132]* * * Next change * * * 
6.7.3.1	General
In order to support some optimized operations, e.g. customized mobility management, traffic routing handling, or QoS improvement, in 5GS, an NWDAF may perform data analytics on UE communication pattern and user plane traffic, and provide the analytics results (i.e. UE communication statistics or prediction) to NFs in the 5GC.
An NWDAF supporting UE Communication Analytics collects per-application communication description from AFs. If consumer NF provides an Application ID, the NWDAF only considers the data from AF, SMF and UPF that corresponds to this application ID. 
The consumer of these analytics may indicate in the request:
-	The Target of Analytics Reporting which is a single UE or a group of UEs.
-	Analytics Filter Information optionally including:
 -	S-NSSAI, ;
-	DNN;
-	Application ID;
-	Area of Interest.
-	An Analytics target period indicates the time period over which the statistics or predictions are requested.
-	Preferred level of accuracy of the analytics (low/high).
* * * Next change * * * 

[bookmark: _Toc19106322][bookmark: _Toc27823135]6.7.3.4	Procedures
The NWDAF can provide UE communication related analytics, in the form of statistics or predictions or both, to a 5GC NF.


Figure 6.7.3.4-1: Procedure for UE communication analytics
1.	5GC NF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID=UE communication analytics, Target of Analytics Reporting=SUPI(s), Analytics Filter=(Application ID, Area of Interest, etc.)).
	5GC NF sends a request to the NWDAF for analytics on a specific UE(s), using either Nnwdaf_AnalyticsInfo or Nnwdaf_AnalyticsSubscription_Subscribe service. The analytics type indicated by "Analytics ID" is set to "UE communication". The Target of Analytics Reporting is set to SUPI or a list of SUPI and Analytics Filter may include Application ID and Area of Interest.
2a-b.	NWDAF to AF (Optional): Naf_EventExposure_Subscribe (Event ID, external UE ID, Application ID, Area of Interest).
	In order to provide the requested analytics, the NWDAF may subscribe per application communication information, which is identified by Application ID, from AFs for the UE. The Event ID indicates communication report for the UE which is requested by the 5GC NF in the step 1. The external UE ID is obtained by the NWDAF based on UE internal ID, i.e., SUPI. In the case of external AF, the NEF translates the requested Area of Interest into a list of geographic zone identifier(s) as described in clause 5.6.7.1 of TS 23.501 [2].
	This step is skipped if the NWDAF already has the requested analytics available or has subscribed to the AF.
2c-d.	NWDAF to SMF: Nsmf_EventExposure_Subscribe (Event ID, SUPI, Application ID, Area of Interest).
	In order to provide the requested analytics, the NWDAF subscribes to PDU Session information of the UE from SMFs. 
2e-f.	NWDAF to AMF: Namf_EventExposure_Request (Event ID, SUPI).
	In order to provide the requested analytics, the NWDAF retrieves Type Allocation code from AMF.
NOTE:	The NWDAF determines the SMF serving the UE as described in clause 6.2.2.1.
3.	The NWDAF derives requested analytics, in the form of UE communication statistics or predictions or both.
4.	NWDAF to 5GC NF: Nnwdaf_AnalyticsInfo_Request response or Nnwdaf_AnalyticsSubscription_Notify.
	The NWDAF provides requested UE communication analytics to the NF, using either Nnwdaf_AnalyticsInfo_Request response or Nnwdaf_AnalyticsSubscription_Notify, depending on the service used in step 1.
5-7.	If the NF subscribed UE communication analytics at step 1, when the NWDAF generates new analytics, it provides the new generated analytics to the NF.

[bookmark: _Toc19106329][bookmark: _Toc27823142]* * * Next change * * * 
6.7.5	Abnormal behaviour related network data analytics
[bookmark: _Toc19106330][bookmark: _Toc27823143]6.7.5.1	General
This clause defines how to identify a group of UEs or a specific UE with abnormal behaviour, e.g. being misused or hijacked, with the help of NWDAF.
NOTE 1:	The misused or hijacked UEs are UEs in which there are malicious applications running or UEs which have been stolen.
The consumer of this analytics could be a 5GC NF. The 5GC NF subscribes analytics on abnormal behaviour from a NWDAF based on the UE subscription, network configuration or application layer request.
The NWDAF performs data analytics on abnormal behaviour if there is a related subscription. 
The consumer of this analytics shall indicate in the request:
-	Analytics ID set to "Abnormal behaviour";
-	The Target of Analytics Reporting can be one UE, any UE or an Internal Group Identifier;
-	Optionally an Application ID, DNN or S-NSSAI;
-	An Analytics target period indicates the time period over which the statistics or predictions are requested;
-	Analytics Filter Information optionally including: 
-	optional expected UE behaviour, ; 
-	expected analytics type or list of Exception IDs with associated thresholds, where the expected analytics type can be mobility related, communication related or both, ; 
-	Area of interest, ; 
-	maximum number of results.;
NOTE 2:	The expected analytics type generally indicates whether mobility or communication related abnormal behaviour analytics or both are expected by the consumer, and the list of exception IDs indicates what specific analytics are expected by the consumer, the expected analytics type and the list of Exception IDs are not presented simultaneously.
-	In a subscription, the Notification Correlation Id and the Notification Target Address are included.
When the NWDAF detects those UEs that deviate from the expected UE behaviour, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc., the NWDAF shall notify the result of the analytics to the consumer as specified in clause 6.7.5.3.
* * * End of changes * * * 
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