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Abstract: This contribution introduces a solution to KI: UAV remote identification authorization.
1. Introduction/Discussion
This contribution introduces a solution to KI#3 and KI#4, it focus on the following issues:
-    how are UAVs authorized for operation in the 3GPP system to enable UAV tracking and identification once the UAV is authorized for flight by the UTM?
-
whether and how UAV controllers need to be authenticated and authorized, and UAV to controller to UAV(s) communications authorized?
-
this includes identification and authorization/authentication of UAV pilot, UAV controller, UAV operator.
The UAV and the UAV controller are two associated entities. Thus, the association of the UAV and UAV controller can be one kind of UAS data, the network should authorize the UAV or the UAV controller considering association between them. For example, the UAV controller B expects to control the UAV A, actually the UAV controller B is not allowed to control the UAV A from the network view, e.g. UAV controller B is not on the whitelist of controllers, which can control the UAV A, registered with air traffic control agencies. This contribution allows the network to associate the UAV(s) with the UAV controller when authorizing the UAV or the UAV controller.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.754.
* * * * First change * * * *

6.X
Solution #X: UAS authorization considering association of the UAV and UAV controller
6.X.1
Introduction
The solution addresses Key Issue #X "UAV remote identification authorization". This solution allows the network to associate the UAV (Unmanned Aerial Vehicle) with the UAV controller. This solution applies to scenario where UAV controller is connected to the UAV via the 3GPP network.
6.X.2
Functional Description
The solution works under the following assumptions:
· Association of the UAV and UAV controller is taken into account when authorizing the UAV or the UAV controller.
· If there is no allowed association of the UAV and UAV controller in the network, the network may indicate to the UAV or the UAV controller that the authorization failed.
· If there is proper association of the UAV and UAV controller in the network and the authorization of the UAV or the UAV controller is successful, the association shall be provided to the UAV and UAV controller.
Editor's note: It is FFS which network function is responsible for determining the allowed association of the UAV and UAV controller.
· The UE (the UAV or the UAV controller) optionally provides expected association of the UAV and UAV controller to the network, and then the network responds to the UE with allowed association of the UAV and UAV controller based on the local configuration and UE’s expected association, if any.
6.X.3
Procedures

The procedure assumes that the network function UTM (Unmanned Aerial Vehicle Traffic Management) is responsible for determining the allowed association of the UAV and UAV controller and authorizing the UAV or the UAV controller.
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Figure 6.X.3.1-1: Determination of association of the UAV and UAV controller
1.
The UE sends NAS request (UAS association container (Expected Association of the UAV and UAV controller)) to AMF/SMF. 

UAS association container is optional and is used in step 2. For the case of UAV, expected association of the UAV and UAV controller in the container includes the identifier (e.g. GPSI) of UAV controller that is requested to match. For the case of UAV controller, expected association of the UAV and UAV controller in the container includes the identifier(s) (e.g. GPSI) of UAV(s) that is requested to control.
2.
AMF/SMF requests the UTM to authorize the UE by sending the authorization request message.

If the UAS association container is received, the AMF/SMF also includes the content of the container in the authorization request message.
Editor's note: It is FFS whether the UTM can interact with AMF/SMF directly.
3.
UTM determines the allowed association of the UAV and UAV controller for the UE.
4.
UTM responds to the AMF/SMF with the authorization response.

If there is proper association of the UAV and UAV controller in the UTM, UTM includes the allowed association of the UAV and UAV controller in the authorization response message.


If there is no proper association of the UAV and UAV controller in the UTM, the UTM may indicate to AMF/SMF that the authorization failed.
5.
AMF/SMF sends the NAS response to the UE.

AMF/SMF shall include result of the authorization in the NAS response message. If the allowed association of the UAV and UAV controller is received at step 4 the AMF/SMF shall include the association information in the UAS association container in the NAS response message.
6.X.4
Impacts on existing entities and interfaces
Editor's note: It is FFS which existing entities and interfaces are impacted.
* * * * End of changes * * * *[image: image2.png]
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