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Abstract of the contribution: Proposes a solution for providing restricted access connectivity to SNPN that can be used for onboarding and remote provisioning (KI#4).
1. Background
This is a solution for key issue #4 for onboarding and remote provisioning. 
The solution is partially based on mechanisms defined for PaRLOS (Provisioning of Restricted Local Operator Services) of LTE/EPS but addresses some of the deficiencies that were identified during the discussion of PaRLOS in SA2 and SA3. 

The principles of the solution are as follows: 

· Uses NSSAA (Network Slice Specific Authentication and Authorisation) mechanisms in order to support “authenticated” access using ME or UICC stored certificates

· Uses support for URSP (UE Route and Selection Policy) in order to allow only specific set of applications and/or destination IP addresses/FQDN to be contacted during restricted access registration used for onboarding and remote provisioning

· The actual mechanism for credentials provisioning in UICC or ME are out of scope of the solution

Full description of the procedures is provided in the pCR part of this paper below.

2. Conclusion
It is proposed to agree on the pCR text below and include in TR 23.700-07. 
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6.0
Mapping Solutions to Key Issues
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6.X
Solution #<X>: Solution for restricted access used for onboading and remote provisioning 

6.X.1
Introduction

This is a solution for Key Issue #4 and defines how to provide restricted access connectivity to UE that can be used for onboarding and remote provisioning. The actual mechanisms for remote provisioning of credentials for subsequent full access to SNPN are out of scope of the solution. 

6.X.2
Functional Description

The solution is based on principles of PaRLOS (Provisioning of Restricted Local Operator Services) defined for LTE/EPS in TS 23.401 [x] but addresses some of the main deficiencies, which is that it allows both un-authenticated but also authenticated access using ME or UICC stored security material e.g. certificates and allows control of the applications that use the restricted access connectivity. 

The solution in order to enable authenticated restricted access uses mechanisms from the Network Specific Slice Authentication and Authorisation (NSSAA) procedures defined in TS 23.501 [4] and TS 23.502 [z] in release 16 with certain modifications. 

Use of UE Route Selection Policy (URSP) is used in order to define the applications and/or destination IP address/FQDNs that are used allowed for restricted access connectivity. 
6.X.3
Procedures

6.x.3.1
Initial Registration for restricted access connectivity
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Figure 6.x.3.1-1: Procedures for restricted access initial registration

0. The UE that has no ME or UICC stored credentials for access to SNPN is in limited service state

1. UE selects an SNPN from a preconfigured SNPN-id list stored in ME or manually. The SNPN indicates the level of support for restricted access in SIB. Potential options are unauthenticated acess, which is functionally equivalent to RLOS access in LTE/EPS (defined in TS 23.401 [x]) or onboarding with credentials. 
NOTE 1: Unauthenticated access is possible with this solution and does not involve requirement to store any security material in ME or UICC. 
2. If support of onboarding with credentials is indicated in SIB (see step 1), UE indicates in RRC msg.5 an indication for restricted access and a new defined S-NSSAI with SST=onboarding that will be standardised by 3GPP and SD that can vary. NG-RAN selects an AMF that is used for onboarding based on the S-NSSAI provided.
If support of unathenticated access is indicated in SIB (see step 1), UE indicates in RRC msg.5 an indication for restricted access and any S-NSSAI based on configuration (non-standardised). 
3. The Registration Request contains a restricted access indication in NAS, and indicates to the AMF to not trigger primary authentication and/or contact the UDM for obtaining the UE subscription. The restricted access indication in NAS and related procedure in AMF is similar to RLOS indication in S1 mode NAS and related MME procedures of TS 23.401 [x]
4. The presence of S-NSSAI with SST for onboarding triggers Network Slice Specific Authentication and Authorisation (NSSAA) based on the procedures defined in TS 23.502 [y] with the following modification: the selection of AAA Server is based on locally stored profiles in AMF. The username and credentials used for NSSAA are out of scope of this solution. 

NOTE 2: NSSAA is based on EAP. Based on discussion in SA3 in order to guarantee interoperability certain EAP methods may need to be standardised. 
NOTE 3: If completely unauthenticated access is used step 4 is skipped. 
5. The Registration procedure for restricted access is completed

6. AMF can optionally trigger the PCF to send UE Route and Selection Policy (URSP) for the S-NSSAI used for onboarding. This URSP can define the Data Network Names (DNNs) that are allowed to be used to establish PDU sessions for restricted access connectivity, the applications (identified by OSid), the IP address, FQDN etc, basically based on existing information of URSP defined in TS 23.503 [z].

Steps 7, 8, 9: URSP for the S-NSSAI used for onboarding is received by the UE.

6.x.3.2
 PDU session establishement for restricted access connectivity


[image: image2.emf]UE

AMF

SMF/UPF

NG-RAN

1. PDU session establishment (S-

NSSAI=on͛ing, DNN=X)

DNN 

specific 

AAA

3. Secondary Authentication per PDU session (optional)

0. UE registered in S-

NSSAI=on͛boarding

4. PDU Session establishment Accept

PCF

2. SM policy 

association

5. UE has IP connection to 

restricted data network


Figure 6.x.3.2-1: PDU session establishement for restricted access connectivity
0. As defined in clause 6.x.3.1 the UE is registered for restricted access connectivity and is optionally provided with URSP for the S-NSSAI for onboarding. 

1. Based on URSP the UE establishes PDU session using the S-NSSAI for onboarding and a selected DNN.

2. After interaction with PCF based on local policy of the S-NSSAI a specific SM policy for onboarding can be applied e.g. restricting access to specific IP addresses/ports etc. 

3. Optionally as per existing TS 23.502 [y] procedures, secondary authentication can be triggered e.g. based on different set of credentials from the ones used for access to the onboarding S-NSSAI. 

Step 4, 5: PDU session is successfully established. As part of PDU session establishement to the DNN a PCO may optionally be provided with the address of FQDN of the provisioning server that be used for credentials provisioning. UE has connectivity for restricted access. 
6.X.4
Impacts on existing entities and interfaces

Editor's note:
This clause lists impacts to existing entities and interfaces.

UE
· Reads SIB indicator indicating levels of restricted access: unauthenticated restricted access, onboarding with credentials
· If onboarding with credentials is advertised in SIB, the UE has preconfigured security material in ME or UICC and UE wants to perform restricted access with some credential it sends S-NSSAI with SST=onboarding in RRC and NAS
· While not new for this solution the following rel.15/16 (optional) functionalities are required for UE: 
Performs NSSAA with predefined credential 
Receives and enforces URSP that contains a Network Slice Selection policy that contains allowed list of applications, or destination IP address or FQDNs that can use the S-NSSAI for restricted access
Based on URSP the UE established one or more PDU sessions at the DNNs that are defined e.g. per application.
NG-RAN
· Signals SIB indicator indicating levels of restricted access: unauthenticated restricted access, onboarding with credentials
· If UE sends S-NSSAI with SST=onboarding selects appropriate AMF that supports onboarding based on local policy 

AMF

· receives S-NSSAI with SST=onboarding is configured to trigger NSSAA with preconfigured “profiles” of AAA server addresses

· Communicates with AAA server to perform NSSAA for restricted access as per existing TS 23.502 [z] procedures
· While not new for this solution the following rel.15/16 (optional) functionalities are required for AMF: 
When NSSAA is successfully executed sends URSP to the UE that defines the applications that can use restricted access

PCF

· While not new for this solution the following rel.15/16 (optional) functionalities are required for PCF: 
Provides to UE URSP for restricted access

Enforces restricted SM policy for restricted based on combination of S-NSSAI/DNNs used for restricted access
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