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This contribution provides a solution to address UE onboarding issue.

In this solution, the NPN operator maintain a database to manage the UEs in the NPN network. The UE is out of manufacturer without any subscription but has the default credential. When an operator brings a UE into the deployed network, the NPN operator inputs the PEI information of the UE into the database via OAM. When the UE firstly accesses to the NPN network, the network can provide the subscription information to the UE if the NPN verifies the UE is allowed to be provided the subscription via checking the database. As network architecture assumption, a Separate Entity is deployed to assign and maintain the subscription for the NPN network. The UE is assumed to have default credential to complete the authentication and security initiation procedure. And the default credential is also assumed to be set in the network entity, e.g. in the Separate Entity.
In this solution, the subscription information is provided through control plane signalling. No user plane needs to be established before provisioining of the subscription information.
Proposal

It is proposed to include the following solution in TR 23.700-07 v0.2.0.

* * * First Change * * * *

6.x
Solution X: Subscription remote provisioning

6.x.1 General description
This solution address key issue #4 "UE Onboarding and remote provisioning". In this solution, the NPN operator maintain a database to manage the UEs in the NPN network and especially allows a UE that is shipped out of manufacturer without any subscription but has the default credential. When an operator brings a UE into the deployed network, the NPN operator inputs the PEI information provided by the UE to search into its database via OAM. This PEI information if provided when the UE firstly accesses to the NPN network. Once checked with its database, if it is verified UE is allowed onto the NPN, the network can provide the subscription information to the UE. As a network architecture assumption, a Separate Entity is deployed to assign and maintain the subscription for the NPN network. The UE is assumed to have default credential to complete the authentication and security initiation procedure.
In this solution, the subscription is provided by the NPN to the UE over the control plane. User plane need not be established to provide the UE with the subscription to the NPN. Additionally, in this solution, the UE, once the onboarding is done, can proceed with using the NPN without first deregistrering and re-registering.
6.x.2 Procedure
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Step 0: When the UE is brought to the operator’ private network environment, the operator configures the UE information (e.g. PEI) in the database of the NPN core network. The configuration of this UE information into the NPN's database can also be done some time prior to the onboarding process.

Step 1: The UE discovers the NPN network and attempts an access to the network. The UE being aware that it has  no subscription for the network to be accessed, so the UE applies for subscription to that NPN by providing the PEI info to the NPN core network. The UE can make such application for NPN subscription as part of the Registration procedure.


Step 2, 3: The NPN core network verifies whether the UE is allowed access by checking the UE’s PEI info in the database. If verification is successful, the NPN initiates the authentication and security procedure. In step 3, it is assumed that the UE has the default credential and the authentication can be performed based on the default credential.

NOTE:
Step 3 needs to be further confirmed by SA3.

Step 4: The NPN core network sends the subscription application including UE PEI and NPN ID to the separate entity which is responsible to maintain the subscription information of the UE. 

Step 5: The Separate Entity assigns the subscription for the UE for the NPN network.


Step 6: The Separate Entity responds to the NPN core network with the assigned subscription for the UE.


Step 7: The NPN core network sends the assigned subscription to the UE in Registration accept message.
Having completed the registration procedure, the UE proceeds with access for services, if required. Otherwise, the when registration procedure is completed, the NW releases the signalling conncetion and UE and NW returns to IDLE.
* * * End of Change * * * *
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