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Abstract: This contribution proposes to add a new Key Issue in FS_eNPN Study Item to support the interaction between NPN and 5GC NFs in PNI NPN deployment scenarios.
1. Introduction
The eNPN SID includes the following objective:
4.  Study the possibility for customizations or optimizations of 5GS when used for NPN considering different deployment scenarios, e.g. when the NPN is deployed and managed with the support of PLMN, when the NPN is deployed for different coverage and device density.
5.  Study the need for additional exposure capabilities due to support for NPN.
2. Discussion
The 5G non-public network is deployed on the organisation’s defined premises, such as a campus or a factory, due to the high QoS/security requirements, or to be isolated from other networks as a form of protection[1], etc. 
Observation 1: PLMN NFs and NPN NFs may be deployed in different infrastructure domains
In some deployment scenarios from 5G-ACIA[1], NPNs are deployed in conjunction with a public network which is refered as PNI NPN in TS23.501. 
„A Non-Public Network (NPN) is a 5GS deployed for non-public use, see TS 22.261 [2]. An NPN may be deployed as:

-
a Stand-alone Non-Public Network (SNPN), i.e. operated by an NPN operator and not relying on network functions provided by a PLMN, or

-
a Public network integrated NPN, i.e. a non-public network deployed with the support of a PLMN.“
In case of PNI NPN, CP NFs deployed in PLMN (e.g., PCF, AMF, SMF, etc.) control the NPN traffic flows. As specified by Rel. 16, PNI NPN is implemented as a PLMN network slice. NFs in NPN network (e.g., default AMF) needs to interact with PLMN NF (e.g., UDM) for the authenrization of the slice access. 
Meanwhile, verticals would like to isolate their NPN subscription data and operational data from the public network (physically or logically) [1]. 

„The chosen deployment scenario impacts the following privacy and security aspects:

•
Data privacy through isolation: Data in the NPN and the public network need to be segregated (physically or logically) and processed separately, in order to fulfil the security and privacy requirements of both networks. Note that the OT data includes not only the controller communication data, but also operational data such as subscriptions, number of active devices, devices identities etc.
Control and management privacy through isolation: This service aspect relates to the degree of segregation/isolation of the control and management plane functions of both networks for privacy and security reasons.“

In Rel. 16, the subscription data is managed by UDM. The operational data are controled by SMF, etc. and stored at the UDR. 5GC NFs dealing with NPN operational data needs to be isolated from the other 5GC NFs dealing with PLMN operational data. 
Observation 2: PLMN 5GC NFs and NPN 5GC NFs maybe deployed in different security domains (isolated).   
Observation 3: Interaction between PLMN 5GC NFs and NPN 5GC NFs is needed to control NPN traffic flows. 
In Rel. 16, the 3rd party/NPN is able to influence on/monitor per UE service via AF interaction with 5GC. AF can be considered as one of NPN NFs. 
Observation 4: Interaction between PLMN 5GC NFs and NPN AF is needed for service customization. 

In addition, SA5 TR28.807 defines a use case about “NPN provisioning by a network slice of a PLMN” specifying: “The NSI, based on the NPN requirement from the enterprise includes either only the RAN part or only the CN part or both the RAN part and the CN part. 

For the CN part, there may be some network functions/network function services locally deployed at the enterprise’s premise or in the factory, and some other network functions/network function services being deployed in the PLMN network” and

“The 3GPP management system determines to utilize new CN NF(s) or CN NF service(s) of the CN part that are deployed locally at the enterprise’s premise or in the factory.”

This requires the interaction between PLMN and NPN in SA2 scope, in particular, how 5GC can support the Network Slice and Service assurance related exposure and control mechanisms.
Observation 5: Interaction between PLMN 5GC NFs and NPN 5GC NFs/AF are needed for the Network Slice and Service assurance related exposure and control mechanisms.

Proposal 1: It is proposed to study how to support the interaction between NPN and 5GC NFs considering cross domain deployment. 

Proposal 2: It is proposed to study how to support the Network Slice and Service assurance related exposure and control mechanisms between NPN and 5GC NFs.
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3. Proposal
It is proposed to add a Key Issue of support of the interaction between NPN and 5GC NFs in FS_eNPN TR.
* * * * First change * * * *

5.X
Key issue# X: Customizations of 5GS for NPN deployment scenarios
5.X.1
Description

The Key Issue is to study the customizations of 5GS to support the NPN deployment scenarios, including:
· When PLMN 5GC NFs and NPN 5GC NFs are deployed in different infrastructure and security domains in case of PNI-NPN, including the following aspects:  
· Identify which NF(s) in the PNI-NPN is used to ensure the secure cross-domain discovery and communication requirements between AFs/NFs in different domains.
· Identify the potential enhancements to the NF(s) based on requirements from different domains.
· Identify the services and capabilities which need and can be exposed in the NPN to PLMN 5GC NFs and vice versa. 

· 
· 
· Identify the information needs to be exchanged between NPN and PLMN considering different use cases.
· 
· Provide guideline to NPN deployment when the 5GS is integrated into current and future factory IT and OT networks and identify the potential enhancements to 5GS, based on the following considerations:
· Providing connectivity among the industrial devices and controllers which may be deployed in different factory domains (OT production domain, enterprise IT domain and public domain). 
· Different parts of 5GS (e.g. RAN and CN, CN CP and CN UP) may be deployed in different factory domains.
· 
· 
· 


NOTE 1:
Security aspects should be discussed or confirmed by SA WG3.

NOTE 2:
Interaction between RAN and 5GC of NPN should be discussed or confirmed by RAN WG3, if there is any.
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