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1. Discussion
Better integration of ETSI MEC into the 5G System enhances MEC functionality and interoperability in a multi-vendor environment, and scalability for large-scale deployment.

The list below shows the risks and shortcomings with MEC support in 5G that the SA2 study needs to address:
· An AF influenced Traffic Routing API suited to steer traffic to MEC

· Architecture and functionality are not edge friendly resulting to potential latency which impacts the MEC application

· Direct RAN information exposure to MEC creates security and privacy risks

· Methods are retrofit and no harmonization

· No good separations resulting in security vulnerabilities

This is illustrated in the figures below.
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Figure 2. Integfated MEC deployment in 5G network

Risks and shortcomings:

1. Expose operator network internals

2. Security vulnerabilities

3. High entry bearer for MEC developers to integrate with 5G Technologies
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Risks and shortcomings:

1. Security vulnerability by exposing MEC
in operator network

2. Compromised MEC Orchestrator threat

Risks and shortcomings:
1. Security, privacy, operator network internals
2. MEC platforms mis-use the RAN ino causing
operator network RAN
3. High degree RAN nefworking for using Risks and shortcomings:
3
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With the above in mind, the proposal as per this Key Issue is to:

· Analyze potential added Services and Capabilities in NEF and Edge NEF for MEC
· Analyze Edge NEF interface with RAN CU, potentially aggregate RAN info MEC platform to consume (requires coordination with RAN WGs)

2. Proposal
It is proposed to agree the following key issue into TR 23.748.
* * * First change * * * *

5
Key Issues
5.X
Key Issue #X: New key issue on Edge NEF-based Unified MEC Control and Federation in 5GS
5.x.1
General Description

Better integration of ETSI MEC into the 5G System enhances MEC functionality and interoperability in a multi-vendor environment, and scalability for large-scale deployment.

The list below shows the risks and shortcomings with MEC support in 5G that the SA2 study needs to address:
· An AF influenced Traffic Routing API suited to steer traffic to MEC

· Architecture and functionality are not edge friendly resulting to potential latency which impacts the MEC application

· Direct RAN information exposure to MEC creates security and privacy risks

· Methods are retrofit and no harmonization

· No good separations resulting in security vulnerabilities

Based on the above, the proposal as per this Key Issue is to:

· Analyze potential added Services and Capabilities in NEF and Edge NEF for MEC

· Analyze Edge NEF interface with RAN CU, potentially aggregate RAN info MEC platform to consume (may require coordination with RAN WGs)

* * * End of change * * * *
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