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Abstract of the contribution: This paper proposes a way forward for the Network Slice Specific Authentication and Authorization procedure in relation to the SA3 aspects.
1 Introduction
SA2 has defined in TS 23.502 a Network Slice Specific Authentication and Authorization (NSSAA from now on) procedure as follows: 
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Figure 1: Network Slice-Specific Authentication and Authorization procedure

SA3 is questioning the role of AUSF (refer to incoming LS in S3-193126) in this flow. 

This discussion paper analyses the architecture, services and procedures defined so far for NSSAA. 

2 Discussion
2.1 NSSAA Architecture and Services

Looking at the NSSAA architecture and services currently defined in TS 23.502 (figure 1), the AUSF seems to have been introduced in a quite artificial manner. Also, the service names chosen for the interactions to/from the AUSF (Nausf/aaa_Communication_EAPMessageTransfer) do not fit with the current role of the AUSF (i.e. AUSF is not a message gateway).

The NSSAA procedure runs between the UE and an AAA-S via the AMF which plays the role of authenticator. In the non-roaming case, the AMF triggers the NSSAA procedure towards a AAA-S within the HPLMN. An AAA Proxy (AAA-P) may be involved e.g. if the AAA Server belongs to a third party. 
It is to be noted that the interactions with the AAA-S are not SBA so in principle the AMF should interact with the AAA-S using native AAA protocols (e.g. Radius/Diameter) as shown in the figure 2. 
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Figure 2: NSSAA using native AAA protocols
The NSSAA architecture and procedure as shown in Figure 2 is in line with the architecture and procedures defined in SA3 TR 33.813. Also, as shown in Figure 2, the assistance of the AUSF is not required at all.

The use of native AAA protocols also allows the routing of the authentication requests based on the UE identity/realm (i.e. the AMF would not be required to know the address of the AAA-S). For example, in the roaming scenario, an AMF in a VPLMN would be able to route an Authentication Request to the AAA-S in a HPLMN using e.g. Diameter realm routing with the assistance of a AAA-P in the serving PLMN.   

However, the use of native AAA protocols may not be desirable for a full SBA entity such as the AMF. In such a case, it would be desirable for the AMF to be able to trigger the NSSAA procedure using SBA services and to have a contact point in the HPLMN that translates these SBA requests to native AAA protocols. Since this contact point in the HPLMN is not just proxying native AAA protocol requests, it cannot be considered as a AAA-P, i.e. let’s call it a AAA-IWF. The AAA-IWF becomes a mandatory piece in the NSSAA architecture as the protocol translation function it offers is always required. 
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Figure 3: NSSAA using AAA-IWF
In this case, the interactions between the AMF and the AAA-IWF shall comply with the SBA Framework, including registration of the AAA-IWF in the NRF, discovery and selection of an appropriate AAA-IWF by the AMF. The Naaa services should be defined in SA3 specifications.
Once the NSSAA authentication request has reached the HPLMN, the AAA-IWF can also manage the relation with 3rd party AAA-Ss so the presence of an additional AAA-P would not be required. The interactions between the AAA-IWF and the AAA-S will be dependent on the AAA-S support and shall not be specified.

As shown in Figure 3, the assistance of the AUSF is not required either, unless the AAA-IWF and the corresponding Naaa services are defined as a function and services provided by the AUSF. The integration of the AAA-IWF functionality in AUSF would require the AUSF to support native AAA protocols though (i.e. the AUSF will no longer be a full SBA entity).  
2.2 AAA-S initiated NSS Re-authentication procedure

The AAA-S initiated Network Slice Specific Re-authentication procedure defined in TS 23.502 shall be revisited to consider the chosen architecture and services for the execution of the NSSAA procedure; i.e. AMF using native AAA protocols as in Figure 2 or using the support of a AAA-IWF as in figure 3.  
It shall be also clarified if it is possible to trigger this procedure after an inter AMF mobility procedure without the AAA-S being aware of the change of AMF; i.e. being aware of the change of the authenticator. 

Mind that in native AAA protocols, it is possible for the AAA-S to initiate a re-authentication procedure (e.g. using Diameter RAR). However, for this procedure the AAA-S makes use of the same authenticator used in the original authentication request (i.e. the peer included in the Origin-Host within a previous client-initiated authentication request, Diameter AAR). 
It is assumed therefore that the AAA-S is always aware of the authenticator the UE is connected to so after inter AMF mobility, the new AMF may have to contact the AAA-S to refresh the association between the AAA-S and the new authenticator.   

2.3 AAA-S initiated NSS Authorization revocation procedure

This discussion paper proposes that the AAA-S initiated Network Slice Specific Authorization Revocation procedure defined in TS 23.502 is also revisited considering the use of existing subscription management procedures.   
The revocation of authorization for a Network Slice implies that the UE is no longer allowed to access the Network Slice specified by the S-NSSAI. The HPLMN operator or the third party the HPLMN has a business relationship with can revoke the authorization for a Network Slice by updating the UE’s subscription data in UDM so that the corresponding S-NSSAI is no longer subscribed in UDM. 

If the UE is registered, the UDM notifies about the subscription change to the AMF the UE is registered at, which informs the UE accordingly.
3 Proposal
It is proposed to answer the LS from SA3 along the following lines: 

· to inform that SA2 has analysed the NSSAA architecture and procedures currently defined in Ts 23.502 and it has been concluded that the AUSF plays no role in the NSSAA architecture and procedures unless the functionality of an AAA-IWF as depicted in figure 3 is considered to be offered by the AUSF. 
· to request SA3 to confirm whether the NSSAA architecture as depicted in Figure 3 is possible; i.e. whether it is possible the use of protocol translation function between the authenticator and the server or if the NSSAA architecture as defined in Figure 2 and shown in SA3 TR 33.813 is required though. 

· to also request SA3 to define how the NSS Re-authentication procedure shall be realized depending on the NSSAA architecture chosen and considering that the AMF (authenticator) could change during inter AMF mobility procedures. 
· Finally, it is proposed that SA2 considers realizing the NSS Authorization Revocation procedure based on use of existing subscription management procedures. Otherwise, SA3 shall be also requested to define how the NSS Re-authentication procedure shall be realized depending on the NSSAA architecture chosen. 
It is also proposed that SA2 does not take any further decision on the way forward regarding the NSSAA architecture and services until guidance from SA3 is received. 
Accordingly, a draft LS reply is available in S2-1909797.
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