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Attachments:


1. Overall Description:

SA2 thanks SA3 for the LS on Nudr Sensitive Data Protection. 

SA2 understands that the credentials used by the ARPF for authentication are critical to the security of the 5G system and must be kept secure. SA2 also understands that SA3 recommendation on storing and handling all cryptographic functions, cryptographic parameters and keys associated with the generation of authentication vectors belongs to the ARPF. 
Storage of credentials in the ARPF (separate from UDM with no standardized interface) still allows support of stateless UDM and this can be clarified in TS 23.501 in subsequent meetings. 
However, there were concerns raised in SA2 by some companies to remove the credential storage from the UDR as this can result in non-backward compatible updates to Rel-15 specification.

3. Actions:
To 3GPP SA WG:
ACTION:	SA2 kindly asks SA to provide guidance on the way forward.
To 3GPP SA WG3, CT WG4:
ACTION:	SA2 kindly asks SA3 and CT4 to take the information above into account.

4. Date of Next TSG-WG2 Meetings:
TSG SA WG2 Meeting 134		24-28 June 2019			    Sapporo, Japan
TSG SA WG2 Meeting 135		14-18 October 2019			        Split, Croatia
