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Abstract of the contribution: This contribution clarifies the current interpretation of abnormal behaviour related network data analytics in eNA and proposes an update to corresponding clause in TS 23.288 (as captured in clause 6.8.1).
Background and proposal
As already specified in 3GPP TS 23.502 (clause 4.15.6.3), “Expected UE Behaviour parameters characterise the foreseen behaviour of a UE or a group of UEs. Sets of these parameters may be provided via the NEF to be stored as part of the subscriber data”. Also, as specified within similar clause, “The Expected UE Moving Trajectory may be used by the AMF. All other parameters may be used by the AMF and by the SMF.” Expected UE Behaviour parameters can be stored within UDR (via UDM as outlined in TS 23.502, clause 4.15.6.2). 

In this contribution, we would like to clarify that clause 6.8.1 proposal uses a complementary alternative solution to the above. In other words, the consumer NF can obtain expected UE Behavioural parameters from either UDM or via NWDAF assistance, and the usage of those parameters to identify any abnormal Behaviour depends on the NF’s decision. We propose a revision and a note within clause 6.8.1 of the TS.
Proposal: Please approve the following proposed update to the TS.
* * * * Start of the Changes * * * * 

6.8.1
General

This clause defines how to identify a group of UEs or a specific UE with abnormal behaviour, e.g. being misused or hijacked with the help of NWDAF.
NOTE:
The misused or hijacked UEs are UEs in which there are malicious applications running or UEs which have been stolen.
The NWDAF performs data analytics on abnormal behaviour if there is a related subscription request from a 5GC NF 
The consumer of this analytics shall indicate in the request:

-
AnalyticsId set to "Abnormal behaviour"
-
The Target of Analytics Reporting can be one UE, any UE or an Internal Group Identifier.

-
Optionally an Application ID, DNN or S-NSSAI

-
An Observation period indicates the time when the statistics or predictions are requested.

-
Analytics Filter Information: optional expected behaviour, list of risk IDs to monitor with associated thresholds

-
In a subscription, the Notification Correlation Id and the Notification Target Address are included.
When the NWDAF detects those UEs that deviate from the expected UE behavioural information, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc., the NWDAF shall notify the result of the analytics to the consumer as specified in clause 6.8.3.
* * * * End of the Changes * * * * 
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