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Abstract of contribution: This paper discusses how to enforce the traffic routing for a 5G VN group inside a UPF.
Discussion

This paper provides analysis on the following aspect:
· Unicast traffic forwarding of a VN group inside a UPF

· Traffic forwarding update of a VN group

· MAC address learning without SMF involvement
Unicast traffic forwarding of a VN group inside a UPF
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For incoming traffic from N19/N6, the PDR in the group-level N4 Session is matched, the PDR contains N19 tunnel header information and/or “core side”/“N6-LAN” source interface. The traffic are local forwarded via internal interface. Then the PDR in the target UE’s N4 Session is matched, the PDR contains destination address of the traffic and “5G LAN internal” source interface. The traffic are forwarded to the tunnel of the corresponding PDU Session.

For incoming traffic from UE towards other UEs anchored at the same UPF, the PDR in the source UE’s N4 Session is matched, the PDR contains N3/N9 tunnel header information and “core side”/“access side” source interface. The traffic are local forwarded via internal interface. Then the PDR in the target UE’s N4 Session is matched, the PDR contains destination address of the traffic and “5G LAN internal” source interface. The traffic are forwarded to the tunnel of the corresponding PDU Session.

For incoming traffic from UE towards other UEs anchored at a different UPF, the PDR in the source UE’s N4 Session is matched, the PDR contains N3/N9 tunnel header information and “core side”/“access side” source interface. The traffic are local forwarded via internal interface. The PDR in the group-level N4 Session is matched, the PDR contains destination address of the traffic and “5G LAN internal” source interface. The traffic are forwarded to the corresponding N19 tunnel.

For incoming traffic from UE towards N6, the PDR in the source UE’s N4 Session is matched, the PDR contains N3/N9 tunnel header information and “core side”/“access side” source interface. The traffic are local forwarded via internal interface. The PDR in the group-level N4 Session is matched, the PDR contains the match-all traffic filter with the lowest precedence and “5G LAN internal” source interface. The traffic are forwarded to the N6 interface.

Proposal 1: Inside a UPF, the unicast traffic forwarding of a VN group is supported as following:
· Every UE’s N4 Session includes the following PDR and FAR:
· The PDR and FAR that detects the incoming traffic from the PDU Session and forwards the traffic to internal interface. The PDR contains N3/N9 tunnel header information and “core side”/“access side” source interface, the FAR contains the “5G LAN internal” destination interface.

· The PDR and FAR that detects the traffic local forwarded via internal interface and forwards the traffic to the corresponding PDU Session. The PDR contains UE address and “5G LAN internal” source interface, the FAR contains the N3/N9 tunnel header information and “core side”/“access side” destination interface.
· Every group-level N4 Session includes the following PDR and FAR:
· The PDR and FAR that detects the incoming traffic from N6/N19 and forwards the traffic to internal interface. 
· The PDR that detects the incoming traffic from N6 contains “N6-LAN” source interface.
· For each N19 tunnel, the PDR that detects the incoming traffic from the N19 tunnel contains N19 tunnel header information and “core side” source interface.
· The FAR contains the “5G LAN internal” destination interface
· For each N19 tunnel, the PDR and FAR that detect the traffic local forwarded via internal interface and forward the traffic to the N19 tunnel. The PDR contains the address of UE anchoring at the peer UPF and “5G LAN internal” source interface, the FAR contains the “core side” destination interface and the N19 tunnel information.
· The PDR and FAR that detect the traffic local forwarded via internal interface and forward the traffic to the N6. The PDR contains a match-all packet filter and “5G LAN internal” source interface, the FAR contains the “N6-LAN” destination interface.
Traffic forwarding update of a VN group
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Before mobility, the traffic sending from UE1 to UE3 is forwarded via local switch as specified by unicast traffic forwarding mechanism.

During UE3 mobility to another UPF, when UE3’s PDU Session is released at source UPF, the SMF shall delete the corresponding N4 Session at source UPF, and delete the PDR that detect the traffic towards UE3 in the group-level N4 Session at other UPFs; when UE3’s PDU Session is established at target UPF, the SMF shall establish the corresponding PDU Session, and add the PDR to detect the traffic towards the UE3 in the group-level N4 Session at other UPFs.

After mobility, the traffic sending from UE1 to UE3 is forwarded via N19 based forwarding as specified by unicast traffic forwarding mechanism.
Proposal 2: Within a 5G VN, the unicast traffic forwarding of a VN group is updated as following:

· When a PDU Session changes the Anchor UPF, the UE address keeps unchanged.
· When a PDU Session is released, the SMF shall delete the PDR that detects the traffic towards the UE address of this PDU Session in the group-level N4 Session at other UPFs, in addition to deletion of N4 Session corresponding to the PDU Session.
· When a PDU Session is established, the SMF shall add the PDR that detects the traffic towards the UE address of this PDU Session in the group-level N4 Session at other UPFs, addition to creation of N4 Session corresponding to the PDU Session.

MAC address learning without SMF involvement
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For incoming traffic with unknown source MAC address from UE, the PDR in the source UE’s N4 Session is matched, the UPF performs the following actions in the UE’s N4 Session as instructed by FAR:

· Creates the PDR and FAR that detect the traffic towards the unknown source MAC address from internal interface and forward the traffic to the PDU Session.

· Creates a broadcast packet with the unknown source MAC address and forward the broadcast traffic via internal interface with “self-learning” indication. 
Then the PDR in group-level N4 Session is matched, the PDR contains broadcast address, “self-learning” indication and the “5G LAN internal” source interface. The traffic shall be replicated and forwarded to other UPFs. When other UPF receives the broadcast traffic with “self-learning” indication from N19, the PDR in group-level N4 Session is matched, the PDR contains broadcast address, “self-learning” indication, N19 tunnel header information and the “core side” source interface. The other UPF performs the following actions in the group-level N4 Session as instructed by FAR:

· Creates the PDR and FAR that detect the traffic towards the unknown source MAC address from internal interface and forward the traffic to the N19 tunnel
· Drop the broadcast packet 

Observation: MAC address learning without SMF involvement brings complexities and if supported it works as following:

· At each UE’s N4 Session, the following is needed:

· The PDR that detects the traffic with unknown source MAC address from the PDU Session. The PDR contains N9/N3 tunnel header information, “access side”/ “core side” source interface, and the list of unknown source MAC address.

· The FAR that contains the instruction on the following:

· Creates the PDR and FAR that detect the traffic towards the unknown source MAC address from internal interface and forward the traffic to the PDU Session

· Creates a broadcast packet with the unknown source MAC address and forward the broadcast traffic via internal interface with “self-learning” indication

· Deletes the unknown source MAC address from the matched PDR

· At each group-level N4 Session, the following is needed:

· The PDR and FAR that detect the traffic local forwarded via internal interface with “self-learning” indication, and replicate, forward the traffic to other UPFs. The PDR contains the broadcast address, “self-learning” indication and “5G LAN internal” source interface, the FAR contains the instructions on traffic replication and forwarding on N19 tunnels.

· The PDR and FAR that detect the incoming traffic with “self-learning” indication from N19 and drop the packets:
· For each N19 tunnel, the PDR that detects the broadcast traffic from N19, the PDR contains the N19 tunnel header information, the “core side” source interface, “self-learning” indication and broadcast address.

· The FAR that contains the instructions on the following:
· Creates the PDR and FAR that detect the traffic towards the unknown source MAC address from internal interface and forward the traffic to the N19 tunnel.
· Drop the broadcast packet.
Proposal 3: MAC address learning without SMF involvement is not supported.
Proposal
It is proposed to support the above proposal in SA2.
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