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Abstract of the contribution: This contribution discuss the issue for LCS Privacy Profile and give the way forwards.
1 Background 

In last meeting, several paper proposed LCS privacy profile but were postponed [1][2][3][4].
2 Discussion

2.1 Overridden Class 

In last meeting, Location Overridden Class was introduced [1]. According to the 23.271, a UE can subscribe to several privacy classes and the looser class is selected when several classes are subscribed. The overridden class is the strictest class and will not be selected when two and more classes are subscribed, if follow the logic in 23.271. Secondly, overridden class is mutually exclusive option with the other class, it doesn't make sense to subscribe a normal privacy class and also overridden class to override the normal class. Un-subscribing the normal class has the same effort.  

When no LCS privacy class was subscribed, the default privacy control for any commercial LCS request from any LCS client is disallowed. So in the view of subscription, UE doesn’t need to subscribe overridden class. But from the user’s view, the user may disallow or allow all the LCS request temporarily. But in current specification, UE LCS privacy indicator already indicate allow or disallow.

Obervation1: No need to introduce a new Privacy Class.

Proposal1: LPI (LCS privacy indicator) which indicating all Location request is allowed or disallowed can be provided by the UE or AF but not provided via subscription. 

2.2 LCS Privacy Profile (LPP)
LPP can be provide via subscription and some of the LPP can be configured by the UE or AF. LPP from UE or AF take precedence on the LPP via subscription. Table-1 and Table-2 show the provision of LPP: 

In last meeting, [2] start to describe LPP in UDM. [2] also capture some temporary privacy information as follows, 

-  
Time period when positioning is allowed 

- 
Geographical area where positioning is allowed

The two information are temporary privacy setting and are not suitable to be obtained via subscription. They should be provide by UE or AF only.

Actually, for the time period, the more general temporary information has already specified in 23.273: The valid time interval for the UE LCS privacy profile. For “Geographical area”, one example was raised during the CC when UE moves into a campus, it may disallow the location. However, how can the UE encodes the campus area as TAI list? The feature will requires the UE to obtain and store the mapping of the different geographical area and TAI list. But the area selected by the user is so randomly and may be smaller than a cell. It is difficult to support it at the UE side and create great complexity. 

Proposal2: “Geographical area where positioning is allowed”is not supported by the UE. 
Table -1: provision of LPP

	Privacy Profile Data Type
	Presence
	LCS Privacy Data in the UDM
	Presence
	Range
	Can be subscribed or not
	Can be provided by the UE or AF

	1st Call/session Unrelated Class
	M
	privacy profile For any LCS client or AF
(not in the Exceptional LCS client list)
	M
	1: For any LCS client not in the Exceptional LCS client list 
	Yes
	No

	
	
	> Privacy subscription option(One of the following mutually exclusive options)
-
Location not allowed(Default value) 

-
Location allowed with notification 

- Location allowed without notification

-
Location with notification and privacy verification; location allowed if no response

-
Location with notification and privacy verification; location restricted if no response
	C
	
	Yes
	No

	
	
	Exceptional LCS client List 
	O
	
	Yes
	No

	
	
	> Each Exceptional LCS client related privacy Item
	
	1..<maxnoofclients>
	Yes
	No

	
	
	>>LCS Client or AF
	C
	When Exceptional LCS client List present, it is mandatory.
	Yes
	No

	
	
	>> Privacy subscription option(One of the following mutually exclusive options)
-
Location not allowed(Default value) 

-
Location allowed with notification 

- Location allowed without notification

-
Location with notification and privacy verification; location allowed if no response

-
Location with notification and privacy verification; location restricted if no response
	C
	When Exceptional LCS client List present, it is mandatory.
	Yes
	No

	2nd Call/session Unrelated Class
	O
	privacy profile For any LCS client or AF
(not in the Exceptional LCS client list)
	M
	1: For any LCS client not in the Exceptional LCS client list 
	No
	Yes

	
	
	> Privacy Setting option(One of the following mutually exclusive options)
-
Location not allowed

-
Location allowed
	C
	
	No
	Yes

	
	
	Exceptional LCS client List 
	O
	
	No
	Yes

	
	
	> Each Exceptional LCS client related privacy Item
	
	1..<maxnoofclients>
	No
	Yes

	
	
	>>LCS Client or AF
	C
	When Exceptional LCS client List present, it is mandatory.
	No
	Yes

	
	
	>> Privacy Setting option(One of the following mutually exclusive options)
-
Location not allowed

-
Location allowed
	C
	When Exceptional LCS client List present, it is mandatory.
	No
	Yes

	PLMN Operator Class
	O
	LCS client list: a list of one or more generic classes of LCS client that are allowed to locate the particular UE. The following classes are distinguished:

-
LCS client broadcasting location related information

-
O&M LCS client in the HPLMN

-
O&M LCS client in the VPLMN

-
LCS client recording anonymous location information

-
LCS Client supporting a bearer service, teleservice or supplementary service to the target UE
	O
	
	Yes
	No

	LPI
	O
	Indication of one of the following mutually exclusive options:

-
All Location requests are not allowed 
-
All Location requests are allowed
	C
	For any LCS request from any LCS client. 
	No
	Yes

	Others
	O
	Valid Time period for LCS privacy profile from UE or AF
	O
	
	No
	Yes


Proposal3:  the LPP data in LPP from UE or AF can includes: 2nd Call/session Unrelated Class, LPI, Valid Time period for LPP from UE.

Proposal4:  the LPP data in LPP via subscription includes: 1st Call/session Unrelated Class, PLMN Operator Class.
2.3 How to use LPP data from UE and LPP data via subscription

The LPP data from UE or AF take precedence on LPP data via via subscription. 
<Option1>: the LPP from UE or AF is only applied for the values in the LPP via subscription is  “unknown privacy setting”, as follows: 

· Location with notification and privacy verification; location allowed if no response;
· Location with notification and privacy verification; location restricted if no response.

	Privacy Profile Data Type
	LPP via subscription
	LPP from UE or AF 
	LPP for subscribed consumers

	Call/session Unrelated Class
	Location allowed without notification
	Not impact 
	Same value as LPP via subscription

	
	Location allowed with notification
	Not impact
	Same value as LPP via subscription

	
	Location with notification and privacy verification; location allowed if no response
	Null
	Same value as LPP via subscription

	
	
	Location Allowed 
	Location allowed 

	
	
	Location Disallowed 
	Location disallowed 

	
	Location with notification and privacy verification; location restricted if no response
	Null
	Same value as LPP via subscription

	
	
	Location allowed 
	Location allowed 

	
	
	Location Disallowed 
	Location disallowed 


Since the LPP from UE or AF doesn't applied to EPS, according to option1, no matter a MT-LR is sent via EPS or 5GS to request the UE’s location, the privacy control result for both systems for the same MT-LR is aligned.

· In EPS, notification is sent to the UE and UE responses to the NW the LCS request is disallowed.
· In 5GS, disallow the LCS request without notification according to LPP data from UE or AF.
Option2: The LPP from UE or AF can override LPP via subscription. Then for one MT-LR, it may be allowed via EPS but not allowed via 5GS.

	LPP via subscription
	LPP from UE or AF 
	EPS 
	5GS 

	Location allowed without notification
	Location Disallowed
	Allowed 
	Disallowed


Proposal5: It is proposed to take the two options into account for how LPP data from UE overwrite LPP data via subscription: 1) only overwrite the privacy setting options with “Location with notification and privacy verification” or 2) overwrite all the possible privacy option. 
2.4 One entry or two entries for Location Privacy Profile (LPP)
In 23.273, before take the subscribed LPP into account, the LPP from UE or AF is one entry. When considering both subscribed LPP and LPP from UE, two separate LPP data n is safer since:

· There is no previous example to override subscription before 

· The LPP form User behind the UE is temporary in usual.

The UDR can store the two information in one LPP entry and provide them to LPP consumer. The LPP consumer can execute the privacy control according to figure1 and figure2, which is also based on Annex A in 23.271.

Proposal6: One entry for LPP but separate privacy data from UE and privacy data via subscription in the LPP.
Figure-1and Figure-2 shows how the privacy profile selection for LCS privacy control.
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Figure -1: Privacy profile selection flow diagram
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Figure-2: Privacy selection flow diagram for s Call/Session unrelated Class

3 Conclusion 

1.1 Overridden Class 
· Obervation1: No need to introduce a new Privacy Class.

· Proposal1: LPI (LCS privacy indicator) which indicating all Location request is allowed or disallowed can be provided by the UE or AF but not provided via subscription. 
1.2 LCS Privacy Profile (LPP)

· Proposal2: “Geographical area where positioning is allowed”is not supported by the UE. 
· Proposal3:  the LPP data in LPP from UE or AF can includes: 2nd Call/session Unrelated Class, LPI, Valid Time period for LPP from UE.

· Proposal4:  the LPP data in LPP via subscription includes: 1st Call/session Unrelated Class, PLMN Operator Class.
1.3  How to use LPP from UE and LPP via subscription

· Proposal5: It is proposed to take the two options into account for how LPP data from UE overwrite LPP data via subscription: 1) only overwrite the privacy setting options with “Location with notification and privacy verification” or 2) overwrite all the possible privacy option. 
1.4 One entry or two entries for Location Privacy Profile(LPP)
· Proposal6: One entry for LPP but separate privacy data from UE and privacy data via subscription in the LPP.
4 Text proposal for 23.273

FIRST CHANGE
7.X 
UDR
For each UE subscriber, the UDR stores LCS related data, including the LCS privacy profile(LPP), etc. 

The LPP defined in table 7.X-1 containing LCS privacy data from the UE or AF and LCS privacy data via subscription. 

Table 7.X-1: LCS privacy profile stored in the UDR for a UE Subscriber

	Privacy Profile Data Type
	Presence
	LCS Privacy Data in the UDM
	Presence
	Range
	Source 

	Call/session Unrelated Class_1
	M
	privacy profile For any LCS client_1
(not in the Exceptional LCS client list)
	M
	1: For any LCS client not in the Exceptional LCS Client List_1
	Via Subscription 

	
	
	> Privacy Setting Option(One of the following mutually exclusive options)
-
Location not allowed(Default value) 

-
Location allowed with notification 

- Location allowed without notification

-
Location with notification and privacy verification; location allowed if no response

-
Location with notification and privacy verification; location restricted if no response
	C
	
	

	
	
	Exceptional LCS client List_1 
	O
	
	

	
	
	> Each Exceptional LCS client related privacy Item
	
	1..<maxnoofclients>
	

	
	
	>>LCS Client or AF
	C
	When Exceptional LCS client List present, it is mandatory.
	

	
	
	>> Privacy Setting Option(One of the following mutually exclusive options)
-
Location not allowed(Default value) 

-
Location allowed with notification 

- Location allowed without notification

-
Location with notification and privacy verification; location allowed if no response

-
Location with notification and privacy verification; location restricted if no response
	C
	When Exceptional LCS client List_1 present, it is mandatory.
	

	Call/session Unrelated Class_2
	O
	privacy profile For any LCS client_2
(not in the Exceptional LCS client list and not associated with a service type in the service type list)
	M
	1: For any LCS client not in the Exceptional LCS client list_2 
	UE or AF

	
	
	> Privacy Setting Option(One of the following mutually exclusive options)
-
Location not allowed

-
Location allowed 
	C
	
	

	
	
	Exceptional LCS client List_2 
	O
	
	

	
	
	> Each Exceptional LCS client related privacy Item
	
	1..<maxnoofclients>
	

	
	
	>>LCS Client or AF
	C
	When Exceptional LCS client List_2 present, it is mandatory.
	

	
	
	>> Privacy Setting(One of the following mutually exclusive options)
-
Location not allowed

-
Location allowed
	C
	When Exceptional LCS client List present, it is mandatory.
	

	PLMN Operator Class
	O
	LCS client list: a list of one or more generic classes of LCS client that are allowed to locate the particular UE. The following classes are distinguished:

-
LCS client broadcasting location related information

-
O&M LCS client in the HPLMN

-
O&M LCS client in the VPLMN

-
LCS client recording anonymous location information

-
LCS Client supporting a bearer service, teleservice or supplementary service to the target UE
	O
	
	Via Subscription

	LPI
	O
	Indication of one of the following mutually exclusive options:

-
All Location request not allowed 
-
All Location request allowed 
	C
	For any LCS request from any LCS client 

	UE or AF

	Others
	O
	Valid Time period for LCS privacy profile from UE or AF

-
Start Time for the valid time period

-
End Time for the valid time period
	O
	
	UE or AF


NEXT CHANGE
A.X
Privacy selection flow rule 

An MT-LR may be applied to more than one LCS privacy data, e.g. LCS privacy data from the UE or AF and privacy data via subscription. In this case, LCS privacy data from the UE or AF take precedence on the privacy data via subscription.  The Privacy selection flow is shown in Figure A.X-1 and Figure A.X-2.
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Figure A.X-1: Privacy selection flow diagram
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Figure A.X-2: Privacy selection flow diagram for Call/Session unrelated Class  
END OF CHANGES
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