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Background
Motivation for adding the IWK-SCEF

As SA2 #109, the IWK-SCEF was introduced in Rel-13 in TS 23.682 (reference [1]) as part of the MONTE and AESE work items. 

Reference [2] is a discussion paper on the IWK-SCEF. It was not handled at SA2 #109, but it gives some explanations of why the IWK-SCEF was needed.
Note that the name “IWK-SCEF” is somewhat misleading.  It was not added to support Inter-Working.  Rather, it was added to support Roaming scenarios.  The IWK-SCEF is part of the VPLM and sits between the SCEF, which is always in the HPLMN, and MMEs in the VPLMN. 

According to Rel-15 specifications, the IWK-SCEF currently supports the following tasks in EPC:
1. The IWK-SCEF Aggregates all data from any other VPLMN nodes before they are sent to the SCEF. This avoids a scenario where the SCEF would be required to connect to every node in every supported VPLMN.

2. The IWK-SCEF is used to enforce the SLA between the VPLMN and HPLMN by authorizing monitoring event configurations. When a monitoring event is configured in the MME, the MME is told what SCEF needs to receive the monitoring report.  The MME interacts with the IWK-SCEF to authorize the monitoring event.

3. For UE location requests, the IWK-SCEF performs network topology hiding.  For example, the IWK-SCEF cleans up location information in monitoring reports before they are sent to the HPLMN.
4. The IWK-SCEF generates CDRs. This avoids a scenario where all MMEs in the VPLMN need to generate CDRs for monitoring events that are being sent to the HPLMN. 

How the IWK-SCEF works
The IWK-SCEF is used in the following procedures

1. Monitoring Event Configuration

2. Monitoring Event Reporting

3. NIDD Configuration

4. MO and MT NIDD

When an MME in the VPLMN is configured with a monitoring event, the MME will send the monitoring event configuration to the IWK-SCEF.  The monitoring event configuration includes the SCEF ID.  The IWK-SCEF will check the SLA and authorize the monitoring event configuration.
The MME is configured to know what IWK-SCEF to contact. Note that Stage-2 does not explain how the MME knows what IWK-SCEF to configure and to send reports to. This is specified in stage-3. TS 29.128, section 6.1.6.1 explains that the IWK-SCEF ID is preconfigured. 


When the MME authorizes the monitoring request with the IWK-SCEF, the IWK-SCEF also stores the monitoring event configuration. Per TS 23.682, Section 5.6.0, the IWK-SCEF is configured with an SCEF-ID that is associated with a monitoring configuration:


Per TS 23.682, Section 5.6.6.1, in the Monitoring Configuration Procedure, we see that the IWK-SCEF is also configured with the Maximum Number of Reports and Monitoring Duration for the monitoring event.:

This is also described in stage-3. Per TS 29.128, Section 5.4.1, in the Monitoring Configuration Procedure, we see that the IWK-SCEF is configured with the Maximum Number of Reports and Monitoring Duration for the monitoring event.:
Per TS 23.682, Section 5.6.8.1, in the Monitoring Reporting Procedure, the IWK-SCEF tracks the number of reports that have been send for the monitoring event configuration:


Notice that the IWK-SCEF is a state-full network entity. The IWK-SCEF maintains state for monitoring event configurations. Once a monitoring event is authorized, the IWK-SCEF will count the associated monitoring event reports and remove the state when all reports have been sent.  Thus, the IWK-SCEF needs to maintain state so that, when a report is received, it knows reporting has ben authorized.
Discussion

The following architectural assumption was agreed in TR 23.724.


In 5GC, we need to determine how to provide functionality that is similar to the IWK-SCEF in 5GC.

Option 1

One obvious approach providing IWK-SCEF-like functionality in 5GC is to create a I-NEF (Intermediate NEF) Network Function that provides functionality similar to IWK-SCEF. This approach is captured in references [3] and [4]
Option 2
A second approach is to add the IWK-SCEF-like functionality to existing NFs.
The Security Edge Protection Proxy (SEPP) is an existing non-transparent proxy and supports Message filtering and policing on inter-PLMN control plane interfaces and topology hiding. Thus, the SEPP could be tasked with filtering monitoring event reports.

When the AMF is configured for monitoring, the AMF could be tasked with checking that the monitoring event configuration adheres to the SLA.

When the SEPP is deployed, it can be expected that the Monitoring event reports will pass through the SEPP, so the SEPP can generate CDRs for Monitoring events.

For NIDD, data can traverse the N16 interface between the V-SMF and the H-SMF (and then go to the NEF), so the V-SMF can generate CDRs for NIDD.
Note that TS 23.501 states “The SEPP, although not a Network Function instance, can also be deployed fully distributed, fully redundant, stateless, and fully scalable.”. However, we would not be making the SEPP stateful by adding this functionality to the SEPP.  The stateful aspects of this functionality (authorizing request) can be done in the AMF.
Proposal

Considering the fact that IWK-SCEF functionality can be provided by existing functions and interfaces in 5GC, it is proposed to move forward under the assumption that option 2 will be the selected approach for normative work. The following principles will be followed:
· No new NF will be created to implement IWK-SCEF like functionality in 5GC.

· Topology hiding will be addressed on existing roaming interfaces such as the V-SMF-to-H-SMF interface and v-SEPP-to-h-SEPP interface.

· Monitoring Event Reports from the V-AMF will traverse a V-SEPP that can generate CDRs and filter monitoring event reports.
· When the AMF is configured for monitoring, the AMF could be tasked with checking that the monitoring event configuration adheres to the SLA. 

· Home Routed NIDD will be routed to the home network via N16 interface between the V-SMF and the H-SMF (and then go to the NEF), so the V-SMF can generate CDRs for NIDD. The N16 interface may also traverse a V-SEPP and H-SEPP, so NIDD CDRs may be generated in the V-SEPP instead.
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The MME/SGSN shall use the SCEF-ID and the SCEF realm previously received over S6a/b for a monitoring event configuration as the Destination-Host AVP and the Destination-Realm AVP in the Reporting-Information-Request for the monitoring event reports sent over the T6a/T6b or T6ai/bi interface. 


The MME/SGSN shall use the pre-configured IWK-SCEF identify and the pre-configured IWK-SCEF realm as the Destination-Host AVP and the Destination Realm AVP in the Configuration-Information-Request for the monitoring event configuration sent over the T6ai/bi interface. 


The IWK-SCEF behaves as a Diameter Proxy agent according to IETF RFC 6733 [32] for the Reporting-Information-Request received from the MME/SGSN over the T6ai/bi interface and shall forward these requests to the SCEF over the T7 interface by keeping unchanged the Destination Realm and Destination Host AVPs.





SCEF ID indicates the SCEF to which the Monitoring Indication message has to be sent to by the HSS, MME, SGSN, or IWK-SCEF. SCEF ID is stored by the HSS, MME, SGSN, and IWK-SCEF.





MME/SGSN may send an Inform IWK-SCEF (Monitoring Type, SCEF ID, SCEF Reference ID, Maximum Number of Reports, Monitoring Duration, SCEF Reference ID for Deletion, Chargeable Party Identifier, Monitoring Event Report) message to the IWK-SCEF.





The MME/SGSN shall send the monitoring event configuration information to the IWK-SCEF in roaming scenarios, when the MME/SGSN receives the monitoring event configuration from the HSS. The monitoring event configuration information shall be locally consumed at the IWK-SCEF and the IWK-SCEF shall not route such requests beyond it.





The IWK-SCEF sends a Monitoring Indication (SCEF Reference ID(s), Monitoring Event Report, User Identity) message to the SCEF. If the IWK-SCEF has a Maximum Number of Reports stored for this monitoring task, the IWK-SCEF shall decrease its value by one. When the maximum number of reports is reached for a Continuous Monitoring Request or in case of a One-time Monitoring Request, the IWK-SCEF ends the reporting on the SCEF Reference ID. So that the SCEF can determine what groups the report pertains to, multiple SCEF Reference IDs can be included if the UE is part of multiple groups that require the same monitoring indication.





-	Notifications and data from NFs in the VPLMN to the NEF can be routed through an IWK-NEF, similar to the IWK-SCEF in EPC.


NOTE 2:	Some solutions documented in this TR may not necessarily show the IWK-NEF. It is however assumed that IWK-NEF support will be added during the normative phase.
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