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1.
Introduction

Current requirements in TR 23.734 for CAG include:-
· 
UEs configured only to access CAG are not allowed to access non-CAG cells;

· 
UE configured to access CAG can access CAG cells in its White list in automatic mode network selection
These requirements rely on UEs behaving as they should and takes the view that the White list on both UE side and NW side are perfectly aligned. However, there will be situations when UEs not authorised to access CAG, make such attempts, e.g. mis-sync of the White list, e.g. mis-behaving UEs. Thus there must be a need for NW to reject such access attempts. This requirement on NW rejecting wrong CAG access is missing in the TR 23.734.
Additionally, when a UE makes an access attempt to a CAG that is on its White list but gets rejected, that UE must then remove that CAG entry from its White list. If this "clean up" is not done, there will only be wasted signalling, not to mention draining UE battery, should UE repeated keeps trying to a CAG it has been informed is not authorised for its access. This requirement to "clean up" is also missing in TR 23.734.
2.
Discussion

2.1
NW's ability to reject a UE's CAG access attempt

The following is seen in TR 23.734, subclause 6.2.1 …
-
Network and cell selection

-
UE maintains a white list of CAG IDs

-
UE configured to only access CAG cells are not allowed to register via non-CAG cells of any PLMN.

-
UE shall only automatically select and attempt to register via a CAG cell whose identity is contained in the white list.

-
For manual CAG selection the UE presents the list of available CAG IDs and related human-readable names (if available). If a UE has successfully registered to a CAG which was not listed in the white list yet, the CAG ID is added to the CAG white list.

But real life experiences have shown that there can be mis-behaving UEs. Mis-behaving UE which ought to only access CAG cells, might attempt access to normal cells. And even there are no mis-behaving UEs, there will still be use cases (as with the CSG feature in the past), that there are mis-sync of subscription data between UE side and NW side on what is allowed or subscribed to. This kind of mis-sync might not even be rare erroneous cases. For instance, a user's pre-paid subscription to CAG access expires and the update to that user's UE (and its Allowed List) is yet to be performed.
We thus argue that on the NW side, the must be able to reject a UE's access attempt to CAG cells when it is not authorised to do so; or reject a UE only configured for CAG access, attempting to access non-CAG cells. This NW requirement to be able to reject the UE is currently not in TR 23.734.
NOTE:
In SA2#130 (Kochi), the CR 23.501CR0757 (S2-1901391) which introduced such reject by AMF, was endorsed. However, there seem to be no corresponding update to the TR.
2.2
UE updating its White/Allowed list

In subclause 6.2.1 of TR 23.734, one sees this requirement on manipulation of the White list by the UE
-
For manual CAG selection the UE presents the list of available CAG IDs and related human-readable names (if available). If a UE has successfully registered to a CAG which was not listed in the white list yet, the CAG ID is added to the CAG white list.

If the UE is to manipulate the White List when an CAG ID entry is not in that list while access to that CAG is allowed - in this instance to add to the White list - then surely the UE ought to delete a CAG ID entry that is on the White List if an attempted access attempt to that CAG is rejected by the NW indicating access is not authorised.
NOTE:
For the CSG feature, if a UE receives reject cause #25 when it attempts to access a CSG cell, then UE must remove the CSG entry from its Allowed CSG List.
3.
Proposals
Proposal 1:
We propose that the TR 23.734 be updated to reflect that the NW rejects the UE if the access to CAG is not allowed or when a UE configured to only access CAG cells, makes an access attempt to normal non-CAG cells. For that we have submitted S2-1901615.

Proposal 2:
We propose that when a UE is rejected by the NW indicating it is not authorised to access a CAG cell, the UE then remove that CAG ID from its White List, if such an entry is still in that list.
This requires changes to TR 23.734 and to the CR 23.501CR0757 (S2-1901391),.
These proposed changes are captured in S2-1901613 (a revision of S2-1901391) and in 
S2-1901615.
