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[bookmark: OLE_LINK31][bookmark: OLE_LINK32]**** First Change ****
[bookmark: OLE_LINK41][bookmark: OLE_LINK42][bookmark: _Toc532891728][bookmark: OLE_LINK4]5.8.2.11.3	Packet Detection Rule
The following table describes the Packet Detection Rule (PDR) containing information required to classify a packet arriving at the UPF. Every PDR is used to detect packets in a certain transmission direction, e.g. UL direction or DL direction.
[bookmark: OLE_LINK28][bookmark: OLE_LINK29]Table 5.8.2.11.3-1: Attributes within Packet Detection Rule
	Attribute
	Description
	Comment

	N4 Session ID
	Identifies the N4 session associated to this PDR
	

	Rule ID
	Unique identifier to identify this rule
	

	Precedence
	Determines the order, in which the detection information of all rules is applied
	

	Packet 
	Source interface
	Contains the values "access side", "core side", "SMF", "N6-LAN"
	Combination of UE IP address (together with Network instance,

	detection
	UE IP address 
	[bookmark: OLE_LINK14][bookmark: OLE_LINK15]One IPv4 address and/or one IPv6 prefix with prefix length
	if necessary), CN tunnel info, packet filter set, application ID,

	information
	Network instance (NOTE 1)
	Identifies the Network instance associated with the incoming packet
	Ethernet PDU Session Information and QFI are used for traffic detection.

	
	CN tunnel info
	CN tunnel info on N3, N9 interfaces, i.e. F-TEID
	

	
	Packet Filter Set
	Details see clause 5.7.6, TS 23.501.
	Details like all the combination possibilities on N3, N9 interfaces

	
	Application ID
	
	are left for stage 3 decision.

	
	QoS Flow ID
	Contains the value of 5QI or non-standardized QFI
	

	
	Ethernet PDU Session Information
	Refers to all the (DL) Ethernet packets matching an Ethernet PDU session, as further described in clause 5.6.10.2 and in TS 29.244 [65].
	“Destination address” is for UPF to determine the forwarding path.

	
	[bookmark: OLE_LINK16][bookmark: OLE_LINK17]Destination address
	One IPv4 address and/or one IPv6 prefix with prefix length or one MAC address for Ethernet PDU Session
	

	Outer header removal
	Instructs the UP function to remove one or more outer header(s) (e.g. IP+UDP+GTP, IP + possibly UDP, VLAN tag), from the incoming packet.
	Any extension header shall be stored for this packet.

	Forwarding Action Rule ID
	The Forwarding Action Rule ID identifies a forwarding action that has to be applied.
	

	List of Usage Reporting Rule ID(s)
	Every Usage Reporting Rule ID identifies a measurement action that has to be applied.
	

	List of QoS Enforcement Rule ID(s)
	Every QoS Enforcement Rule ID identifies a QoS enforcement action that has to be applied.
	

	NOTE 1:	Needed e.g. in case:
	-	UPF supports multiple DNN with overlapping IP addresses;
	-	UPF is connected to other UPF or AN node in different IP domains.



[bookmark: OLE_LINK34][bookmark: OLE_LINK35]**** Second Change ****
[bookmark: _Toc532891731][bookmark: OLE_LINK5][bookmark: OLE_LINK6]5.8.2.11.6	Forwarding Action Rule
The following table describes the Forwarding Action Rule (FAR) that defines how a packet shall be buffered, dropped or forwarded, including packet encapsulation/decapsulation and forwarding destination.
[bookmark: _Hlk1480679][bookmark: OLE_LINK30]Table 5.8.2.11.6-1: Attributes within Forwarding Action Rule
	Attribute
	Description
	Comment

	N4 Session ID
	Identifies the N4 session associated to this FAR.
	

	Rule ID
	Unique identifier to identify this information.
	

	Action
	Identifies the action to apply to the packet
	Indicates whether the packet is to be forwarded, duplicated, dropped or buffered.
When action indicates forwarding or duplicating, a number of additional attributes are included in the FAR.
For buffering action, a Buffer Action Rule is also included.

	Network instance
(NOTE 2)
	Identifies the Network instance associated with the outgoing packet (NOTE 1).
	

	Destination interface
(NOTE 3)
	[bookmark: OLE_LINK26][bookmark: OLE_LINK27]Contains the values "access side", "core side", "SMF" or "N6-LAN" or "local" or "Nx". 
For "local" and "Nx", the list of CN Tunnel info associated with the group ”..
	Identifies the interface for outgoing packets towards the access side (i.e. down-link), the core side (i.e. up-link), the SMF or, the N6-LAN (i.e. the DN or the local DN) or the UPF on N9 interface or the UPF on Nx interface..

	Outer header creation
(NOTE 3)
	Instructs the UP function to add an outer header (e.g. IP+UDP+GTP+QFI, VLAN tag), IP + possibly UDP to the outgoing packet.
	Contains the CN tunnel info, N6 tunnel info or AN tunnel info of peer entity (e.g. NG-RAN, another UPF, SMF, DNAI).
Any extension header stored for this packet shall be added.

	Send end marker packet(s)
(NOTE 2)
	Instructs the UPF to construct end marker packet(s) and send them out as described in clause 5.8.1.
	This parameter should be sent together with the "outer header creation" parameter of the new CN tunnel info.

	Transport level marking
(NOTE 3)
	Transport level packet marking in the uplink and downlink, e.g. setting the DiffServ Code Point.
	

	Forwarding policy
(NOTE 3)
	Reference to a preconfigured traffic steering policy or http redirection (NOTE 4).
	Contains one of the following policies identified by a TSP ID:
-	an N6-LAN steering policy to steer the subscriber's traffic to the appropriate N6 service functions deployed by the operator, or
-	a local N6 steering policy to enable traffic steering in the local access to the DN according to the routing information provided by an AF as described in clause 5.6.7.
or a Redirect Destination and values for the forwarding behaviour (always, after measurement report (for termination action "redirect")).

	Request for Proxying in UPF
	Indicates that the UPF shall perform ARP proxying and / or IPv6 Neighbour Solicitation Proxying as specified in clause 5.6.10.2.
	Applies to the Ethernet PDU Session type.

	Container for header enrichment
(NOTE 2)
	Contains information to be used by the UPF for header enrichment.
	Only relevant for the uplink direction.

	Buffering Action Rule
(NOTE 5)
	Reference to a Buffering Action Rule ID defining the buffering instructions to be applied by the UPF
(NOTE 6)
	

	NOTE 1:	Needed e.g. in case:
	-	UPF supports multiple DNN with overlapping IP addresses;
	-	UPF is connected to other UPF or NG-RAN node in different IP domains.
NOTE 2:	These attributes are required for FAR action set to forwarding.
NOTE 3:	These attributes are required for FAR action set to forwarding or duplicating.
NOTE 4:	The TSP ID is preconfigured in the SMF, and included in the FAR according to the description in clauses 5.6.7 and 6.1.3.14 of 23.503 [45] for local N6 steering and 6.1.3.14 of 23.503 [45] for N6-LAN steering. The TSP ID action is enforced before the Outer header creation actions.
NOTE 5:	This attribute is present for FAR action set to buffering.
NOTE 6:	The buffering action rule is created by the SMF and associated with the FAR in order to apply a specific buffering behaviour for DL packets requested to be buffered, as described in clause 5.8.3 and clause 5.2.4 in TS 29.244 [65].



**** Third Change ****
5.X 	Support for 5G LAN-type service
5.X.1 	General
The service requirements for 5G LAN-type service are specified in TS 22.261 [2]. 
A 5G-LAN group consists of a a set of UEs using private communication for 5G LAN-type services. 
5.X.2 	5G LAN group management
5G System supports 5G LAN Group Management can be configured by a network administrator or can be managed dynamically by AF. 
The 5G LAN group member is uniquely identifed by GPSI. The group as described in clause 5.2.3.3.1 of TS 23.502 [4] is used to identify the 5GLAN group. In order to support dynamic 5GLAN Group Management, the NEF exposes a set of service to manage (e.g. add/delete) 5G LAN group and 5G LAN member.
The 5G LAN group configuration is either provided by OA&M or provided by an AF to the NEF. The 5G LAN group configuration is stored in the UDR. 
When configuration is provided by an AF, the NEF service operations information flow procedure described in TS 23.502 [3] clause 4.15.6.2 applies. The 5G LAN group configuration may include the following parameters: GPSI (i.e. UE Identities of the 5G LAN group), PDU session type, DNN, S-NSSAI.
The third party AF may update the UE Identities of the 5G LAN group at any time after the initial provisioning. 
Editor’s note: Further description of 5G LAN group configuration parameters is expected to be needed in other clauses of this TS as well as other TSs and they could then be referred to. 
Editor’s note: Relation between DNN and 5G LAN group, e.g. whether and how a 1:1 and/or 1:N relation is supported, is FFS.
[bookmark: OLE_LINK43][bookmark: OLE_LINK44]Some of the 5G-LAN group configuration is delivered from the PCF to the UE using the UE Configuration Update procedure for transparent UE Policy delivery as described in TS 23.502 [3] clause 4.2.4.3.

5.X.3 	PDU Session management and user plane handling 
Session management as defined for 5GS in clause 5.6 is applicable to 5G-LAN-type services with the following clarifications:
-	A UE gets access to 5G LAN-type services via a PDU Session of IP PDU Session type or Ethernet PDU Session type.
-	A PDU Session provides access to one and only one 5G-LAN group
-	A dedicated SMF is responsible for all the PDU Sessions for communication of a certain 5G-LAN group.
Editor’s note: Whether and how the above bullet needs to be updated due to eSBA is FFS
NOTE: 	Having a dedicated SMF serving a 5G-LAN group does not contradict that redundancy solutions can be used to achieve high availability.
-	A DNN is associated with a 5G-LAN group 
Editor’s note: The above bullet is FFS
-	The UE provides a DNN associated with the 5G-LAN group to access the 5G LAN-type services for that 5G-LAN group, using the PDU Session Establishment procedure described in TS 23.502 [3], clause 4.3.2 
-	During establishment of the PDU Session, secondary authentication as described in clause 5.6.6 and in TS 23.502 [3], clause 4.3.2.3, may be performed in order to authenticate and authorize the UE for accessing the DNN associated with the 5G-LAN group. Authentication and authorization for a DNN using secondary authentication implies authentication and authorization for the associated 5G-LAN group. There is no 5G-LAN group specific authentication or authorization defined. 
- 	The SM level subscription data for a DNN and S-NSSAI available in UDM, as Sdescribed in clause 5.6.1, applies to a DNN associated to a 5G-LAN group.
- 	Session management related policy control for a DNN as described in TS 23.502 [3], is applicable to a DNN associated to a 5G-LAN group. This includes also usage of URSP, for the UE to determine how to route outgoing traffic to a PDU Session for a DNN associated to a 5G-LAN group. 
There are three types of traffic forwarding methods for 5G-LAN communication:
-	N6-based, where the UL/DL traffic for the 5G-LAN communication is forwarded to/from the DN;
-	Nx-based, where the UL/DL traffic for the 5G-LAN communication is forwarded between PSA UPFs of different PDU sessions via Nx. Nx is based on a shared User Plane tunnel connecting PSA UPFs of a single 5G LAN group.
-	Local switch, where traffic is locally forwarded by a single UPF if this UPF is the common PSA UPF of different PDU Sessions for the same 5G LAN group;
The Nx and local switch forwarding management is implemented by the PDR and FAR as descriped in clause 5.8.2.11.3 and 5.8.2.11.6. 
Editor’s note: Further description of Nx and local switch forwarding is expected to be needed in other clauses of this TSas well as other TSs and they could then be referred to.
 Editor’s note: Further description of how Service Continutiy and UP Path management principles described in TS 23.502 [3] apply to 5G LAN-type services is expected to be needed in other clauses of this TSas well as other TSs and they could then be referred to
[bookmark: _Hlk535237486][bookmark: _Hlk535320695]The SMF may configure the UPF(s) to apply different traffic forwarding methods to route traffic between PDU Sessions for a single 5G LAN group. For example, depending on the destination address, some packet flows may be forwarded locally, while other packet flows are forwarded via Nx and other packet flows are forwarded to N6.
Editor’s note: How the SMF determines what traffic forwarding method(s) to apply for a PDU Session corresponding to a 5G-LAN group is FFS, e.g. whether based on local configuration and/or information from PCF. 

**** End of Changes ****

