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**** First Change ****
5.6.10.2
Support of Ethernet PDU Session type

For a PDU Session set up with the Ethernet PDU Session type, the SMF and the UPF acting as PDU Session Anchor (PSA) can support specific behaviours related with the fact the PDU Session carries Ethernet frames.

Depending on operator configuration related with the DNN, different configurations for how Ethernet traffic is handled on N6 may apply, for example:

-
Configurations with a 1-1 relationship between a PDU Session and a N6 interface possibly corresponding to a dedicated tunnel established over N6. In this case the UPF acting as PSA transparently forwards Ethernet frames between the PDU Session and its corresponding N6 interface, and it does not need to be aware of MAC addresses used by the UE in order to route down-link traffic.

-
Configurations, where more than one PDU Session to the same DNN (e.g. for more than one UE) corresponds to the same N6 interface. In this case the UPF acting as PSA needs to be aware of MAC addresses used by the UE in the PDU Session in order to map down-link Ethernet frames received over N6 to the appropriate PDU Session. Forwarding behaviour of the UPF acting as PSA is managed by SMF as specified in clause 5.8.2.5.
NOTE 1:
The "MAC addresses used by the UE" correspond to any MAC address used by the UE or any device locally connected to the UE and using the PDU Session to communicate with the DN.

Based on operator configuration, the SMF may request the UPF acting as the PDU Session Anchor to proxy DL ARP/IPv6 Neighbour Solicitation or to redirect the DL ARP traffic from the UPF to the SMF.

NOTE 2:
Proxying DL ARP/ND assumes the devices behind the UE acquire their IP address via inband mechanisms that the SMF/UPF can detect.

Ethernet Preamble and Start of Frame delimiter are not sent over 5GS:

-
For UL traffic the UE strips the preamble and frame check sequence (FCS) from the Ethernet frame.

-
For DL traffic the PDU Session Anchor strips the preamble and frame check sequence (FCS) from the Ethernet frame.

Neither a MAC nor an IP address is allocated by the 5GC to the UE for a PDU Session.

The PSA shall store the MAC addresses received from the UE, and associate those with the appropriate PDU Session.

The UPF shall be able remove or reinsert VLAN tags on N6 interface for downlink and uplink frames, respectively, as requested by the SMF. This shall not apply to VLAN tags sent by and received from the UE.

The UE may acquire from the SMF, at PDU Session Establishment, the MTU of the Ethernet frames' payload that the UE shall consider.

NOTE 3:
The UE may operate in bridge mode with regard to a LAN it is connecting to the 5GS, thus different MAC addresses may be used as source address of different frames sent UL over a single PDU Session (and destination MAC address of different frames sent DL over the same PDU Session)

NOTE 4:
Entities on the LAN connected to the 5GS by the UE may have an IP address allocated by the DN but the IP layer is considered as an application layer which is not part of the Ethernet PDU Session.
NOTE 5:
In this Release of the specification, only the UE connected to the 5GS is authenticated, not the devices behind such UE

NOTE 6:
5GS does not support the scenario where a MAC address is permanently used on more than one PDU Session for the same DNN and S-NSSAI.

Different Frames exchanged on a PDU Session of Ethernet type may be served with different QoS over the 5GS. Thus, the SMF may provide to the UPF Ethernet Packet Filter Set and forwarding rule(s) based on the Ethernet frame structure and UE MAC address(es). The UPF detects and forwards Ethernet frames based on the Ethernet Packet Filter Set and forwarding rule(s) received from the SMF. This is further defined in clauses 5.7 and 5.8.2.

When a PDU Session of Ethernet PDU type is authorized by a DN as described in clause 5.6.6, the DN-AAA server may, as part of authorization data, provide the SMF with a list of allowed MAC addresses and/or a list of allowed VIDs for this PDU Session; the list is limited to a maximum of 16 MAC addresses and/or a maximum of 16 VIDs accordingly. When such list(s) have been provided for a PDU Session, the SMF sets corresponding filtering rules in the UPF(s) acting as PDU Session Anchor for the PDU Session. The UPF discards any UL traffic that does not contain one of these MAC addresses as a source address if the list of allowed MAC addresses is provided. The UPF discards any UL traffic that does not contain one of these VIDs if the list of allowed VIDs is provided.

In this Release of specification, the PDU Session of Ethernet PDU Session type is restricted to SSC mode 1 and SSC mode 2.

For a PDU Session established with the Ethernet PDU Session type, the SMF may, upon PCF request, need to ensure reporting to the PCF of all Ethernet MAC addresses used as UE address in a PDU Session. In this case, as defined in clause 5.8.2.12, the SMF controls the UPF to report the different MAC addresses used as source address of frames sent UL by the UE in the PDU Session.

NOTE 4:
This relates to whether AF control on a per MAC address is allowed on the PDU Session as defined in TS 23.503 [45] clause 6.1.1.2

The PCF may activate or deactivate the reporting of the UE MAC address using the "UE MAC address change" Policy Control Request Trigger as defined in Table 6.1.3.5-1 of TS 23.503 [45].
*************** Next change ***************
5.8
User Plane Management

5.8.1
General

User Plane Function(s) handle the user plane path of PDU Sessions. 3GPP specifications support deployments with a single UPF or multiple UPFs for a given PDU Session. UPF selection is performed by SMF. The details of UPF selection is described in clause 6.3.3. The number of UPFs supported for a PDU Session is unrestricted.

For IPv4 or IPv6 or IPv4v6 type PDU Sessions, the PDU Session Anchor may be IP anchor point of the IP address/prefix allocated to the UE. For an IPv4 type PDU Session or an IPv6 type PDU Session without multi-homing or an IPv4v6 type PDU Session, when multiple PDU Session Anchors are used (due to UL CL being inserted), only one PDU Session Anchor is the IP anchor point for the PDU Session. For an IPv6 multi-homed PDU Session there are multiple IP (IPv6) anchor points as described in clause 5.6.4.3.

If the SMF had requested the UPF to proxy DL ARP or DL IPv6 Neighbour Solicitation for an Ethernet DNN, the UPF should respond to the DL ARP or DL IPv6 Neighbour Solicitation Request, itself.

Deployments with one single UPF used to serve a PDU Session do not apply to the Home Routed case and may not apply to the cases described in clause 5.6.4.

Deployments where a UPF is controlled either by a single SMF or multiple SMFs (for different PDU Sessions) are supported.
UPF traffic detection capabilities may be used by the SMF in order to control at least following features of the UPF:

-
Traffic detection (e.g. classifying traffic of IP type, Ethernet type, or unstructured type)

-
Traffic reporting (e.g. allowing SMF support for charging).

-
QoS enforcement (The corresponding requirements are defined in clause 5.7).

-
Traffic routing (e.g. as defined in clause 5.6.4. for UL CL or IPv6 multi-homing).

*************** Next change ***************
5.8.2.5
Control of User Plane Forwarding

The SMF controls user-plane packet forwarding for traffic detected by a PDR by providing a FAR with instructions to the UPF, including:

-
Forwarding operation information;

-
Forwarding target information.

The details of the forwarding target and operation will depend on the scenario and is described below. The following forwarding functionality is required by the UPF:

-
Apply N3 /N9 tunnel related handling, i.e. encapsulation.

-
Forward the traffic to/from the SMF, e.g. as described in Table 5.8.2.5-1).

-
Forward the SM PDU DN Request Container from SMF to DN-AAA server

-
Forward the traffic according to locally configured policy for traffic steering.

Data forwarding between the SMF and UPF is transmitted on the user plane tunnel established on N4 interface, defined in TS 29.244 [65].

Scenarios for data forwarding between the SMF and UPF are defined as below:

Table 5.8.2.5-1: Scenarios for data forwarding between the SMF and UPF

	
	Scenario description
	Data forwarding direction

	1
	Forwarding of user-plane packets between the UE and the SMF e.g. DHCP signalling.
	UPF to SMF

SMF to UPF

	2
	Forwarding of packets between the SMF and the external DN e.g. with DN-AAA server
	UPF to SMF

SMF to UPF

	3
	Forwarding of packets subject to buffering in the SMF.
	UPF to SMF

SMF to UPF

	4
	Forwarding of End Marker Packets constructed by the SMF to a downstream node.
	SMF to UPF


When configuring an UPF acting as PSA for an Ethernet PDU Session Type, the SMF may instruct the UPF to route the DL traffic based on the MAC address(es) used by the UE for the UL traffic.

In that case:

-
broadcast and/or multicast DL traffic on the N6 Network Instance targets every DL PDU Session (corresponding to any N4 Session) associated with this Network Instance.

-
for uplink broadcast and/or multicast traffic received by the UPF over a PDU session on a N3/N9 interface, the UPF should forward the traffic to the N6 interface and downlink to every PDU session (except the one of the incoming traffic) associated with the same N6 Network Instance.

For DL ARP/IPv6 Neighbour Solicitation traffic, a SMF's request to proxy DL ARP/IPv6 Neighbour Solicitation or to redirect such traffic from the UPF to the SMF overrules the traffic forwarding rules described above.

NOTE:
Local policies in UPF associated with the Network Instance can prevent local traffic switching in the UPF between PDU Sessions either for unicast traffic only or for any traffic. In the case where UPF policies prevent local traffic switching for any traffic (thus for broadcast/multicast traffic) some mechanism such as DL ARP/ND proxying or local multicast group handling is needed to ensure that upper layer protocol can run on the Ethernet PDU sessions.

If allowed by local UPF (acting as PSA) policies, for Ethernet traffic with unknown unicast destination MAC addresses, the UPF should forward the traffic in the same manner as described above for the broadcast and/or multicast traffic handling.

The SMF may ask to get notified with the source MAC addresses used by the UE and provide UPF with corresponding forwarding rules related with these MAC addresses.

*************** Next change ***************
5.8.2.11.6
Forwarding Action Rule

The following table describes the Forwarding Action Rule (FAR) that defines how a packet shall be buffered, dropped or forwarded, including packet encapsulation/decapsulation and forwarding destination.

Table 5.8.2.11.6-1: Attributes within Forwarding Action Rule

	Attribute
	Description
	Comment

	N4 Session ID
	Identifies the N4 session associated to this FAR.
	

	Rule ID
	Unique identifier to identify this information.
	

	Action
	Identifies the action to apply to the packet
	Indicates whether the packet is to be forwarded, duplicated, dropped or buffered.

When action indicates forwarding or duplicating, a number of additional attributes are included in the FAR.

For buffering action, a Buffer Action Rule is also included.

	Network instance

(NOTE 2)
	Identifies the Network instance associated with the outgoing packet (NOTE 1).
	

	Destination interface

(NOTE 3)
	Contains the values "access side", "core side", "SMF" or "N6-LAN".
	Identifies the interface for outgoing packets towards the access side (i.e. down-link), the core side (i.e. up-link), the SMF or, the N6-LAN (i.e. the DN or the local DN).

	Outer header creation

(NOTE 3)
	Instructs the UP function to add an outer header (e.g. IP+UDP+GTP+QFI, VLAN tag), IP + possibly UDP to the outgoing packet.
	Contains the CN tunnel info, N6 tunnel info or AN tunnel info of peer entity (e.g. NG-RAN, another UPF, SMF, DNAI).

Any extension header stored for this packet shall be added.

	Send end marker packet(s)

(NOTE 2)
	Instructs the UPF to construct end marker packet(s) and send them out as described in clause 5.8.1.
	This parameter should be sent together with the "outer header creation" parameter of the new CN tunnel info.

	Transport level marking

(NOTE 3)
	Transport level packet marking in the uplink and downlink, e.g. setting the DiffServ Code Point.
	

	Forwarding policy

(NOTE 3)
	Reference to a preconfigured traffic steering policy or http redirection (NOTE 4).
	Contains one of the following policies identified by a TSP ID:

-
an N6-LAN steering policy to steer the subscriber's traffic to the appropriate N6 service functions deployed by the operator, or

-
a local N6 steering policy to enable traffic steering in the local access to the DN according to the routing information provided by an AF as described in clause 5.6.7.
or a Redirect Destination and values for the forwarding behaviour (always, after measurement report (for termination action "redirect")).

	Request for DL Proxying in UPF
	Indicates that the UPF shall perform DL ARP proxying and / or DL IPv6 Neighbour Solicitation Proxying as specified in clause 5.6.10.2.
	Applies to the Ethernet PDU Session type.

	Container for header enrichment

(NOTE 2)
	Contains information to be used by the UPF for header enrichment.
	Only relevant for the uplink direction.

	Buffering Action Rule

(NOTE 5)
	Reference to a Buffering Action Rule ID defining the buffering instructions to be applied by the UPF

(NOTE 6)
	

	NOTE 1:
Needed e.g. in case:


-
UPF supports multiple DNN with overlapping IP addresses;


-
UPF is connected to other UPF or NG-RAN node in different IP domains.

NOTE 2:
These attributes are required for FAR action set to forwarding.

NOTE 3:
These attributes are required for FAR action set to forwarding or duplicating.

NOTE 4:
The TSP ID is preconfigured in the SMF, and included in the FAR according to the description in clauses 5.6.7 and 6.1.3.14 of 23.503 [45] for local N6 steering and 6.1.3.14 of 23.503 [45] for N6-LAN steering. The TSP ID action is enforced before the Outer header creation actions.

NOTE 5:
This attribute is present for FAR action set to buffering.

NOTE 6:
The buffering action rule is created by the SMF and associated with the FAR in order to apply a specific buffering behaviour for DL packets requested to be buffered, as described in clause 5.8.3 and clause 5.2.4 in TS 29.244 [65].


*************** Next change ***************
6.2.2
SMF

The Session Management function (SMF) includes the following functionality. Some or all of the SMF functionalities may be supported in a single instance of a SMF:

-
Session Management e.g. Session Establishment, modify and release, including tunnel maintain between UPF and AN node.

-
UE IP address allocation & management (including optional Authorization).

-
DHCPv4 (server and client) and DHCPv6 (server and client) functions.

-
DL ARP proxying as specified in IETF RFC 1027 [53] and / or DL IPv6 Neighbour Solicitation Proxying as specified in IETF RFC 4861 [54] functionality for the Ethernet PDUs. The SMF responds to the DL ARP and / or the DL IPv6 Neighbour Solicitation Request by providing the MAC address corresponding to the IP address sent in the request.
-
Selection and control of UP function, including controlling the UPF to proxy DL ARP or DL IPv6 Neighbour Discovery, or to forward all DL ARP/IPv6 Neighbour Solicitation traffic to the SMF, for Ethernet PDU Sessions.

-
Configures traffic steering at UPF to route traffic to proper destination.
-
Termination of interfaces towards Policy control functions.

-
Lawful intercept (for SM events and interface to LI System).

-
Charging data collection and support of charging interfaces.

-
Control and coordination of charging data collection at UPF.

-
Termination of SM parts of NAS messages.

-
Downlink Data Notification.

-
Initiator of AN specific SM information, sent via AMF over N2 to AN.

-
Determine SSC mode of a session.
-
Roaming functionality:

-
Handle local enforcement to apply QoS SLAs (VPLMN).

-
Charging data collection and charging interface (VPLMN).

-
Lawful intercept (in VPLMN for SM events and interface to LI System).

-
Support for interaction with external DN for transport of signalling for PDU Session authorization/authentication by external DN.

NOTE:
Not all of the functionalities are required to be supported in a instance of a Network Slice.

In addition to the functionalities of the SMF described above, the SMF may include policy related functionalities as described in clause 6.2.2 in TS 23.503 [45].
6.2.3
UPF

The User plane function (UPF) includes the following functionality. Some or all of the UPF functionalities may be supported in a single instance of a UPF:

-
Anchor point for Intra-/Inter-RAT mobility (when applicable).

-
External PDU Session point of interconnect to Data Network.

-
Packet routing & forwarding (e.g. support of Uplink classifier to route traffic flows to an instance of a data network, support of Branching point to support multi-homed PDU Session).

-
Packet inspection (e.g. Application detection based on service data flow template and the optional PFDs received from the SMF in addition).

-
User Plane part of policy rule enforcement, e.g. Gating, Redirection, Traffic steering).
-
Lawful intercept (UP collection).

-
Traffic usage reporting.

-
QoS handling for user plane, e.g. UL/DL rate enforcement, Reflective QoS marking in DL.

-
Uplink Traffic verification (SDF to QoS Flow mapping).

-
Transport level packet marking in the uplink and downlink.

-
Downlink packet buffering and downlink data notification triggering.

-
Sending and forwarding of one or more "end marker" to the source NG-RAN node.

-
DL ARP proxying as specified in IETF RFC 1027 [53] and / or DL IPv6 Neighbour Solicitation Proxying as specified in IETF RFC 4861 [54] functionality for the Ethernet PDUs. The UPF responds to the DL ARP and / or the DL IPv6 Neighbour Solicitation Request by providing the MAC address corresponding to the IP address sent in the request.
NOTE:
Not all of the UPF functionalities are required to be supported in an instance of user plane function of a Network Slice.
*************** End of changes ***************
