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First change

5.10.3
PDU Session User Plane Security

The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session. It indicates:

-
whether UP integrity protection is:

-
Required: for all the traffic on the PDU Session UP integrity protection shall apply.

-
Preferred: for all the traffic on the PDU Session UP integrity protection should apply.

-
Not Needed: UP integrity protection shall not apply on the PDU Session.

-
whether UP confidentiality protection is:

-
Required: for all the traffic on the PDU Session UP confidentiality protection shall apply.

-
Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply.

-
Not Needed: UP confidentiality shall not apply on the PDU Session.

User Plane Security Enforcement information applies only over 3GPP access. Once determined at the establishment of the PDU Session the User Plane Security Enforcement information applies for the life time of the PDU Session.

The SMF determines at PDU session establishment a User Plane Security Enforcement information for the user plane of a PDU session based on:

-
subscribed User Plane Security Policy which is part of SM subscription information received from UDM; and

-
User Plane Security Policy locally configured per (DNN, S-NSSAI) in the SMF that is used when the UDM does not provide User Plane Security Policy information.

-
The maximum supported data rate per UE for both direction (UL, DL) for integrity protection for the DRBs, provided by the UE as part of the 5GSM capability IE during PDU Session Establishment.

The SMF may, based on local configuration, reject the PDU Session Establishment request depending on the value of the maximum supported data rate per UE per direction (UL, DL)for integrity protection. 
NOTE 1:
Reasons to reject a PDU Session Establishment request can e.g. be that the UP Integrity Protection is determined to be "Required" while any direction (UL,DL) of the maximum supported data rate per UE for integrity protection is less than the expected required data rate for the DN in the corresponding direction (UL, DL).

NOTE 2:
The operator can take care to reduce the risk of such rejections when configuring the subscribed User Plane Security Policy for a DNN. For example, the operator may apply integrity protection "Required" only in scenarios where it can be assumed that the UE maximum supported data rate per UE per direction (UL,DL)for integrity protection is likely to be adequate for the DN.

The User Plane Security Policy provide the same level of information than User Plane Security Enforcement information.

User Plane Security Policy from UDM takes precedence over locally configured User Plane Security Policy.

The User Plane Security Enforcement information is communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. If the UP Integrity Protection is deteremied to be "Required" or "Preferred", the SMF also provides the maximum supported data rate per UE per direction (UL, DL) for integrity protection as received in the 5GSM capability IE. This takes place at establishment of a PDU Session or at activation of the user plane of a PDU Session. The NG-RAN rejects the establishment of UP resources for the PDU Session when it cannot fulfil User Plane Security Enforcement information with a value of Required. The NG-RAN may also take the maximum supported data rate per UE for integrity protection into account in its decision on whether to accept or reject the establishment of UP resources. In this case the SMF releases the PDU Session. The NG-RAN notifies the SMF when it cannot fulfil a User Plane Security Enforcement with a value of Preferred.

NOTE 3:
For example, the NG-RAN cannot fulfill requirements in User Plane Security Enforcement information with UP integrity protection set to "Required" when it cannot negotiate UP integrity protection with the UE.

User Plane Security Enforcement information and the maximum supported data rate per UE per direction (UL, DL)for integrity protection is communicated from source to target NG-RAN node at handover. If the target RAN node cannot support requirements in User Plane Security Enforcement information, the target RAN node rejects the request to setup resources for the PDU Session. In this case the PDU Session is not handed over to the target RAN node and the PDU Session is released.

PDU Sessions with the User Plane Security Enforcement set to Required are not handed over to EPS:

-
In the case of mobility without N26, the PGW-C+SMF shall reject a PDN connectivity request in EPS with handover indication in case the User Plane Security Enforcement is set to Required.

NOTE 4:
As described in clause 5.17.2.3.3, the UE does not know before trying to move a given PDU Session to EPC, whether that PDU session can be transferred to EPC.

-
In the case of mobility with N26 to EPS, the source NG-RAN ensures that a PDU Session with User Plane Security Enforcement set to Required is not handed-over to EPS.
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