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Abstract of the contribution: This pCR proposes to capture the risks of database corruption when manufacturer-assigned UE Capability IDs are used in combination with a "self-learning" database.

Discussion

As a conclusion of the RACS study it has been agreed to allow:

1. PLMN-assigned UE Capability ID; and

2. manufacturer-assigned UE Capability ID.

Further, there are solutions in the study describing two main principles of populating network dictionary/database(s) containing mappings of UE Capability ID to UE Radio Capability set:
a) Pre-provisioned, i.e. entries are added based on information from trusted sources; and

b) “self-learning”, i.e. entries are added based on information provided by individual UEs.
It should be noted that there are attack scenarios possible when an attacker can succeed to corrupt “self-learning” databases by adding entries where UE Capability IDs that subsequently will be used by valid UEs are mapped to invalid a UE Radio Capability set. The attack is possible when manufacturer-assigned UE capability IDs are accepted by the network as IDs mapped to UE Radio Capability sets, i.e. a combination of 2 and b above.
For the attack to be successful, the attacker needs to:

i. Retrieve a valid manufacturer-assigned UE capability ID;

ii. Create an invalid UE Radio Capability set;

iii. Deploying one or multiple UEs using the UE Capability ID in a PLMN where this ID was not previously used.

The result of i-iii above is that the network at initial request from the UE will not have any mapping entry for this ID, request the matching UE Radio Capability set from the UE and then create an entry in the database. Subsequent requests from valid UEs using the same UE Capability ID will be matched to an invalid/incorrect UE Radio Capability set and service likely impacted for these UEs.

There are different methods proposed to avoid the above attack, and these may make the attack a bit harder to execute but still not impossible.
A. Accept new entries only after x uses of the same mapping: this remedy is easily avoided by deploying x UEs in step iii above. Unless x is a very high number it is still feasible to succeed with the attack. With high x the usefulness of RACS decreases
B. Include a hash value in the ID: an attack could still be possible if the attacker creates an invalid/incorrect UE Radio Capability set that results in the same Hash value as the correct set. These aspects are within SA3 expertise and their analysis is needed to conclude on whether this solution can avoid the described attack scenario and if so, the requirements on such solution.
Step iii may constitute a challenge for the attacker as valid IDs need to be used before the valid UEs use these IDs in a specific PLMN. Manufacturer-assigned UE Capability ID validity is not limited to specific PLMNs, and it could be possible to achieve IDs via one PLMN and launch an attack in a different PLMN before valid UEs are deployed there. UE Capability IDs can be retrieved via e.g. mapping information for pre-provisioned databases, collecting information from unprotected radio interface or intrusion in a weakly security protected PLMN.

If it is concluded that the above described attack scenarios, or parts of, are possible, the consequences of the core network providing incorrect and/or invalid UE Radio Capability sets to RAN needs to be evaluated. A final conclusion needs to take risk vs consequences into account upon solution evaluation.
The above discussion shows that there is risk of a RACS functionality impacting attack with certain RACS deployment scenarios. It is proposed that this is captured in the TR. Additionally, it is proposed that SA3 assessment of the scenario and RAN2 assessment of consequences is requested before concluding on what RACS deployment scenarios are progressed.
----------START OF CHANGES-----
6.3.5
Evaluation

This solution supports that the network is protected against malicious updates of UE Capability ID's and corresponding UE Radio Capabilities.
NOTE: SA3 needs to assess whether database corruption attack can still succeed with this solution using manufacturer-assigned UE Capability ID in combination with databases where new entries are based in information received from individual UEs only (”self-learning” databases). 
This solution option1 does not accommodate for collisions especially about the network will be able to detect them. For instance, if the 64Kbyte radio capabilities of UE A produce after HASH a UE-Capability-1 of 256 bits, but UE B with different set of radio capabilities produce after HASH UE-Capability-1 the network will not be able to detect this collision without additional information. Even if such occurrence is rare, any occurrence can lead impacted UEs of the same type being in continuous mis-operation or no service.

The Option 2 in the solution fully accommodate in preventing any hash collisions. The UE Capability ID is comprised of a UE manufacturer information (e.g. TAC field in the PEI) and the hash of the actual UE Radio Capability, allowing the vendor to ensure that no hash collisions is possible for different UE Radio capabilities.
----------NEXT CHANGE-----
6.13.1
Solution #13: "Self-learning" logic for progressive building of a dictionary

6.13.1
Introduction

This solution is an add-on solution that can be combined with other solutions in this TR. It proposes a logic for progressive building of a dictionary (UE capability ID <=> radio capability) in the network and is particularly targeting the manufacturer-based UE capability ID, as defined in Solution #1.

6.13.2
Functional Description

When manufacturer-based UE capability ID is used (as proposed in Solution #1), the network can progressively build the dictionary in a "self-learning" process, as described below:

-
Upon connection to the network the UE indicates the manufacturer-based UE capability ID and the network queries a DataBase (DB).

-
If the DB does not recognize the UE capability ID, the network requests the UE to explicitly signal the radio capability. The network forwards the explicitly signalled capability to the DB, which stores it and tags the corresponding UE capability ID as being "under validation". The validation process is needed in order to prevent fraudulent or misbehaving UEs from poisoning the dictionary DB.

-
When subsequently another UE indicates the same manufacturer-based UE capability ID, the network proceeds in the same way. If the explicitly signalled radio capability matches the one that was previously reported to the DB by other UE(s), the DB increases a counter. This step is repeated until an operator-defined threshold is reached for the counter.

-
When the operator-defined threshold is reached, the UE capability ID is tagged in the DB as "validated".

-
For UEs that subsequently indicate the same UE capability ID, the network queries the DB, but does not request the UE to explicitly signal its capabilities because the UE capability ID is tagged as "validated".

NOTE: This solution is vulnerable to an attack where the first malicious UEs update the DB with incorrect UE Radio Capabilities matching the used UE Capability ID.
The logic and the counter described above are collocated with the dictionary DataBase (DB). The DB location will be determined as part of other solutions (e.g. could be a new NF in the Core Network).

In some cases the network may apply region-specific filters in RAN leading the UE to report only a subset of its capabilities. In such cases the UE can still indicate the manufacturer-based UE capability, and in addition:

-
When the network queries the DB with the UE capability ID, it also indicates the UE location.

-
When the network requests the UE to explicitly signal the radio capability, the network forwards the explicitly signalled capability to the DB with an indication that this is a "partial" capability.

-
The validation logic in the DB is similar to the one described earlier, except that it is performed on regional basis (e.g. the validation counters are specific to a region).

6.13.3
Procedures

To be addressed as part of other solutions.

6.13.4
Impacts on existing interfaces and entities

To be addressed as part of other solutions.

The specification impact of this solution is limited to tagging of a UE capability ID as "validated" on the interface with the DB (in replies from the DB). For instance, if the DB is a standalone NF in the 5GC network, the "validated" tagging applies to the UE capability ID parameter signalled on the AMF-DB interface in the DB=>AMF direction.

To support RAN caching, the "validated" tag needs to be supported on N2 in the AMF=>RAN direction.

To support region-specific filters in RAN, a "partial" tag needs to be applied to the explicitly signalled capability at least on the interface between AMF and DB in the AMF=>DB direction.

6.13.5
Evaluation

This is an add-on solution that can be combined with other solutions.

The self-learning logic can be applied regardless whether the master dictionary is in the CN or in the OAM plane.

The self-learning logic can be applied in centralized manner (one master dictionary per PLMN) or distributed manner (one master dictionary per region or per node). The centralized manner obviously provides overall savings in terms of signalling volume on the radio, however, it may require standardization of backend interfaces for dissemination of information that is used for validation purposes.

NOTE 1:
The self-learning principles of this solution require SA WG3 clearance before the normative aspects of this solution described in clause 6.13.4 can be progressed.
NOTE 2: This solution is vulnerable to an attack where the first UEs update the DB with incorrect UE Radio Capabilities matching the used UE Capability ID. SA3 and RAN3 need to assess what impact this has on solutions using manufacturer-assigned UE Capability ID in combination with databases where new entries are based in information received from individual UEs only (”self-learning” databases).
----------NEXT CHANGE-----
8
Interim Conclusions

Editor's note:
This clause will capture conclusions from the study.
Editor's note:
These are interim conclusions and will be reviewed after response from RAN WGs.
For key issue #1 (How UE radio capabilities are identified?) the following principles are agreed:

-
The UE capability ID is a short pointer (few octets, the exact size is to be determined by RAN WG2) that is used to uniquely identify a set of UE Radio Capabilities;

-
The UE capability ID is assigned either by the serving PLMN or by the UE manufacturer, as follows:

-
Manufacturer-specific: The UE Capability ID may be assigned by the UE manufacturer in which case it is accompanied with the UE manufacturer information (e.g.TAC field in the PEI). In this case, the UE Capability ID uniquely identifies a set of UE Radio Capabilities for this manufacturer, and together with this UE manufacturer information uniquely identify this set of UE Radio Capabilities in any PLMN;

-
PLMN-specific: If a manufacturer-assigned UE Capability ID is not used by the UE or the serving network, or not recognised by the serving network, the serving core network may allocate a UE Capability ID.. In this case, the UE Capability ID is applicable to the serving PLMN and uniquely identifies this set of UE Radio Capabilities in this PLMN;

NOTE 1:
Which one of Manufacturer-specific or PLMN-specific and associated procedures for assignment are mandatory or optional in the UE, will be decided in normative phase of the work.
NOTE 2:
Use of Manufacturer-specific UE Capability ID in combination with databases where new entries are based on information received from individual UEs only (”self-learning” databases) is vulnerable to attacks where valid UE Capability IDs are mapped to invalid/incorrect UE Radio Capabilities. SA3 and RAN2 need to assess these attack scenarios and consequences before it can be concluded what solutions are to be progressed.
-
When the UE Capability ID is allocated by the serving PLMN the same PLMN-specific UE Capability ID can be provided to multiple different UEs with the same radio capabilities or different PLMN-specific UE Capability ID can be provided to multiple different UEs with the same radio capabilities. The strategies for allocating PLMN-specific UE Capability ID are based on local policy;

NOTE 3:
When the UE Capability ID is allocated by the serving PLMN, the method that the core network detects that the same UE Radio Capabilities are signalled by multiple different UEs or the same "model" in order to allocate the same PLMN-specific UE Capability ID from SA2 point of view is left up to implementation or can be decided by RAN.
-
The UE stores the PLMN-specific UE Capability ID in non-volatile memory when in RM-DEREGISTERED state and can use it again when it registers in the same PLMN.

NOTE 4:
The number of PLMN-specific UE Capability IDs that UE stores in non-volatile memory is left up to UE implementation.
-
It shall be possible for a UE to change the set of UE Radio Capabilities in time and signal the associated UE capability ID, if available.
-
The network or the Manufacturer shall be able to change the UE Capability ID associated with a device, e.g., due to a SW upgrade enabling new UE Radio Capabilities on the device side (for the manufacturer assigned UE Capability ID) or for remapping or OAM procedures in the network side;-
At any given instant the UE has only one UE capability ID that is indicated to the network.
-
Solution #9 (UE Capability ID with delta set of capabilities) is recommended for normative work, subject to feasibility being confirmed by RAN WG2.
-
The mapping between a specific capability ID and a corresponding set of capabilities does not change once set.

For key issue #2 the following principles are agreed:

-
Owing to the need to support UE Radio Access Capabilities > 65 536 bytes (i.e. > 524 288 bits), and, the need to support fast, reliable, low processing complexity mechanisms for frequently used procedures (at least Service Request, RRC Connection Resume, X2&Xn handover, secondary gNB addition), the full UE Radio Access Capabilities shall not normally be transferred as part of those procedures. This requires that the serving and target RAN stores a local copy of the mapping between the UE Capability IDs and the full UE Radio Access Capabilities for the UEs that frequently use that RAN node.
-
AMF that supports the RACS feature is mandated to have access to full set of UEs radio capabilities and the mapping between UE Capability ID and corresponding UE radio capabilities for at least the UEs registered in this AMF;
-
NG-RAN that supports RACS, is mandatory to be able to maintain local storage of UE radio capabilities and have access to the mapping between the UE Capability ID and the full set of UEs radio capabilities;

-
A specific NG-RAN node that does not have the mapping between a specific UE Capability ID and the corresponding UE radio capabilities, shall be able to retrieve the mapping from CN.
For key issue #3, the following principles are agreed:
-
RACS procedures will apply to 5GS. If there is interest similar procedures may apply to EPS but will be decided based on the objectives of the related work item in normative phase;

-
From SA WG2 point of view, for UEs that support the RACS feature, for UEs that are already assigned with an applicable UE Capability ID, it is mandatory to signal the UE Capability ID in Initial Registration;

NOTE 5:
Whether UE indicates the UE capability ID via NAS or via RRC connection establishement+N2 signalling will be determined in coordination with RAN2 and SA WG3.

-
For backwards compatibility between nodes that support the feature and nodes that do not support the feature, if a peer node is not supporting RACS, the source node attempts to send to the peer node the UE capabilities that map to the UE capability ID.

----------END OF CHANGES-----
Annex A:
Maximum supportable information element size

In R3-185103/S2-1810011, RAN WG3 have indicated that the standards for the SCTP layer (used on S1, X2, N2 and Xn interfaces) do not impose any practical restrictions on information element or message size.

NOTE 1:
The maximum SCTP message size is 2**32 "chunks", and each "chunk" could be an IP packet of > 1 kbyte. Operators and vendors may be able to check the maximum SCTP packet re-assembly capability of their equipment by examination of the "a_rwnd" value sent in SCTP frames.
In C4-186641/S2-1810021, CT WG 4 have indicated that:

a)
For the GTPv2 based interfaces, e.g. MME - MME (S10) and MME - MSC (Sv) over which the RAN transparent container will be transferred, the maximum size of an IE is 65511 octets. Considering other mandatory and conditional IEs which needs to be sent along with the RAN transparent container, this implies that the size for the RAN transparent container is limited to 50000 octets.

NOTE 2:
CT WG4 did not comment on the operation of GTPv2/UDP over an IPv6 based signalling link may be needed.

b)
For the HTTP based N14 interface (AMF to AMF), there is no upper limit defined by CT4 to transfer the RAN transparent container.

Issues with large E-UTRAN Radio Capability IEs and SRVCC from E-UTRAN to UTRAN/GERAN have already been solved.
For SRVCC from 5GC to UMTS, it is agreed that there is no requirement for 'return handover' from UMTS to 5GC. Hence it is assumed that there is no need for the NG-RAN to supply the target UTRAN with any UE Capability information relating to NG-RATs (nor, for UTRAN specific reasons, any information relating to the UE's UTRAN radio capabilities). Therefore, MAP and SCCP/Iu interface signalling constraints are not applicable to this work.
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